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QUESTION 1

Which directory data source function must be enabled to help prevent a directory harvest attack? 

A. Active Directory connector 

B. Dynamic Data Sourcing 

C. LDAP authentication 

D. Recipient validation 

Correct Answer: D 

 

QUESTION 2

An administrator tests the default antivirus policies by sending a message with an encrypted attachment. When the
administrator checks the recipient inbox, what appears? 

A. The test email appears with a modified subject line. 

B. A system-generated message appears concerning an unscannable attachment. 

C. A message with a pointer to the Suspect Virus Quarantine appears. 

D. The email is missing due to deletion by the system. 

Correct Answer: A 

 

QUESTION 3

How can an administrator view log data in real time? 

A. in the UI select Reports -> view logs 

B. from the command line interface (CLI) run the watchlog -l command 

C. from the command line interface (CLI) run the tail -f command 

D. from the command line interface (CLI) run the monitor -f command 

Correct Answer: C 

 

QUESTION 4

The Symantec Messaging Gateway 10.5 appliance will be deployed with the following topology: 

Internet Default Gateway (10.10.10.1) Email Gateway (10.10.10.11) Symantec Messaging 
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Gateway (10.10.10.21) Internal Mail Server (10.10.10.31) Which IP address should be specified in the 

Mail Filtering - Non-local Mail Delivery page of the site setup wizard? 

A. 10.10.10.1 

B. 10.10.10.11 

C. 10.10.10.21 

D. 10.10.10.31 

Correct Answer: B 

 

QUESTION 5

What should an administrator do before performing a software update of Symantec Messaging Gateway 10.5? 

A. Store backup on local server 

B. Store backup on a remote location using FTP 

C. Encrypt local backup 

D. Purge all backups from the appliance 

Correct Answer: C 

 

QUESTION 6

Which two functions of Symantec Messaging Gateway 10.5 can use information retrieved from a directory data source?
(Select two.) 

A. masquerading 

B. routing 

C. annotation 

D. reputation 

E. authentication 

Correct Answer: BE 

 

QUESTION 7

After configuring the directory data source, which tab must be selected to configure Invalid Recipients functionality? 

A. Administration tab 
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B. Protocols tab 

C. Reputation tab 

D. DHA tab 

Correct Answer: B 

 

QUESTION 8

Which two actions are valid for a content compliance policy? (Select two.) 

A. Edit the message to delete the offensive content 

B. Add a header to the message 

C. Drop the connection to the offending mail server 

D. Forward the message 

E. Flag the message for further scanning 

Correct Answer: BD 

 

QUESTION 9

What is an advantage of Symantec Content Encryption over TLS encryption? 

A. Ensures compliance with government-mandated regulations 

B. TLS encryption provides better security than content encryption. 

C. May be implemented without requiring SSL certificates for each scanner 

D. Ensures secure end-to-end delivery of sensitive messages 

Correct Answer: D 

 

QUESTION 10

A Symantec Messaging Gateway 10.5 administrator is creating a new spam policy and needs to choose a message
condition. Which two are valid message conditions? (Select two.) 

A. a message that contains a header from DLP 

B. a message that is spam or suspected spam 

C. a message that contains prepended notation 

D. a message that is unscannable 
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E. a message that fails bounce attack validation 

Correct Answer: BE 

 

QUESTION 11

Outgoing messages need to be checked for specific words and phrases. Any messages containing the listed words
should be held for review. Which content filtering resource is used for this requirement? 

A. Directories 

B. Dictionaries 

C. Notifications 

D. Annotations 

Correct Answer: D 

 

QUESTION 12

Which two are functions of a Symantec Messaging Gateway 10.5 scanner? (Select two.) 

A. provides quarantine storage for messages 

B. downloads virus definitions 

C. hosts a web server 

D. filters the message stream 

E. runs expunger agents for the quarantine 

Correct Answer: BD 

 

QUESTION 13

Message throughput of a Symantec Messaging Gateway scanner-only appliance can be reduced by which two
features? (Select two.) 

A. rapid release definitions 

B. real-time updates 

C. DKIM signing 

D. SMTP authentication 

E. hourly quarantine expunging 

Correct Answer: CD 
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QUESTION 14

Which IM IP address is required for file transfers on the internal interface? 

A. outbound IP address 

B. secondary IM IP address 

C. inbound IP address 

D. internal IM host IP address 

Correct Answer: B 

 

QUESTION 15

Symantec Messaging Gateway 10.5 will be deployed to receive mail directly from the Internet. In this situation, which
option should be selected within the Inbound Mail Filtering - Accepted Hosts step of the site setup wizard? 

A. Enable MX lookup 

B. Define a list of domains 

C. Specify IP addresses/domains 

D. Select all IP addresses 

Correct Answer: D 
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