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QUESTION 1

Your client has a brand new laptop. He is trying to connect to his home network, which is using an older (802.11b)
wireless router. The router is set for encryption but not MAC filtering. What is the most likely problem? 

A. His physical address for the laptop is not in the router. 

B. His laptop is using the WPA encryption protocol. 

C. The laptop does not have a wireless NIC. 

D. His laptop has a newer operating system that cannot communicate with the router. 

Correct Answer: B 

 

QUESTION 2

Which of the following authentication methods is used by wireless LANs and follows the IEEE 802.11 standard? 

A. Shared key authentication 

B. Digest authentications 

C. Integrated Windows authentication 

D. Operating system authentication 

E. External authentication 

F. Password file authentication 

Correct Answer: A 

 

 

QUESTION 3

What does a protocol analyzer do during a manual site survey? 

A. Execute an RF analysis of an area. 

B. Describe wireless LAN security requirements. 

C. Identify existing wireless networks in an area. 

D. Locate RF interference sources. 

Correct Answer: C 
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QUESTION 4

Which of the following statements are true about the ITU-Radio communication Sector (ITU-R)? Each correct answer
represents a complete solution. Choose all that apply. 

A. It manages seven regions. 

B. It is responsible for global management of RF spectrum, in addition to satellite orbits. 

C. It is required to allocate spectrum and register frequency allocation, orbital positions, and other parameters of
satellites, in order to avoid harmful interference between radio stations of different countries. 

D. It is one of the three sectors of the International Telecommunication Union (ITU) and is responsible for radio
communication. 

E. Its membership includes 100 Member States and more than 700 Sector Members and Associates. 

Correct Answer: BCD 

 

QUESTION 5

Which Wireless network standard operates at 2.4 GHz and transfers data at a rate of 54 Mbps? 

A. 802.11n 

B. 802.11g 

C. 802.11a 

D. 802.11b 

Correct Answer: B 

 

QUESTION 6

Fill in the blanks with the appropriate protocol.CCMP (Counter Mode with Cipher Block Chaining Message
Authentication Code Protocol) is an IEEE encryption protocol created to replace both TKIP and WEP. 

Correct Answer: 802.11i 

 

 

QUESTION 7

Which of the following is compatible with the IEEE 802.11i standard? 

A. EAP 

B. WPA2 

C. WEP 
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D. WPA 

Correct Answer: B 

 

QUESTION 8

Which of the following IEEE 802.11 amendments can use three radio chains per band to transmit data? 

A. IEEE 802.11h 

B. IEEE 802.11g 

C. IEEE 802.11n 

D. IEEE 802.11a 

Correct Answer: C 

 

 

QUESTION 9

Which of the following statements are true about SSIDs?Each correct answer represents a complete solution. Choose
all that apply. 

A. Configuring the same SSID as that of the other Wireless Access Points (WAPs) of other networks will create a
conflict. 

B. SSID is used to identify a wireless network. 

C. All wireless devices on a wireless network must have the same SSID in order to communicate wit each other. 

D. SSIDs are case insensitive text strings and have a maximum length of 64 characters. 

Correct Answer: ABC 

 

QUESTION 10

How many non-overlapping channels does the IEEE 802.11a have? 

A. 15 

B. 12 

C. 18 

D. 23 

Correct Answer: B 
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QUESTION 11

Which of the following gains is used by amplifiers to provide an increase in signal strength? 

A. Passive 

B. Positive 

C. Active 

D. Maximum 

Correct Answer: C 

 

QUESTION 12

Which of the following switch models is used for full-scale IP phone systems or larger wireless systems? 

A. CE520-8PC 

B. CE520-24PC 

C. CE520-24LC 

D. CE520-24TT 

Correct Answer: B 

 

 

QUESTION 13

Wi-fi is defined by IEEE _ standard. 

A. 802.2 

B. 802.11 

C. 802.5 

D. 802.3 

Correct Answer: B 

 

QUESTION 14

You have been assigned the job of configuring wireless networks for a large company. The security of these networks is
of great importance. One of the tools that you can use for applying security is Wireless Transport Layer Security
(WTLS). What are the goals of using this tool?Each correct answer represents a complete solution. Choose all that
apply. 
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A. To provide privacy for the two end users 

B. To provide data integrity 

C. To provide data availability 

D. To provide authentication between the two end points 

Correct Answer: ABD 

 

QUESTION 15

Which of the following access methods can be used by the IEEE 802.11a wireless network to get the control of the
wireless medium in order to transmit data? 

A. FHSS 

B. CSMA/CA 

C. HR/DSSS 

D. CSMA/CD 

Correct Answer: B 
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