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QUESTION 1

Why are containers uniquely suitable for whitelist-based runtime security? 

A. Developers typically define the processes used in their containers within the Dockerfile 

B. Docker has a built-in runtime analysis capability to aid in whitelisting. 

C. Containers typically have only a few defined processes that should ever be executed. 

D. Operations teams typically know what processes are used within a container 

Correct Answer: A 

 

QUESTION 2

Which capacity license does an administrator get with a pay-as-you-go license on Public Cloud market places? 

A. VM-100 

B. VM-1000 

C. VM-300 

D. VM-200 

Correct Answer: A 

 

QUESTION 3

What are three requirements to automate service deployment of a VM-Series firewall from an NSX Manager? (Choose
three) 

A. vCenter has been given Palo Alto Networks subscription licenses for VM-Series firewalls. 

B. The deployed VM-Series firewall can establish communications with Panorama. 

C. Panorama has been configured to recognize both the NSX Manager and vCenter. 

D. Panorama can establish communications to the public Palo Alto Networks update servers. 

E. The NSX Manager completed the host preparation prior to the VM-Series firewall service deployment. 

Correct Answer: ACD 

 

 

QUESTION 4
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How does the Palo Alto Networks NGFW integrate with Arista Networks Macro-Segmentation Service? 

A. Arista supports all hardware models of the Palo Alto Networks NGFW natively. 

B. Arista allows standalone non-HA firewalls to be attached to a service leaf switch. You must configure an Elastic Load
Balancer to obtain fault tolerance. 

C. Arista CloudVision obtains relevant rules from Panorama through API and programs the Arista switches to steer
intercepted east-west traffic to the Palo Alto Networks NGFW. 

D. Arista owns the Security policy. It can extend the concept of fine-grained intra-hypervisor security for VMs by
enabling dynamic insertion of services for virtualized devices such as firewalls. 

Correct Answer: D 

 

 

QUESTION 5

Which are two use cases for HSCI ports on the SMC module on PA-7000 Series? (Choose two) 

A. HA1 backup link in active/active HA 

B. HA1 link in active/passive HA 

C. HA3 link in active/active HA 

D. HA2 link in active/passive HA 

Correct Answer: CD 

https://docs.paloaltonetworks.com/hardware/pa-7000-hardware-reference/pa-7000-series-module-andinterface-card-
information/pa-7000-series-switch-management-card-smc/pa-7000-series-smc-componentdescriptions 

 

QUESTION 6

How does Palo Alto Networks VM orchestration help service providers automatically provision security instances and
policies on demand? (Choose two) 

A. Aperture Orchestration Engine (AOE) 

B. Support for Dynamic Address Groups 

C. Fully instrumented API 

D. VM Orchestration Policy Editor 

Correct Answer: BC 
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QUESTION 7

When would a PA-7000 Series NPC GQXM Card be preferable to a PA-7000 Series NPC GQ Card? 

A. When the organization requires a greater number of sessions. 

B. When the environment has a need for more SFP+ interfaces. 

C. When the organization requires gear with a smaller slot size. 

D. When the environment has a need for more policy rules. 

Correct Answer: A 

 

 

QUESTION 8

How do Palo Alto Networks NGFWs integrate with an ACI architecture? 

A. SDN code hooks can help to detonate malicious file samples designed to detect virtual environments 

B. Traffic can be automatically redirected using static Address objects. 

C. VXLAN or NVGRE traffic is terminated and inspected for translation to VLANs. 

D. Controllers can program firewalls using a REST-based API. 

Correct Answer: B 

 

QUESTION 9

Which VM-Series can be deployed on VMware NSX? 

A. VM-100, VM-200, VM-300. VM-500. VM-1000-HV 

B. VM-50r VM-100, VM-200, VM-300, VM-500 

C. VM-100, VM-200, VM-300, VM-500, VM-700 

D. All VM Series Models can be deployed on VMware NSX 

Correct Answer: A 

https://docs.paloaltonetworks.com/vm-series/8-1/vm-series-deployment/about-the-vm-series-firewall/vmseries-
models.html 

 

QUESTION 10

How are workloads protected in Prisma Cloud Enterprise and Prisma Cloud Compute\\'\\'? 
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A. Prisma Cloud enterprise and Prisma Cloud Computes provides identical workload capabilities. 

B. Prisma Cloud Enterprise provides workload protection through integration with the NGFW. 

C. Prisma Cloud Compute offers agentless protection for all workload types. 

D. Prisma Cloud Enterprise does not offer workload protection because it is a SaaS based product and agentless. 

Correct Answer: A 
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