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QUESTION 1

What are three unique benefits of the Palo Alto Networks Content-ID? (Choose three.) Select 3 Correct Responses 

A. micro-segmenting network traffic based on the unique identification number of the content 

B. increasing latency as new threat prevention features are enabled 

C. detecting and preventing known and unknown threats in a single pass 

D. enforcing policy control over unapproved web surfing 

E. proactively identifying and defending against unknown, new, or custom malware and exploits 

Correct Answer: CDE 

 

QUESTION 2

Which two Cloud-Delivered Security Services (CDSS) would be appropriate for an organization that wants to secure
internet traffic on a perimeter firewall? (Choose two.) Select 2 Correct Responses 

A. WildFire 

B. Advanced URL Filtering (AURLF) 

C. Autonomous Digital Experience Management (ADEM) 

D. SD-WAN 

Correct Answer: AB 

 

QUESTION 3

Which three of the following arefeatures of the Palo Alto Networks Next-Generation Firewall (NGFW) that differentiate it
from a stateful inspection firewall? (Choose three.) 

Select 3 Correct Responses 

A. Login-ID 

B. User-ID 

C. App-ID 

D. Network-ID 

E. SSL/SSH Decrypt 

Correct Answer: BCE 
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QUESTION 4

What is a technical benefit of User-ID in relation to policy control? 

A. It matches traffic against policy to check whether it is allowed on the network. 

B. It allows all users to designate view-only access to itinerant personnel. 

C. It improves safe enablement of applications traversing the network. 

D. It encrypts all private keys and passwords in the configuration. 

Correct Answer: B 

 

QUESTION 5

Which traffic will be blocked when application-default service is set on a Security policy? 

A. SSH traffic on TCP/22 

B. HTTPS traffic on TCP/443 

C. HTTP traffic on TCP/81 

D. DNS traffic on UDP/53 

Correct Answer: C 

 

QUESTION 6

When deploying an Eval Next-Generation Firewall (NGFW) within a customer environment for the purpose of generating
a Security Lifecycle Review (SLR) report, creation of which interface will not impact production traffic? 

A. Layer 3 interface 

B. SLR interface 

C. virtual wire interface 

D. TAP interface 

Correct Answer: D 

 

QUESTION 7

The ability of a Next-Generation Firewall (NGFW) to logically group physical and virtual interfaces and then control
traffic based on that grouping is known aswhat? 

A. LLDP profiles 

B. security zones 
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C. DHCP groups 

D. security profile groups 

Correct Answer: B 

 

QUESTION 8

A firewall enabled as a decryption broker will take which of the following actions? 

A. forward clear text traffic to security chains for additional enforcement 

B. monitor the state of active connections to determine which network packets to allow through 

C. correlate a series of related threat events that indicate a likely compromised host on the network 

D. identify potential denial-of-service (DoS) attacks and take protective action 

Correct Answer: C 

 

QUESTION 9

Which feature allows a customer to gain visibility and respond to changes in user behavior or potential threats without
manual policy changes? 

A. User-ID agent 

B. dynamic user groups (DUGs) 

C. Lightweight Directory Access Protocol (LDAP) sync 

D. dynamic address objects 

Correct Answer: B 

 

QUESTION 10

Which three key functions are processed as part of the Palo Alto Networks single-pass architecture (SPA)? 

(Choose three.) 

Select 3 Correct Responses 

A. User-ID 

B. Content-ID 

C. Intruder-ID 

D. Device-ID 
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E. Virus-ID 

Correct Answer: ABD 
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