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QUESTION 1

When an on-premises NGFW (customer gateway) is used to connect to the Virtual Gateway, which two IKE profiles
cannot be used? (Choose two.) 

A. Group2 / SHA-1 / AES-128-CBC / IKE-V1 

B. Group2 / SHA-1 / AES-128-GCM / IKE-V1 

C. Group14 / SHA-256 / AES-256-GCM / IKE-V1 

D. Group2 / SHA-1 / AES-128-CBC 

E. Group14 / SHA-256 / AES-256-CBC / IKE-V1 

Correct Answer: BCD 

 

QUESTION 2

Which Prisma Public Cloud policy alerts administrators to unusual user activity? 

A. Anomaly 

B. Audit Event 

C. Network 

D. Configuration 

Correct Answer: A 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/anomaly-
policies.html 

 

QUESTION 3

In which two ways does Palo Alto Networks VM orchestration help service providers automatically provision security
instances and policies? (Choose two.) 

A. fully instrumented API 

B. Aperture Orchestration Engine 

C. VM Orchestration Policy Editor 

D. support for Dynamic Address Groups 

Correct Answer: BD 
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QUESTION 4

What is the default capacity license of a VM-Series NGFW being deployed from the Google Cloud Platform
Marketplace? 

A. VM-GCP 

B. VM-100 

C. VM-500 

D. VM-300 

Correct Answer: D 

https://docs.paloaltonetworks.com/vm-series/8-1/vm-series-deployment/set-up-the-vm-series-firewall-on-google-cloud-
platform/deploy-the-vm-series-firewall-on-google-cloud.html 

 

QUESTION 5

The Microsoft Azure virtual network gateway supports which two site-to-site connectivity options? (Choose two.) 

A. Direct Connect 

B. Fast Connect 

C. IPsecVPN 

D. ExpressRoute 

Correct Answer: CD 

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal 

 

QUESTION 6

What are two ways to initially deploy a VM-Series NGFW in Microsoft Azure? (Choose two.) 

A. through ARM Templates in the GitHub Repository 

B. through Solution Templates in the Azure Marketplace 

C. through Expedition in the Customer Success Portal 

D. through Iron Skillets in the GitHub Repository 

Correct Answer: AC 

 

QUESTION 7

A customer CSO has asked you to demonstrate how to identify all "Amazon RDS" resources deployed and the region
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that they are deployed in. What are two ways that Prisma Public Cloud can show the relevant information?(Choose
two.) 

A. Generate a compliance report from the Compliance dashboard 

B. Write an RQL query from the "Investigate" tab. 

C. Configure an Inventory report from the "Alerts" tab 

D. Open the Asset dashboard, filter on Amazon Web Services, and click "Amazon RDS" resources. 

Correct Answer: AD 

 

QUESTION 8

A client has a sensitive internet-facing application server in Microsoft Azure and is concerned about resource exhaustion
because of distributed denial-of-service attacks What can be configured on the VM-Series firewall to specifically protect
this server against this type of attack? 

A. Custom threat signature 

B. Zone Protection Profile 

C. QoS Profile to limit incoming requests 

D. DoS Protection Profile with specific session counts 

Correct Answer: B 

 

QUESTION 9

What are two ways to enable interface swap when deploying a VM-Series NGFW in Google Cloud Platform? (Choose
two.) 

A. run the PAN-OS CLI command: set system mgmt-interface-swap enable yes 

B. run the PAN-OS CLI command: set system mgmt-interface-swap setting enable yes 

C. create a bootstrap file that includes the mgmt-interface-swap command 

D. in the Google Cloud Console Metadata Field, enter a key-value pair where mgmt-interface-swap is the key and
enable is the value 

Correct Answer: CD 

https://docs.paloaltonetworks.com/vm-series/8-1/vm-series-deployment/set-up-the-vm-series-firewall-on-google-cloud-pl
atform/deploy-the-vm-series-firewall-on-google-cloud/management-interface-mapping-for-google-internal-
loadbalancing.html 

 

QUESTION 10
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Based on the diagram, how many routes will the virtual gateway advertise to the on-premises NGFW over the Amazon
Web Services Direct Connect link? 

A. 4 

B. 5 

C. 3 

D. 1 

Correct Answer: C 
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