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QUESTION 1

Which Prisma Public Cloud policy alerts administrators to unusual user activity?
A. Anomaly

B. Audit Event

C. Network

D. Configuration

Correct Answer: A

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/anomaly-
policies.html

QUESTION 2
Match the logging service with its cloud provider.

Select and Place:

CloudWatch Drag answer here
Activity log Drag answer here
Azure

Stackdriver Drag answer here

Google Cloud Platform
Monitor Drag answer here

Amazon Web Services
CloudTrail Drag answer here
Cloud Audit Drag answer here

Correct Answer:
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CloudWatch Amazon Web Services
Activity log Azure
Azure

Stackdriver Azure

Google Cloud Platform
Monitor Amazon Web Services

Amazon Web Services
CloudTrail Amazon Web Services
Cloud Audit Google Cloud Platform

QUESTION 3

The VM-Series integration with Amazon GuardDuty feeds malicious IP addresses to the VM-Series NGFW using XML
API to populate a Dynamic Address Group within a Security policy that blocks traffic. How does Amazon Web Services
achieve this integration?

A. SNS

B. SQS

C. CodeDeploy

D. Lambda

Correct Answer: D

QUESTION 4

When an on-premises NGFW (customer gateway) is used to connect to the Virtual Gateway, which two IKE profiles
cannot be used? (Choose two.)

A. Group2 / SHA-1 / AES-128-CBC / IKE-V1
B. Group2 / SHA-1/ AES-128-GCM / IKE-V1
C. Group14 / SHA-256 / AES-256-GCM / IKE-V1

D. Group2 / SHA-1 / AES-128-CBC
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E. Groupl4 / SHA-256 / AES-256-CBC / IKE-V1

Correct Answer: BCD

QUESTION 5

Which three anomaly policies are predefined in Prisma Public Cloud? (Choose three.)

A. Excessive login failures

B. Unusual user activity

C. Denial-of-service activity

D. Account hijacking attempts

E. Suspicious file activity

Correct Answer: ABD

Account hijacking attempts

--Detect potential account hijacking attempts discovered by identifying unusual login activities. These can happen if
there are concurrent login attempts made in short duration from two different geographic locations, which is impossible
time travel, or login from a previously unknown browser, operating system, or location.

Excessive login failures

--Detect potential account hijacking attempts discovered by identifying brute force login attempts. Excessive login failure
attempts are evaluated dynamically based on the models observed with continuous learning.

Unusual user activity

--Discover insider threat and an account compromise using advanced data science. The Prisma Cloud machine learning
algorithm profiles a user\\'s activities on the console, as well as the usage of access keys based on the location and the

type of cloud resources.

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/anomaly-
policies.html

QUESTION 6

In which two ways does Palo Alto Networks VM orchestration help service providers automatically provision security
instances and policies? (Choose two.)

A. fully instrumented API
B. Aperture Orchestration Engine
C. VM Orchestration Policy Editor

D. support for Dynamic Address Groups
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Correct Answer: BD

QUESTION 7

Which configuration needs to be done to perform user entity behavior analysis with Prisma Public Cloud?
A. Create alert rules.

B. Whitelist IP addresses.

C. Configure User-ID.

D. Define enterprise settings.

Correct Answer: D

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/anomaly-
policies.html

QUESTION 8

Which RQL string searches for all EBS volumes that do not have a "DataClassification” tag?

A. config where api.name = \\'aws-ec2-describe-volumes, AND json.rule = tags[*]key contains DataClassification
B. config where api.name = ,aws-ec2-describe-volumes\\' AND json.rule = tags[*]key != DataClassification

C. config where api.name = ,aws-ec2-describe-volumes\\' AND json.rule = tags[*].key exists

D. config where api.name = \\'aws-ec2-describe-volumes\\' AND json.rule = tags[*].key = 1

Correct Answer: D

QUESTION 9

What resource is required to receive inbound traffic from the internet to VM-Series NGFW deployed as a gateway for
Azure Stack workloads?

A. Public IP for the VM-Series NGFW
B. NAT appliance

C. Azure Stack Edge Router

D. Border Customer Network

Correct Answer: C

QUESTION 10
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What are two ways to initially deploy a VM-Series NGFW in Microsoft Azure? (Choose two.)
A. through ARM Templates in the GitHub Repository

B. through Solution Templates in the Azure Marketplace

C. through Expedition in the Customer Success Portal

D. through Iron Skillets in the GitHub Repository

Correct Answer: AC
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