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QUESTION 1

Which Palo Alto Networks security platform component should an administrator use to extend policies to remote users
are not connecting to the internet from behind a firewall?

A. Threat Intelligence Cloud
B. Traps

C. GlobalProtect

D. Aperture

Correct Answer: C

QUESTION 2

Which three application options can be selected in the security policy rule? (Choose three.)
A. Application Group

B. Individual Application

C. Application Risk

D. Application Filter

E. Application Category

Correct Answer. ABD

QUESTION 3

Which three network events are highlighted through correlation objects as a potential security risks? (Choose three.)
A. Identified vulnerability exploits

B. Suspicious traffic patterns

C. Known command-and-control activity

D. Launch of an identified malware executable file

E. Endpoints access files from a removable drive

Correct Answer: ABC
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QUESTION 4

A service provider has acquired a pair of PA-7080s for its data center to secure its customer base\\'s traffic. The server
provider\\'s traffic is largely generated by smart phones and averages 6,000,000 concurrent sessions.

Which Network Processing Card should be recommended in the Bill of Materials?
A. PA-7000-40G-NPC

B. PA-7000-20GQ-NPC

C. PA-7000-20GQXM-NPC

D. PA-7000-20G-NPC

Correct Answer: C

QUESTION 5

Which four steps of the cyberattack lifecycle dose the Palo Alto Networks platform present? (Choose four)
A. Breach the perimeter

B. Exfiltrate data

C. Weaponries vulnerabilities

D. Deliver the malware

E. Recon the target

F. Lateral movement

Correct Answer: ABDF

QUESTION 6
Because of regulatory compliance a customer cannot decrypt specific types of traffic.

Which license should an SE recommend to the customer who will be decrypting traffic on the Palo Alto Networks
firewall?

A. App-ID, to use applications as match criteria in the decryption policy rules

B. SSL Decryption, for inbound inspection and granular Forward Proxy SSL decryption

C. Support, to request custom categories as match criteria in decryption policy rules

D. URL Filtering, to use predefined URL categories as match criteria in the decryption policy rules

Correct Answer: D
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QUESTION 7

A specific URL keeps appearing in URL filtering log entries, it was blocked successfully, but the administrator would like
to investigate further.

In which two ways would AutoFocus help this administrator? (Choose two.)

A. Generate a list of IP addresses for use in Dynamic Address Groups on the firewall
B. Identify malicious files associated with this URL

C. Generate a correlation object that can be used to monitor associated activities

D. Identify malware campaigns associated with this URL

Correct Answer: AD

QUESTION 8

An SE is preparing an SLR report for a school and wants to emphasize URL filtering capabilities because the school is
concerned that its students are accessing inappropriate websites. The URL categories being chosen by default in the
report are not highlighting these types of websites.

How should the SE show the customer the firewall can detect that these websites are being accessed?

A. Remove unwanted categories listed under "High Risk" and use relevant information

B. Create a footnote within the SLR generation tool

C. Edit the Key-Findings text to list the other types of categories that may be of interest

D. Produce the report and edit the PDF manually

Correct Answer: A

QUESTION 9

Palo Alto Networks publishes updated Command and Control signatures. How frequently should the related signatures
schedule be set?

A. Once an hour
B. Once every minute

C. Once a week
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D. Once a day

Correct Answer: D

QUESTION 10

A network covers three geographical areas: Americas, Europe (EMEA), and Asia (APAC). The APAC
segment of the network consists of nine HA pairs of PA-3060 firewalls, generating a combined log output K
logs per second.

Only 14 days of traffic log retention is required.
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Which management and logging solution will be effective and cost-efficient for this segment of the network?
A. Two M-500s in HA management at the global level, with one M-100 with 4 TB of storage for APAC

B. Two M-500s in HA management at the global level, and one log collector-mode M-500 with 8 TB of storage for
APAC

C. Two M-500s in HA management at the global level, and two log collector-mode M-500s in a log collector group with
16 TB of storage for APAC

D. Two Dual-mode M-500s in HA for both global management and storage. Each M-500 has 8 TB of storage

Correct Answer: C
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