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QUESTION 1

View the GlobalProtect configuration screen capture. 

What is the purpose of this configuration? 

A. It forces an internal client to connect to an internal gateway at IP address 192 168 10 1. 

B. It configures the tunnel address of all internal clients lo an IP address range starting at 192 168 10 1. 

C. It forces the firewall to perform a dynamic DNS update, Which adds the internal gateway\\'s hostname and IP
address to the DNS server. 

D. It enables a Client to perform a reverse DNS lookup on 192 .168. 10 .1. to delect it is an internal client. 

Correct Answer: D 

 

 

QUESTION 2

A firewall administrator has been asked to configure a Palo Alto Networks NGFW to prevent against compromised hosts
trying to phone-number or bacon out to eternal command-and-control (C2) servers. Which Security Profile type will
prevent these behaviors? 

A. Vulnerability Protection 

B. Antivirus 

C. Wildfire 

D. Anti-Spyware 

Correct Answer: D 

 

 

QUESTION 3

An administrator deploys PA-500 NGFWs as an active/passive high availability pair . The devices are not participating in
dynamic router and preemption is disabled. 
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What must be verified to upgrade the firewalls to the most recent version of PAN OS software? 

A. Antivirus update package 

B. Applications and Threats update package 

C. Wildfire update package 

D. User-ID agent 

Correct Answer: B 

 

 

QUESTION 4

Which two methods can be used to verify firewall connectivity to Autofocus? (Choose two. ) 

A. Check the WebUl Dashboard Autofocus widget 

B. Check for WildFire forwarding logs. 

C. Verify AutoFocus is enabled below Device Management tab 

D. Verify AutoFocus status using the CLI "test"command. 

E. Check the license 

Correct Answer: AE 

 

QUESTION 5

A session in the Traffic log is reporting the application as "incomplete" 

What does "incomplete" mean? 

A. The three-way TCP handshake did not complete. 

B. Data was received but wan instantly discarded because of a Deny policy was applied before App ID could be
applied. 

C. The three-way TCP handshake was observed, but the application could not be identified. 

D. The traffic is coming across UDP, and the application could not be identified. 

Correct Answer: A 

 

QUESTION 6

If the firewall is configured for credential phishing prevention using the "Domain Credential Filter" method, which login
will be detected as credential theft? 
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A. Using the name user\\'s corporate username and password. 

B. First four letters of the username matching any valid corporate username. 

C. Matching any valid corporate username. 

D. Mapping to the IP address of the logged-in user. 

Correct Answer: D 

 

QUESTION 7

An administrator has users accessing network resources through Citrix XenApp 7 .x. 

Which User-ID mapping solution will map multiple mat who using Citrix to connect to the network and access
resources? 

A. Client Probing 

B. Globa1Protect 

C. Terminal Services agent 

D. Syslog Monitoring 

Correct Answer: C 

 

 

QUESTION 8

An administrator using an enterprise PKI needs to establish a unique chain of trust to ensure mutual authentication
between panorama and the managed firewall and Log Collectors. How would the administrator establish the chain of
trust? 

A. Configure strong password 

B. Set up multiple-factor authentication. 

C. Use custom certificates. 

D. Enable LDAP or RADIUS integration. 

Correct Answer: C 

 

 

QUESTION 9

Which CLI command is used to simulate traffic goingthrough the firewall and determine which Security policy rule, NAT
translation, static route, or PBF rule will be triggered by the traffic? 
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A. check 

B. find 

C. test 

D. sim 

Correct Answer: C 

 

 

QUESTION 10

Which three options are supposed in HA Lite? (Choose three.) 

A. Configuration synchronization 

B. Virtual link 

C. active/passive deployment 

D. session synchronization 

E. synchronization of IPsec security associations 

Correct Answer: ACE 

 

QUESTION 11

An administrator wants multiple web servers in the DMZ to receive connections from the internet. Traffic destined for
206.15.22.9 port 80/TCP needs to be forwarded to the server at 10 1.22 Based on the information shown in the age,
which NAT rule will forward web-browsing traffic correctly? 
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A. B. C. D. 

Correct Answer: A 

 

QUESTION 12

An administrator has been asked to configure active/passive HA for a pair of Palo Alto Networks NGFWs. The
administrator assigns priority 100 to the active firewall. 

Which priority is collect tot the passive firewall? 

A. 0 

B. 1 

C. 90 

D. 255 

Correct Answer: D 

 

QUESTION 13

Which prerequisite must be satisfied before creating an SSH proxy Decryption policy? 

A. No prerequisites are required 

B. SSH keys must be manually generated 

C. Both SSH keys and SSL certificates must be generated 

D. SSL certificates must be generated 

Correct Answer: A 

 

QUESTION 14

Which action would enables the firewalls to send their preexisting logs to Panorama? 

A. A CLI command will forward the pre-existing logs to Panorama. 

B. Use the import option to pull logs panorama. 

C. Use the ACC to consolidate pre-existing logs. 

D. The- log database will need to be exported from the firewall and manually imported into Panorama. 

Correct Answer: A 
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QUESTION 15

Which feature prevents the submission of login information into website froms? 

A. credential phishing prevention 

B. file blocking 

C. User-ID 

D. data filtering 

Correct Answer: A 
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