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QUESTION 1

How are the following categorized? 

Backdoor account access Hijacked processes Lateral movement Port scanning 

A. audits 

B. incidents 

C. admission controllers 

D. models 

Correct Answer: B 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute/runtime_defense/incident_types 

 

QUESTION 2

A security team has been asked to create a custom policy. 

Which two methods can the team use to accomplish this goal? (Choose two.) 

A. add a new policy 

B. clone an existing policy 

C. disable an out-of-the-box policy 

D. edit the query in the out-of-the-box policy 

Correct Answer: AB 

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/manage-
prisma-cloud-policies 

 

QUESTION 3

DRAG DROP

What is the order of steps in a Jenkins pipeline scan?

(Drag the steps into the correct order of occurrence, from the first step to the last.)

Select and Place:
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Correct Answer:

 

QUESTION 4

In Azure, what permissions need to be added to Management Groups to allow Prisma Cloud to calculate net effective
permissions? 

A. PaloAltoNetworks.PrismaCloud/managementGroups/* 

B. Microsoft.Management/managementGroups/descendants/read 

C. PaloAltoNetworks.PrismaCloud/managementGroups/descendants/read 

D. Microsoft.Management/managementGroups/descendants/calculate 

Correct Answer: B 

 

QUESTION 5
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Which of the below actions would indicate ?"The timestamp on the compliance dashboard"? 

A. indicates the most recent data 

B. indicates the most recent alert generated 

C. indicates when the data was ingested 

D. indicates when the data was aggregated for the results displayed 

Correct Answer: D 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-compliance/compliance-
dashboard 

 

QUESTION 6

Which component(s), if any, will Palo Alto Networks host and run when a customer purchases Prisma Cloud Enterprise
Edition? 

A. Defenders 

B. Console 

C. Jenkins 

D. twistcli 

Correct Answer: B 

 

 

QUESTION 7

Which statement applies to Adoption Advisor? 

A. It helps adopt security capabilities at a fixed pace regardless of the organization\\'s needs. 

B. It is only available for organizations that have completed the cloud adoption journey. 

C. It only provides guidance during the deploy phase of the application lifecycle. 

D. It includes security capabilities from subscriptions for CSPM, CWP, CCS, CIEM, and Data Security. 

Correct Answer: D 

 

QUESTION 8

Which Defender type performs registry scanning? 

A. Serverless 
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B. Container 

C. Host 

D. RASP 

Correct Answer: B 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-
compute/vulnerability_management/registry_scanning 

 

QUESTION 9

Which two processes ensure that builds can function after a Console upgrade? (Choose two.) 

A. allowing Jenkins to automatically update the plugin 

B. updating any build environments that have twistcli included to use the latest version 

C. configuring build pipelines to download twistcli at the start of each build 

D. creating a new policy that allows older versions of twistcli to connect the Console 

Correct Answer: BC 

A is wrong. Jenkins Plugin can not be upgraded automatically 

 

QUESTION 10

Which three OWASP protections are part of Prisma Cloud Web-Application and API Security (WAAS) rule? (Choose
three.) 

A. DoS Protection 

B. Local file inclusion 

C. SQL injection 

D. Suspicious binary 

E. Shellshock 

Correct Answer: CE 

https://www.paloaltonetworks.com/prisma/cloud/web-application-API-security 

 

QUESTION 11

A customer has multiple violations in the environment including: 

User namespace is enabled An LDAP server is enabled SSH root is enabled 
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Which section of Console should the administrator use to review these findings? 

A. Manage 

B. Vulnerabilities 

C. Radar 

D. Compliance 

Correct Answer: A 

 

 

QUESTION 12

Which action would be applicable after enabling anomalous compute provisioning? 

A. It detects the activity caused by the spambot. 

B. It detects unusual server port activity or unusual protocol activity from a client within or outside the cloud
environment. 

C. It detects potential creation of an unauthorized network of compute instances with AutoFocus. 

D. It detects potential creation of an unauthorized network of compute instances either accidentally or for cryptojacking. 

Correct Answer: D 

 

 

QUESTION 13

What is the function of the external ID when onboarding a new Amazon Web Services (AWS) account in Prisma Cloud? 

A. It is a unique identifier needed only when Monitor and Protect mode is selected. 

B. It is the resource name for the Prisma Cloud Role. 

C. It is a UUID that establishes a trust relationship between the Prisma Cloud account and the AWS account in order to
extract data. 

D. It is the default name of the PrismaCloudApp stack. 

Correct Answer: C 

 

 

QUESTION 14

In Prisma Cloud for Azure Net Effective Permissions Calculation, the following Azure permission levels are supported by
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which three permissions? (Choose three.) 

A. Resources 

B. Tenant 

C. Subscription 

D. Resource groups 

E. Management Group 

Correct Answer: CDE 

 

QUESTION 15

Which component of a Kubernetes setup can approve, modify, or reject administrative requests? 

A. Kube Controller 

B. Terraform Controller 

C. Admission Controller 

D. Control plane 

Correct Answer: C 
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