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QUESTION 1

Which type of adversary would commit cybercrimes with the authorization of their country\\'s government? 

A. state-sponsored 

B. hacktivist 

C. gray hat 

D. white hat 

Correct Answer: A 

 

QUESTION 2

Review the exhibit and identify the type of vulnerability or attack. 

A. botnet 

B. man-in-the-middle 
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C. spear phishing 

D. buffer overflow 

Correct Answer: C 

 

QUESTION 3

Which two reconnaissance tools might an attacker use to scan for vulnerable network services and settings? (Choose
two.) 

A. bandwidth analyzer 

B. intrusion detection 

C. port scanner 

D. password cracker 

Correct Answer: CD 

 

QUESTION 4

Which Palo Alto Networks tool is used to prevent endpoint systems from running malware executables such as viruses,
trojans and rootkits? 

A. AutoFocus 

B. Traps 

C. Expedition 

D. App-ID 

Correct Answer: B 

 

QUESTION 5

Which Palo Alto Networks product or feature includes machine learning to enhance security? 

A. Panorama 

B. MineMeld 

C. Magnifier 

D. User-ID 

Correct Answer: C 
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QUESTION 6

Which option describes a characteristic of a next-generation firewall but not a UTM device? 

A. Content inspection engines operate in individual silos. 

B. Content inspection engines use tightly integrated operation. 

C. Content inspection engines process traffic serially, not in parallel. 

D. Content inspection engines run on the same hardware and memory resources. 

Correct Answer: B 

 

QUESTION 7

From which resource can a Palo Alto Networks firewall get URL category information for URLs whose categories cannot
be found on the firewall? 

A. App-ID database 

B. WildFire 

C. PDF file 

D. PAN-DB database 

Correct Answer: D 

 

QUESTION 8

What is the primary purpose of using encryption as part of your network data security architecture? 

A. authorization 

B. confidentiality 

C. integrity 

D. authentication 

Correct Answer: B 

 

QUESTION 9

When accessing an intranet website, a certificate error is received. What can be done to move past the certificate error
and ensure that the error is not received the next time the website is accessed? 

A. install the website certificate into the web browser 

B. request trusted access from the web developer 
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C. enable TLS 2.0 in the advanced options of the web browser 

D. trust the web developer for the application 

Correct Answer: A 

 

QUESTION 10

What is the result of deploying virtualization in your data center? 

A. reduced security threat 

B. reduced operational costs 

C. increased hardware capital costs 

D. increased host provisioning 

Correct Answer: B 

 

QUESTION 11

Review the exhibit and identify the type of vulnerability or attack that is commonly used against this technology. 

A. phishing 

B. denial-of-service 

C. code-injection 

D. password cracking 

Correct Answer: D 

 

QUESTION 12

Which two types of SaaS applications are allowed by an IT department? (Choose two.) 
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A. tolerated 

B. certified 

C. sanctioned 

D. unsanctioned 

Correct Answer: AC 

 

QUESTION 13

In the context of a mobile device management solution, what is a function of the "policy enforcement" feature? 

A. controls which websites can be accessed when connected to Wi-Fi 

B. controls which Wi-Fi networks can be accessed 

C. controls which phone numbers can be dialed 

D. controls which password/passcode settings are allowed 

Correct Answer: A 

 

QUESTION 14

Which type of cloud computing deployment makes resources exclusively available to members of a single
organization? 

A. local 

B. private 

C. hybrid 

D. public 

Correct Answer: B 

 

QUESTION 15

Palo Alto Networks Traps is natively integrated with which Palo Alto Networks offering to protect against unknown
exploits and malware threats? 

A. MineMeld 

B. WildFire 

C. Content-ID 

D. AutoFocus 
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Correct Answer: D 
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