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QUESTION 1

Which well-known port is associated with the Simple Mail Transfer Protocol?
A. 143

B. 25

C. 997

D. 40

Correct Answer: B

QUESTION 2

What is a component of a public key infrastructure?
A. Key Distribution Center

B. KDC ticket

C. SSH key

D. certificate authority

Correct Answer: D

QUESTION 3

When a company chooses to deploy a branch location with antivirus software, which risk model are they using to
manage risk?

A. limiting

B. assuming
C. trasnferring
D. avoiding

Correct Answer: A

QUESTION 4
Which option lists the correct sequence of a TCP three-way handshake?

A. SYN, ACK, SYN
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B. SYN, SYN+ACK, ACK
C. SYN, ACK, FIN
D. SYN, SYN+ACK, FIN

Correct Answer: B

QUESTION 5

In the context of a mobile device management solution, what is a function of the "policy enforcement” feature?
A. controls which websites can be accessed when connected to Wi-Fi

B. controls which Wi-Fi networks can be accessed

C. controls which phone numbers can be dialed

D. controls which password/passcode settings are allowed

Correct Answer: A

QUESTION 6

On an endpoint, which method should you use to secure applications against exploits?
A. full-disk encryption

B. strong user passwords

C. software patches

D. endpoint-based firewall

Correct Answer: D

QUESTION 7

Which capability is required for a next-generation firewall to protect your network against malware threats?
A. can access/read Windows and Linux file systems

B. can scan all endpoint devices

C. can interpret file permissions

D. can perform SSL decryption

Correct Answer: D
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QUESTION 8

Which two components are part of a next-generation firewall security policy? (Choose two.)
A. role-based access controls

B. user identification

C. content identification

D. file permissions

Correct Answer: BC

QUESTION 9

Palo Alto Networks Traps is natively integrated with which Palo Alto Networks offering to protect against unknown
exploits and malware threats?

A. MineMeld
B. WildFire
C. Content-ID
D. AutoFocus

Correct Answer: D

QUESTION 10

To which type of organization does the PCI DSS apply?

A. any organization that accepts, transmits, or stores any cardholder data

B. organizations that only accept cardholder data regardless of size or number of transactions

C. only organization larger than 100 employees that accept, transmit, or store any cardholder data
D. organization that only transmit data regardless of size or number of transactions

Correct Answer: A

QUESTION 11

Company policy allows employees to access the internet. While searching for office supplies on the internet, a corporate
user mistypes a URL, connects to a malicious website, and unknowingly downloads malware.

Which action should have been taken to prevent the malware download but still allow user access to the internet?

A. deploy a firewall with content filtering capabilities on the corporate perimeter
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B. allow only encrypted HTTPS access to the internet
C. configure digital certificates for all users to authenticate internet downloads
D. permit web connections only to TCP port 443

Correct Answer: A

QUESTION 12

From which resource can a Palo Alto Networks firewall get URL category information for URLs whose categories cannot
be found on the firewall?

A. App-ID database
B. WildFire

C. PDF file

D. PAN-DB database

Correct Answer: D

QUESTION 13

When accessing an intranet website, a certificate error is received. What can be done to move past the certificate error
and ensure that the error is not received the next time the website is accessed?

A. install the website certificate into the web browser

B. request trusted access from the web developer

C. enable TLS 2.0 in the advanced options of the web browser
D. trust the web developer for the application

Correct Answer: A

QUESTION 14

Which security component should you configure to block viruses not seen and blocked by the perimeter firewall?
A. strong endpoint passwords

B. endpoint disk encryption

C. endpoint antivirus software

D. endpoint NIC ACLs

Correct Answer: C
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QUESTION 15

Which mobile device management feature prevents jailbreaking or rooting?
A. software distribution

B. malware protection

C. policy enforcement

D. data loss prevention

Correct Answer: C
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