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QUESTION 1

Is this a protocol that uses ID tokens? Solution: SAML 

A. Yes 

B. No 

Correct Answer: B 

Explanation: https://developer.okta.com/docs/guides/validate-id-tokens/overview/ 

 

QUESTION 2

An administrator needs to limit multifactor authentication (MFA) factor type enrollment to end users located in a
corporate office. Is this the feature that the administrator should use to set the corporate office perimeter? 

Solution: Network zones 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 3

Is this an advantage of deploying the Okta LDAP Agent to integrate Okta with an LDAP directory service? Solution: End
users are stored locally in LDAP but are NOT imported to Okta. 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 4

An Okta Administrator needs to assign permissions to a user who needs to maintain and update multiple instances of
Salesforce. Is this the role that the administrator should assign to the user? 

Solution: Read-only Admin 

A. Yes 

B. No 

Correct Answer: B 
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QUESTION 5

Is this the re-enrollment process when an administrator resets multifactor authentication (MFA) factors tor end users? 

Solution: End users must reset passwords by sending an email before enrolling In another factor 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 6

Is this the way to search for an application that supports a federated service in the Okta integration Network (OIN)? 

Solution: Use the Supports SAML filter 

A. Yes 

B. No 

Correct Answer: A 

Explanation: https://help.okta.com/en/prod/Content/Topics/Apps/Apps_Apps.htm 

 

QUESTION 7

Is this a true statement about Okta mastered users? 

Solution: Okta mastered users authenticate against an Okta password policy 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 8

Is this a Single Sign-On (SSO) protocol that is supported by applications in the Okta integration Network (OIN)? 

Solution: SAML 

A. Yes 

B. No 

Correct Answer: A 
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Explanation: https://developer.okta.com/docs/guides/build-sso-integration/saml2/overview/ 

 

QUESTION 9

An Okta Administrator ran a full import from Active Directory An expected group was NOT imported into OKta. Is this a
reason why the group was NOT imported into Okta? 

Solution: The organizational unit (OU) containing the group was NOT selected for Import 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 10

Is this an option available to end users for sell-service password reset if enabled by an Okta Administrator? 

Solution: Google Authenticator 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 11

Is this statement true regarding the lifespan of an unused API token in Okta? 

Solution: An unused API token expires after 30 days. 

A. Yes 

B. No 

Correct Answer: A 

Explanation: Token expiration and deactivationTokens expire automatically after a certain period and can 

also be deactivated at any time. 

Token expirationTokens are valid for 30 days from creation or last use, so that the 30 day expiration 

automatically refreshes with each API call. 

Tokens that aren\\'t used for 30 days expire. 

The 30-day period is currently fixed and can\\'t be changed for your organization. 
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https://developer.okta.com/docs/guides/create-an-api-token/token-expiration-deactivation/ 

 

QUESTION 12

Is this the authentication method or flow that is used when an end user launches a SAML application from the Okta end
user home dashboard? 

Solution: Identity Provider (Idp) initiated 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 13

Is this a reason an administrator should consult the system log within Okta? Solution: to see the user password health 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 14

Is this a valid reason to choose Okta as an Identity and Access Management (IAM) solution? 

Solution: To securely connect users to applications In minutes with out of the box integrations for thousands of cloud
onpremise, and mobile apps 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 15

An end user adds a Secure Web Authentication (SWA) application to Okta. The end user signs in to the SWA
application for the first time from the Okta end user dashboard. Is this an expected behavior? 

Solution: Okta prompts the end user to confirm that the login attempt was successful. 

A. Yes 

B. No 
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Correct Answer: B 
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