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QUESTION 1

With Okta Retention Policy, App generated data and reporting based on log data older than how many months is
automatically removed (not considering the Backup Data)? Solution: This data is never removed, as per GDPR 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 2

When does Okta bring LDAP roles into Okta? Solution: Only during LDAP JIT 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 3

There might be specific AD attributes, which - apart from others - do not appear in the Okta user profile. Can those extra
attributes be mapped and provisioned towards an app? 

Solution: No, it is not possible as Okta queries the whole AD schema and retrieves everything that it\\'s able to 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 4

Can you include / exclude users from specific Network Zones defined in Okta from both Sign On and Password
policies? 

Solution: You can do this with both policy types mentioned 

A. Yes 

B. No 

Correct Answer: A 
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QUESTION 5

Any ... \\'s credentials verified under "Test API credentials" in an Office365 app integration can allow Okta API
integration with Office 365 - permissions which once successfully granted will be used by Okta used for Provisioning
related tasks 

Solution: Okta Super Administrator 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 6

Which of the following is / are true? 

Solution: If an MFA factor is set to \\'required\\' and another MFA factor set to \\'optional\\', then users can enroll into
both factors and then can use either of them for successful logins 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 7

How can SAML provision attributes via JIT? Or even create users? Solution: By including specific information in the
GET API call 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 8

Okta has a json representation of objects such as \\'users\\', json schema interchanged on API calls, as an example, but
what about the format of information regarding of a user going to a SCIM server for creating the user in an On Premises
application? 

Solution: Format is different: yml 

A. Yes 

B. No 

Correct Answer: B 
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QUESTION 9

In Okta\\'s KB articles the set of functions under the \\'Provisioning\\' concept are referred to as CRUD. This is a concept
you also meet when referring to CRUD APIs. What about its meaning here, in Okta\\'s vision? 

Solution: In \\'Provisioning\\', CRUD stands for Create, Read, Update, Delete 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 10

What does it mean: "Mapping Direction AD to Okta"? 

Solution: Indicates a schema of attribute values flowing Okta towards AD 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 11

There might be specific AD attributes, which - apart from others - do not appear in the Okta user profile. Can those extra
attributes be mapped and provisioned towards an app? 

Solution: Yes, if you map those attributes from AD to Okta and then Okta to App, as an example 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 12

On a Windows machine, which is the right behavior if you try to sign into your Okta org and agentless DSSO is properly
configured for it? 

Solution: You will be automatically redirected to your end user\\'s apps dashboard without entering any credentials 

A. Yes 

B. No 
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Correct Answer: A 

 

QUESTION 13

Provisioning actions between cloud-based apps / on-premises apps and Okta are completed by using: Solution: The
OIDC standard 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 14

What does SCIM stand for? 

Solution: System of Cross-scripting-domain Identity Management 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 15

When does Okta bring LDAP groups into Okta? Solution: Only during an LDAP import 

A. Yes 

B. No 

Correct Answer: B 
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