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QUESTION 1

Which port and which of the: \\'http\\' or SSL enabled connections does Okta recommend? Solution: Port 443 and SSL
enabled connections 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 2

Which of the following is / are Okta required attributes? Solution: sAMAccountName 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 3

How can SAML provision attributes via JIT? Or even create users? 

Solution: By including specific information in the yaml structure sent over via a POST call 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 4

In Okta\\'s KB articles the set of functions under the \\'Provisioning\\' concept are referred to as CRUD. This is a concept
you also meet when referring to CRUD APIs. What about its meaning here, in Okta\\'s vision? 

Solution: In \\'Provisioning\\', CRUD stands for Create, Read, Update, Delete 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 5
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Whenever you make an API call, you will then get back: Solution: Okta events under \\'/events\\' endpoint 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 6

Provisioning actions between cloud-based apps / on-premises apps and Okta are completed by using: Solution: The
OIDC standard 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 7

In an SP-initiated SAML 2.0 flow, the SP will never redirect to Okta if the session is already active Solution: It might be
seamless for the user, but the redirect is happening 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 8

In order for SAML to work, there is a need of an IDP and an SP and we know that already, but why is it so? Because: 

Solution: An SP sends SAML assertions, while the IDP receives and validates them 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 9

Which is a / are best-practice(s) in a SAML 2.0 situation? Solution: To never enable SAML for all your end-users 

A. Yes 

B. No 
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Correct Answer: B 

 

QUESTION 10

When a user signs out of Okta, if they are using IWA, they\\'ll be redirected to the Sign In page and without inputting
credentials they\\'ll be signed back in 

Solution: Statement is true 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 11

With agentless DSSO (Desktop Single Sign-on), you still have a need of deploying IWA Agents in your Active Directory
domains to implement DSSO functionality. 

Solution: The statement is true, as agentless DSSO means no AD agents, not no IWA agents 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 12

What does it mean: "Mapping Direction AD to Okta"? 

Solution: Indicates a schema of attribute values flowing Okta towards AD 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 13

With Okta Retention Policy, App generated data and reporting based on log data older than how many months is
automatically removed (not considering the Backup Data)? Solution: This data is never removed, as per GDPR 

A. Yes 

B. No 
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Correct Answer: B 

 

QUESTION 14

You just re-enabled IWA DSSO and notice it\\'s not behaving as it should. What is an aspect you should keep in mind? 

Solution: That when re-enabling IWA DDSO the Identity Provider (IDP) routing rules must be manually reactivated 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 15

When you are trying to federate (via WS-FED) Office 365 with Okta: 

Solution: You can choose to skip importing user groups and group memberships into Okta 

A. Yes 

B. No 

Correct Answer: A 
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