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QUESTION 1

Exhibit 

Click the Exhibit button. Referring to the exhibit, which two behaviors will the FortiClient endpoint have after receiving
the profile update from the FortiClient EMS? (Choose two.) 

A. Files executed from a mapped network drive will not be inspected by the FortiCltent endpoint Antivirus engine. 

B. The user will not be able to access a Web downloaded file for at least 60 seconds when the FortiSandbox is
reachable. 

C. The user will not be able to access a Web downloaded file for a maximum of 60 seconds if it is not a virus and the
FortiSandbox s reachable. 

D. The user will not be able to access a Web downloaded file when the FortiSandbox is unreachable. 

Correct Answer: AC 
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QUESTION 2

Click the Exhibit button. 

You configured an IPsec tunnel to a branch office. Now you want to make sure that the encryption of the tunnel is
offloaded to hardware. Referring to the exhibit, which statement is true? 

A. Incoming and outgoing traffic is offloaded 

B. Outgoing traffic is offloaded, you cannot determine if incoming traffic is offloaded at this time. 

C. Traffic is not offloaded. 
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D. Outgoing traffic is offloaded: incoming traffic not offloaded. 

Correct Answer: D 

 

QUESTION 3

Exhibit The exhibit shows a topology where a FortiGate is two VDOMS, root and vd-vlasn. The root VDCM provides
SSL-VPN access, where the users authenticated by a FortiAuthenticatator. The vd-lan VDOM provids internal access to
a Web server. For the remote users to access the internal web server, there are a few requirements, which are shown
below. 

--At traffic must come from the SSI-VPN 

--The vd-lan VDOM only allows authenticated traffic to the Web server. 

-- Users must only authenticate once, using the SSL-VPN portal. 

-- SSL-VPN uses RADIUS-based authentication. 

referring to the exhibit, and the requirement describe above, which two statements are true? 

(Choose two.) 

A. vd-lan authentication messages from root using FSSO. 

B. vd-lan connects to Fort authenticator as a regular FSSO client. 

C. root is configured for FSSO while vd-lan is configuration for RSSO. 

D. root sends "RADIUS Accounting Messages" to FortiAuthenticator. 

Correct Answer: BD 

 

QUESTION 4
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Exhibit 

When deploying a new FortiGate-VMX Security node, an administrator received the error message shown in the exhibit
In this scenario, which statement is correct? 

A. The vCenter was not able locate the FortiGate-VMX\\'s OVF file. 

B. The vCenter could not connect to the FortiGate Service Manager 

C. The NSX Manager was not able to connect on the FortiGate Service Manager\\'s RestAPI service. 

D. The FortiGate Service Manager did not have the proper permission to register the FortiGate-VMX Service. 

Correct Answer: D 

 

QUESTION 5

Click the exhibit button. 

A FortiGate device is configured to authenticate SSL VPN users using digital certificates. Part of the 

FortiGate configuration is shown in the exhibit. 

Which two statements are true in this scenario? (Choose two.) 
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A. The authentication will fail if the OCSP server is down. 

B. OCSP is used to verify that the user-signed certificate has not expired. 

C. The authentication will fail if the certificate does not contain user principle name (UPN) information. 

D. The authentication will fail if the user certificate does not contain the CA_Cert string in the Failed. 

Correct Answer: BC 

 

QUESTION 6

Exhibit An Administrator reports continuous high CPU utilization on a FortiGate device due to the IPS engine. The
exhibit shows the global IPS configuration. Which two configuration actions will reduce the CPU usage? (Choose two.) 
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A. Disable fail open. 

B. Enable intelligent mode. 

C. Change the algorithm to low. 

D. Reduce the number of packets logged. 

Correct Answer: CD 

 

QUESTION 7

You have a customer with a SCADA environmental control devices that is trigged a false- positive OPS alert whenever
the device\\'s Web GUI is accessed. You cannot seem to create a functional custom IPS filter expert this behavior, and
it appears that the device is so old that it does HTTPS support. You need to prevent the false posited IPS alert
occurring. 

In this scenario, which two actions would accomplish this task? (Choose two.) 

A. Create a very granular firewall for that device\\'s IP address which does not perform IPS scanning. 

B. Reconfigure the FortiGate to operate in proxy-based inspection mode instead of flow- based. 

C. Create a URL filter with the exempt action for that device\\'s IP address. 

D. Change the relevant firewall policies to use SSL certificate-inspection instead of SSL deep-inspection. 

Correct Answer: AD 

 

QUESTION 8

Click the Exhibit button. 
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Referring to the exhibit, what will happen if FortiSandbox categorizes an e-mail attachment submitted by FortiMail as a
high risk? 

A. The high-risk file will be discarded by attachment analysis. 

B. The high-risk tile will go to the system quarantine. 

C. The high-risk file will be received by the recipient. 

D. The high-risk file will be discarded by malware/virus outbreak protection. 

Correct Answer: B 

 

QUESTION 9

Exhibit Click the Exhibit button. The exhibit shows the steps for creating a URL rewrite policy on a FortiWeb. Which
statement represents the purpose of this policy? 
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A. The policy redirects all HTTP URLs to HTTPS. 

B. The policy redirects all HTTPS URLs to HTTP. 

C. The policy redirects only HTTPS URLs containing the ^/ (. *) S string to HTTP. 

D. The pokey redirects only HTTP URLs containing the^/ ( .*)S string to HTTPS. 

Correct Answer: A 
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QUESTION 10

Click the Exhibit button. 
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Referring to the exhibit, which two statements are true? (Choose two.) 

A. port13 and port14 on FS448D-A should be connected to port13 and port14 on FS448D-B 

B. LAG-1 and LAG 2 should be connected to a single 4-port 802 3ad interface on the FortiGate-A. 

C. LAG-3 on switches on FS448D-A and FS448D-B may be connected to a single 802 3ad trunk on another device. 

D. LAG-1 and LAG-2 should be connected to a 4-port single 802 3ad trunk on another device. 

Correct Answer: BC 
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