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QUESTION 1

Refer to the exhibits. 

Which contain the partial configurations of two VPNs on FortiGate. 

An administrator has configured two VPNs for two different user groups. Users who are in the Users-2 group are not
able to connect to the VPN. After running a diagnostics command, the administrator discovered that FortiGate is not
matching the user-2 VPN for members of the Users-2 group. 

Which two changes must administrator make to fix the issue? (Choose two.) 

A. Use different pre-shared keys on both VPNs 

B. Enable Mode Config on both VPNs. 

C. Set up specific peer IDs on both VPNs. 

D. Change to aggressive mode on both VPNs. 

Correct Answer: CD 

 

QUESTION 2

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below. 
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The administrator does not have access to the remote gateway. Based on the debug output, what configuration
changes can the administrator make to the local gateway to resolve the phase 1 negotiation error? 

A. Change phase 1 encryption to 3DES and authentication to SHA128. 

B. Change phase 1 encryption to AES128 and authentication to SHA512. 

C. Change phase 1 encryption to AESCBC and authentication to SHA2. 

Latest NSE7_EFW-6.4 Dumps | NSE7_EFW-6.4 VCE Dumps | NSE7_EFW-6.4 Practice Test                             3 / 11

https://www.leads4pass.com/nse7_efw-6-4.html
https://www.leads4pass.com/nse7_efw-6-4.html
https://www.leads4pass.com/nse7_efw-6-4.html


https://www.leads4pass.com/nse7_efw-6-4.html
2024 Latest leads4pass NSE7_EFW-6.4 PDF and VCE dumps Download

D. Change phase 1 encryption to AES256 and authentication to SHA256. 

Correct Answer: D 

 

QUESTION 3

View the exhibit, which contains the partial output of a diagnose command, and then answer the question below. 

Based on the output, which of the following statements is correct? 

A. Anti-reply is enabled. 

B. DPD is disabled. 

C. Quick mode selectors are disabled. 

D. Remote gateway IP is 10.200.5.1. 

Correct Answer: A 

 

QUESTION 4

View the exhibit, which contains a partial routing table, and then answer the question below. 
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Assuming all the appropriate firewall policies are configured, which of the following pings will FortiGate route? (Choose
two.) 

A. Source IP address 10.1.0.24, Destination IP address 10.72.3.20. 

B. Source IP address 10.72.3.27, Destination IP address 10.1.0.52. 

C. Source IP address 10.72.3.52, Destination IP address 10.1.0.254. 

D. Source IP address 10.73.9.10, Destination IP address 10.72.3.15. 

Correct Answer: BC 

 

QUESTION 5

View the exhibit, which contains the output of a diagnose command, and then answer the question below. 

What statements are correct regarding the output? (Choose two.) 

A. This is an expected session created by a session helper. 
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B. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.0.1.10. 

C. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.200.1.1. 

D. This is an expected session created by an application control profile. 

Correct Answer: AC 

 

QUESTION 6

Examine the following partial output from a sniffer command; then answer the question below. 

What is the meaning of the packets dropped counter at the end of the sniffer? 

A. Number of packets that didn\\'t match the sniffer filter. 

B. Number of total packets dropped by the FortiGate. 

C. Number of packets that matched the sniffer filter and were dropped by the FortiGate. 

D. Number of packets that matched the sniffer filter but could not be captured by the sniffer. 

Correct Answer: D 

https://kb.fortinet.com/kb/documentLink.do?externalID=11655 

 

QUESTION 7

Examine the output of the `get router info bgp summary\\' command shown in the exhibit; then answer the question
below. 
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Which statements are true regarding the output in the exhibit? (Choose two.) 

A. BGP state of the peer 10.125.0.60 is Established. 

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared. 

C. Local BGP peer has not received an OpenConfirm from 10.200.3.1. 

D. The local BGP peer has received a total of 3 BGP prefixes. 

Correct Answer: AC 

 

QUESTION 8

What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.) 

A. IP addresses are in the same subnet. 

B. Hello and dead intervals match. 

C. OSPF IP MTUs match. 

D. OSPF peer IDs match. 

E. OSPF costs match. 

Correct Answer: ABC 

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-advanced-routing- 54/Routing_OSPF/
OSPF_Background_Concepts.htm#Adjacenc 
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QUESTION 9

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below. 

Which statements about this debug output are correct? (Choose two.) 

A. The remote gateway IP address is 10.0.0.1. 

B. It shows a phase 1 negotiation. 

C. The negotiation is using AES128 encryption with CBC hash. 

D. The initiator has provided remote as its IPsec peer ID. 

Correct Answer: BD 

 

QUESTION 10

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator has reported
that both clusters are using the same HA virtual MAC address. This creates a duplicated MAC address problem in the
network. What HA setting must be changed in one of the HA clusters to fix the problem? 
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A. Group ID. 

B. Group name. 

C. Session pickup. 

D. Gratuitous ARPs. 

Correct Answer: A 

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-high-availability- 52/HA_failoverVMAC.htm 

 

QUESTION 11

View the exhibit, which contains the output of diagnose sys session stat, and then answer the question below. 

Which statements are correct regarding the output shown? (Choose two.) 
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A. There are 0 ephemeral sessions. 

B. All the sessions in the session table are TCP sessions. 

C. No sessions have been deleted because of memory pages exhaustion. 

D. There are 166 TCP sessions waiting to complete the three-way handshake. 

Correct Answer: AC 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD40578 

 

QUESTION 12

When does a RADIUS server send an Access-Challenge packet? 

A. The server does not have the user credentials yet. 

B. The server requires more information from the user, such as the token code for two- factor authentication. 

C. The user credentials are wrong. 

D. The user account is not found in the server. 

Correct Answer: B 

 

QUESTION 13

Examine the output from the BGP real time debug shown in the exhibit, then the answer the question below: 

Which statements are true regarding the output in the exhibit? (Choose two.) 

A. BGP peers have successfully interchanged Open and Keepalive messages. 

B. Local BGP peer received a prefix for a default route. 
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C. The state of the remote BGP peer is OpenConfirm. 

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes. 

Correct Answer: AB 

 

QUESTION 14

A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator
use to get more information about the problem? (Choose two.) 

A. Firewall monitor. 

B. Policy monitor. 

C. Logs. 

D. Crashlogs. 

Correct Answer: CD 

 

QUESTION 15

When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the
browser client does not provide the server name indication (SNI) extension? 

A. FortiGate uses CN information from the Subject field in the server\\'s certificate. 

B. FortiGate switches to the full SSL inspection method to decrypt the data. 

C. FortiGate blocks the request without any further inspection. 

D. FortiGate uses the requested URL from the user\\'s web browser. 

Correct Answer: A 
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