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QUESTION 1

Which of the following are Fortiweb\\'s roles when integrated with FortiSandbox? (Choose two.)
A. Share threat information

B. Prevent outbreaks

C. Generate a verdict

D. Block known threats

Correct Answer: AD

QUESTION 2

Examine the FortiSandbox Scan Profile configuration shown in the exhibit, and then answer the following question:

| Put files/ URLSs from sniffer, network share and devices of the following types to job queue

lﬂ ‘Executables @ Jl@ PDG documents C:.“ @  Office documents @ ” =5 Flash Files Hﬂ Web Pages & ||

| {Es| Compressed Archives a | | &  Android files . | | &  Macfiles = || & Userdefined extensions @ |

[%  URLdetection & |

- winpaewots o
£21 |nstalled Applications Fa

Adobe Flash Player 15 ActiveX 15.0.0.189 = 2
Adobe ReaderX (10.1.4) “ “
Adobe ReaderX (10.1.4) 10.1.4

Google Chrome 47.0.2526./73

Google Update Helper

Googls Update Helper 1.3.28.15

lava 7 Update 71

= " clone | Verson:1 | ststs:Acisted |
1 |nstalled Applications K. Scanned File Types
Can not fetch the information for installed z2pplications dmg

Based on the configuration, which of the following statements are true? (Choose two.)
A. PDF files will be inspected in the WIN7X86VM)16 VM.

B. URLs submitted using JSON API will not be inspected.

C. HTM files submitted using the management GUI will be inspected.

D. DMG files will be inspected in the MACOSX VM.
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Correct Answer: CD

QUESTION 3
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FortiGate root VDOM is authorized and configured to send suspicious files to FortiSandbox for inspection. The
administrator creates a new VDOM, and then generates some traffic so that the new VDOM sends a file to

FortiSandbox for the first time.

Which of the following is true regarding this scenario?

A. FortiSandbox will accept the file, but not inspect it until the administrator manually configures the new VDOM on

FortiSandbox.

B. FortiSandbox will inspect all files based on the root VDOM authorization state and configuration.

C. FortiSandbox will accept the file, but not inspect it until the administrator manually authorizes the new VDOM on

FortiSandbox.

D. By default, FortiSandbox will autoauthorize the new VDOM, and inspect files as they are received.

Correct Answer: B

QUESTION 4

Examine the virtual Simulator section of the scan job report shown in the exhibit, then answer the following question:

Action CVE Description Method Timestamp
WScript.CreateObject None @ MSXML2.XMLHTTP Dynamic Analysis  201801-21 04:08:31.313405
XMLHTTP.open None | url-http://bv.truecompassdesigns.net/counter/?0000... | Dynamic Analysis K 201801-21 04:08:31.313733
Connection None | about:blank - - GET -->http://bv.truecompassdes... Dynamic Analysis | 201801-21 04:08:31.313808
WScript.CreateObject None @ MSXML2ZXMLHTTP Dynamic Analysis | 2018-01-21 04:08:31.314096
XMLHTTP.open None | url-http://bv.truecompassdesigns.net/counter/?0000... K Dynamic Analysis  2018-01-21 04:08:31.314600
Connection None | about:blank - - GET —->http://bv.truecompassdes... Dynamic Analysis 1 201801-21 04:08:31.314657
WScript.CreateObject None @ MSXML2XMLHTTP Dynamic Analysis | 2018-01-21 04:08:31.314894
XMLHTTP.open None | url-http://bv.truecompassdesigns.net/counter/?0000... | Dynamic Analysis | 2018-01-21 04:08:31.315164
Connection None | about:blank - - GET -->http://bv.truecompassdes... Dynamic Analysis | 2018-01-21 04:08:31.315222
WScript.CreateObject None @ MSXML2XMLHTTP Dynamic Analysis | 2018-01-21 04:08:31.315397
XMLHTTP.open None | url-http://bv.truecompassdesigns.net/counter/?0000... K Dynamic Analysis ' 2018-01-21 04:08:31.315624
Connection None | about:blank - - GET -->http://bv.truecompassdes... Dynamic Analysis  201801-21 04:08:31.315679
WScript.CreateObject None @ MSXML2.XMLHTTP Dynamic Analysis | 2018-01-21 04:08:31.315838
XMLHTTP.open None | url-http://bv.truecompassdesigns.net/counter/?0000... K Dynamic Analysis ' 2018-01-21 04:08:31.316091
Connection None | about:blank - - GET -->http://bv.truecompassdes... Dynamic Analysis |2018-01-21 04:08:31.316159

Based on the behavior observed by the virtual simulator, which of the following statements is the most likely scenario?

A. The file contained a malicious image file.
B. The file contained malicious JavaScript.

C. The file contained a malicious macro.
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D. The file contained a malicious URL.

Correct Answer: B

QUESTION 5

Examine the FortiGate antivirus log detail shown in the exhibit, then answer the following question:

= AntiVirus

Profile Name AV-AcmeCorp

Virus/Botnet FSA/RISK _HIGH

Virus ID 8

Reference http://www.fortinet.com/ve ?vn=FSA%2FRISK_HIGH
Detection Type Virus

Direction incoming

Quarantine Skip File-was-not-quarantined.

FortiSandbox Checksum 00877c1f6e7c97ftb11249dc28dd16a3a2ddfac935d4f38¢
Submitted for FortiSandbox false

Message File reported infected by Sandbox.

Which of the following statements is true?

A. FortiGate quarantined the file as a malware.

B. The file matched a FortiSandbox-generated malware signature.
C. The file was downloaded from www.fortinet.com.

D. The FSA/RISK_HIGH verdict was generated by FortiSandbox.

Correct Answer: C
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