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QUESTION 1

A FortiGate has two default routes: All Internet traffic is currently using port1. The exhibit shows partial information for
one sample session of Internet traffic from an internal user: 

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were
changed from 5 to 20? 

A. Session would remain in the session table and its traffic would keep using port1 as the outgoing interface. 

B. Session would remain in the session table and its traffic would start using port2 as the outgoing interface. 

C. Session would be deleted, so the client would need to start a new session. 
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D. Session would remain in the session table and its traffic would be shared between port1 and port2. 

Correct Answer: A 

 

QUESTION 2

Examine the IPsec configuration shown in the exhibit; then answer the question below. 

An administrator wants to monitor the VPN by enabling the IKE real time debug using these commands: diagnose vpn
ike log-filter src-addr4 10.0.10.1 diagnose debug application ike -1 diagnose debug enable The VPN is currently up,
there is no traffic crossing the tunnel and DPD packets are being interchanged 

between both IPsec gateways. However, the IKE real time debug does NOT show any output. Why isn\\'t there any
output? 
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A. The IKE real time shows the phases 1 and 2 negotiations only. It does not show any more output once the tunnel is
up. 

B. The log-filter setting is set incorrectly. The VPN\\'s traffic does not match this filter. 

C. The IKE real time debug shows the phase 1 negotiation only. For information after that, the administrator must use
the IPsec real time debug instead: diagnose debug application ipsec -1. 

D. The IKE real time debug shows error messages only. If it does not provide any output, it indicates that the tunnel is
operating normally. 

Correct Answer: A 

 

QUESTION 3

When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the
browser client does not provide the server name indication (SNI)? 

A. FortiGate uses the Issued To: field in the server\\'s certificate. 

B. FortiGate switches to the full SSL inspection method to decrypt the data. 

C. FortiGate blocks the request without any further inspection. 

D. FortiGate uses the requested URL from the user\\'s web browser. 

Correct Answer: D 

 

QUESTION 4

What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.) 

A. IP addresses are in the same subnet. 

B. Hello and dead intervals match. 

C. OSPF IP MTUs match. 

D. OSPF peer IDs match. 

E. OSPF costs match. 

Correct Answer: ABD 

 

QUESTION 5

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below. 
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Why didn\\'t the tunnel come up? 

A. The pre-shared keys do not match. 

B. The remote gateway\\'s phase 2 configuration does not match the local gateway\\'s phase 2 configuration. 

C. The remote gateway\\'s phase 1 configuration does not match the local gateway\\'s phase 1 configuration. 

D. The remote gateway is using aggressive mode and the local gateway is configured to use man mode. 

Correct Answer: C 

 

QUESTION 6

An administrator has enabled HA session synchronization in a HA cluster with two members. Which flag is added to a
primary unit\\'s session to indicate that it has been synchronized to the secondary unit? 

A. redir. 

B. dirty. 

C. synced 

D. nds. 
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Correct Answer: C 

 

QUESTION 7

Examine the output of the `get router info ospf interface\\' command shown in the exhibit; then answer the question
below. 

Which statements are true regarding the above output? (Choose two.) 

A. The port4 interface is connected to the OSPF backbone area. 

B. The local FortiGate has been elected as the OSPF backup designated router. 

C. There are at least 5 OSPF routers connected to the port4 network. 

D. Two OSPF routers are down in the port4 network. 

Correct Answer: AD 

 

QUESTION 8

Which statements about bulk configuration changes using FortiManager CLI scripts are correct? (Choose two.) 

A. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate. 

B. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed
FortiGate. 

C. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision
history. 
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D. When executed on the Remote FortiGate directly, administrators do not have the option to review the changes prior
to installation. 

Correct Answer: AD 

 

QUESTION 9

An administrator has configured a dial-up IPsec VPN with one phase 2, extended authentication (XAuth) 

and IKE mode configuration. The administrator has also enabled the IKE real time debug: 

diagnose debug application ike-1 

diagnose debug enable 

In which order is each step and phase displayed in the debug output each time a new dial- up user is 

connecting to the VPN? 

A. Phase1; IKE mode configuration; XAuth; phase 2. 

B. Phase1; XAuth; IKE mode configuration; phase2. 

C. Phase1; XAuth; phase 2; IKE mode configuration. 

D. Phase1; IKE mode configuration; phase 2; XAuth. 

Correct Answer: D 

 

QUESTION 10

View the exhibit, which contains the output of diagnose sys session stat, and then answer the question 

below. 
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Which statements are correct regarding the output shown? (Choose two.) 

A. There are 0 ephemeral sessions. 

B. All the sessions in the session table are TCP sessions. 

C. No sessions have been deleted because of memory pages exhaustion. 

D. There are 166 TCP sessions waiting to complete the three-way handshake. 

Correct Answer: AD 

 

QUESTION 11

View the exhibit, which contains a partial output of an IKE real-time debug, and then answer the question below. 
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Based on the debug output, which phase-1 setting is enabled in the configuration of this VPN? 

A. auto-discovery-sender 

B. auto-discovery-forwarder 

C. auto-discovery-shortcut 

D. auto-discovery-receiver 

Correct Answer: C 

 

QUESTION 12

A FortiGate device has the following LDAP configuration: 
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The administrator executed the `dsquery\\' command in the Windows LDAp server 10.0.1.10, and got the following
output: 

>dsquery user –samid administrator 

"CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab" 

Based on the output, what FortiGate LDAP setting is configured incorrectly? 

A. cnid. 

B. username. 

C. password. 

D. dn. 

Correct Answer: A 

 

QUESTION 13

What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.) 

A. Reduce the session time to live. 

B. Increase the TCP session timers. 

C. Increase the FortiGuard cache time to live. 

D. Reduce the maximum file size to inspect. 

Correct Answer: AD 

 

QUESTION 14

Examine the following traffic log; then answer the question below. 
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date-20xx-02-01 time=19:52:01 devname=master device_id="xxxxxxx" log_id=0100020007 type=event subtype=system
pri critical vd=root service=kemel status=failure msg="NAT port is exhausted." What does the log mean? 

A. There is not enough available memory in the system to create a new entry in the NAT port table. 

B. The limit for the maximum number of simultaneous sessions sharing the same NAT port has been reached. 

C. FortiGate does not have any available NAT port for a new connection. 

D. The limit for the maximum number of entries in the NAT port table has been reached. 

Correct Answer: B 

 

QUESTION 15

A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator
use to get more information about the problem? (Choose two.) 

A. Firewall monitor. 

B. Policy monitor. 

C. Logs. 

D. Crashlogs. 

Correct Answer: CD 
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