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QUESTION 1

When using FortiPresence as a captive portal, which two types of public authentication services can be used to access
guest Wi-Fi? (Choose two.) 

A. Social networks authentication 

B. Software security token authentication 

C. Short message service authentication 

D. Hardware security token authentication 

Correct Answer: AD 

This information along with the social network authentication logins with Facebook, Google, Instagram, LinkedIn, or
FortiPresence using your WiFi. 

Captive Portal configurations for social media logins and internet access. You can add and manage sites using the
integrated Google maps and manoeuvre your hardware infrastructure easily. 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/e126e498-eabb11eb-97f7-0050569
2583a/FortiPresence-21.3-Administration_Guide.pdf 

 

QUESTION 2

Which two statements about distributed automatic radio resource provisioning (DARRP) are correct? (Choose two.) 

A. DARRP performs continuous spectrum analysis to detect sources of interference. It uses this information to allow the
AP to select the optimum channel. 

B. DARRP performs measurements of the number of BSSIDs and their signal strength (RSSI). The controller then uses
this information to select the optimum channel for the AP. 

C. DARRP measurements can be scheduled to occur at specific times. 

D. DARRP requires that wireless intrusion detection (WIDS) be enabled to detect neighboring devices. 

Correct Answer: AD 

DARRP (Distributed Automatic Radio Resource Provisioning) technology ensures the wireless infrastructure is always
optimized to deliver maximum performance. Fortinet APs enabled with this advanced feature continuously monitor the
RF environment for interference, noise and signals from neighboring APs, enabling the FortiGate WLAN Controller to
determine the optimal RF power levels for each AP on the network. When a new AP is provisioned, DARRP also
ensures that it chooses the optimal channel, without administrator intervention. 

Reference: http://www.corex.at/Produktinfos/FortiOS_Wireless.pdf 

 

QUESTION 3

Refer to the exhibit. 
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If the signal is set to -68 dB on the FortiPlanner site survey reading, which statement is correct regarding the coverage
area? 

A. Areas with the signal strength equal to -68 dB are zoomed in to provide better visibility 

B. Areas with the signal strength weaker than -68 dB are cut out of the map 

C. Areas with the signal strength equal or stronger than -68 dB are highlighted in multicolor 

D. Areas with the signal strength weaker than -68 dB are highlighted in orange and red to indicate that no signal was
propagated by the APs. 

Correct Answer: C 

 

 

QUESTION 4

Which two statements about background rogue scanning are correct? (Choose two.) 

A. A dedicated radio configured for background scanning can support the connection of wireless clients 

B. When detecting rogue APs, a dedicated radio configured for background scanning can suppress the rogue AP 

C. Background rogue scanning requires DARRP to be enabled on the AP instance 

D. A dedicated radio configured for background scanning can detect rogue devices on all other channels in its
configured frequency band. 

Correct Answer: AB 
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To enable rogue AP scanning 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/723e20ad-509811e9-94bf-0050569
2583a/FortiWiFi_and_FortiAP-6.2.0-Configuration_Guide.pdf 

 

QUESTION 5

Refer to the exhibits. 

Exhibit A. 
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Exhibit B. 
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Exhibit C. 

A wireless network has been installed in a small office building and is being used by a business to connect its wireless
clients. The network is used for multiple purposes, including corporate access, guest access, and connecting point-of-
sale and Io? devices. 

Users connecting to the guest network located in the reception area are reporting slow performance. The network
administrator is reviewing the information shown in the exhibits as part of the ongoing investigation of the problem. They
show the profile used for the AP and the controller RF analysis output together with a screenshot of the GUI showing a
summary of the AP and its neighboring APs. 

To improve performance for the users connecting to the guest network in this area, which configuration change is most
likely to improve performance? 

A. Increase the transmission power of the AP radios 

B. Enable frequency handoff on the AP to band steer clients 

C. Reduce the number of wireless networks being broadcast by the AP 

D. Install another AP in the reception area to improve available bandwidth 

Correct Answer: A 
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