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QUESTION 1

Examine the configured routes shown in the exhibit; then answer the question below.

fget sys route

== [1]

destinaticn: 0.0.0.0/0 gateway:10.47.1.1 interface: portl
[2]

destination: 10.1.100.0/22 gateway:10.38.1.1 interface: port3
[3]

destination: 10.1.100.0/24 8 Bie.os e B interface: port2

[4]
deotinoticon: 10.1.100.0/21 g way:10.10.1.1 intecrfocc: portd

Number of items: 4

Which interface will FortiMail use to forward an email message destined for 10.1.100.2527?
A. port2
B. port4
C. port3
D. portl

Correct Answer: A

QUESTION 2

Examine the FortiMail recipient-based policy shown in the exhibit; then answer the question below.
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Recipient Based Policy

Enable ¥l
Direction; Incoming

Domain: | I

Comments:

—Sender Pattern

Type: User v @

i '@I_

#

— Recdipient Pattern

Type: User v @

* @ | example.com

— | Profiles

| Authentication and Access

Authentication type: |_ LDAP |v |

Authentication profile:| Example LDAP [ [ New.. | [ Edit... |
# Use for SMTP authentication

[ Allow guarantined emzil access through POF3

L1 Allow guarantined email access through webmail

After creating the policy, an administrator discovered that clients are able to send unauthenticated email using SMTP.
What must be done to ensure clients cannot send unauthenticated email?

A. Configure a matching IP policy with SMTP authentication and exclusive flag enabled
B. Move the recipient policy to the top of the list

C. Configure an access receive rule to verify authentication status

D. Configure an access delivery rule to enforce authentication

Correct Answer: A

QUESTION 3

Examine the FortiMail topology and access receive rule shown in the exhibit; then answer the question below.
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Protected Domain: example.com

FML-1

Server mode

10.29.1.0/24
FortiMail
Access Control Rule
Enabled ¥l
Sender pattern: | ser Defined v |
[* | Regular expression
Recipient pattern: | User Defined v |
| * | [ Regular expression
Sender | User Defined fae |
IP/netmask: 5 -
0.0.0.0 |/ [0
Reverse DNS =
- | £ | ] Regular expression
Authentication TAny ]v |
status: '
TLS profile: | ~None-- | [ New... | [Edit. |
Action: |Reject =
Comments:
_Qreafg | Cancel |

An administrator must enforce authentication on FML-1 for all outbound email from the example.com domain. Which of
the following settings should be used to configure the access receive rule? (Choose two.)

A. The Sender IP/netmask should be set to 10.29.1.0/24

B. The Authentication status should be set to Authenticated
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C. The Recipient pattern should be set o *@example.com
D. The Action should be set to Reject

Correct Answer: CD

QUESTION 4

What are the configuration steps to enable DKIM signing for outbound messages on FortiMail? (Choose three.)
A. Enable DKIM signing for outgoing messages in a matching session profile

B. Publish the public key as a TXT record in a public DNS server

C. Enable DKIM check in a matching session profile

D. Enable DKIM check in a matching antispam profile

E. Generate a public/private key pair in the protected domain configuration

Correct Answer: ACE

QUESTION 5

Examine the FortiMail archiving policies shown in the exhibit; then answer the question below.

FortiMail
Email Archiving Exempt Policy
1D: .
Account:  journal ¥ New.. Edit
Policy type: <Spam emall v
Pattern:
Policy & Enabled
status:
OK Cancel
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FortiMail
Email Archiving Policy
1D: 2
Account:  journal v NEW.. Edit...
Palicy type: Recipient Address -

Pattern: = marketing@example.com

Policy & Epabled
status:

Ok Cancel
Which of the following statements is true regarding this configuration? (Choose two.)
A. Spam email will be exempt from archiving
B. Email sent from marketing@example.com will be archived
C. Archived email will be saved in the journal account
D. Only the marketing@example.com account will be able to access the archived email

Correct Answer: AB
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