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QUESTION 1

Which method is the most secure way of delivering FortiToken data once the token has been seeded? 

A. Online activation of the tokens through the FortiGuard network 

B. Shipment of the seed files on a CD using a tamper-evident envelope 

C. Using the in-house token provisioning tool 

D. Automatic token generation using FortiAuthenticator 

Correct Answer: B 

 

QUESTION 2

Which option correctly describes an SP-initiated SSO SAML packet flow for a host without a SAML assertion? 

A. Service provider contacts idendity provider, idendity provider validates principal for service provider, service provider
establishes communication with principal 

B. Principal contacts idendity provider and is redirected to serviceprovider, principal establishes connection with service
provider, service provider validates authentication with identify provider 

C. Principal contacts service provider, service provider redirects principal to idendity provider, after succesfull
authentication identify provider redirects principal to service provider 

D. Principal contacts idendity provider and authenticates, identity provider relays principal to service provider after valid
authentication 

Correct Answer: C 

 

QUESTION 3

Which two statement about the RADIUS service on FortiAuthenticator are true? (Choose two) 

A. Two-factor authentication cannot be enforced when using RADIUS authentication 

B. RADIUS users can migrated to LDAP users 

C. Only local users can be authenticated through RADIUS 

D. FortiAuthenticator answers only to RADIUS client that are registered with FortiAuthenticator 

Correct Answer: BD 

 

QUESTION 4

Which behaviors exist for certificate revocation lists (CRLs) on FortiAuthenticator? (Choose two) 
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A. CRLs contain the serial number of the certificate that has been revoked 

B. Revoked certificates are automaticlly placed on the CRL 

C. CRLs can beexported only through the SCEP server 

D. All local CAs share the same CRLs 

Correct Answer: AB 

 

QUESTION 5

Which three of the following can be used as SSO sources? (Choose three) 

A. FortiClient SSO Mobility Agent 

B. SSH Sessions 

C. FortiAuthenticator in SAML SP role 

D. Fortigate 

E. RADIUS accounting 

Correct Answer: ACE 
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