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QUESTION 1

Refer to the exhibit. 

An administrator has created a firewall address object, Training which is used in the Local-FortiGate policy package. 

When the installation operation is performed, which IP/Netmask will be installed on the Local-FortiGate, for the Training
firewall address object? 

A. 192.168.0.1/24 

B. 10.200.1.0/24 

C. It will create a firewall address group on Local-FortiGate with 192.168.0.1/24 and 10.0.1.0/24 object values. 

D. Local-FortiGate will automatically choose an IP/Netmask based on its network interface settings. 
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Correct Answer: B 

FortiManager_6.4_Study_Guide-Online ?page 209 

In the example, the dynamic address object LocalLan refers to the internal network address of the managed firewalls.
The object has a default value of 192.168.1.0/24. The mapping rules are defined per device. For Remote-FortiGate, the
address object LocalLan referes to 10.10.11.0/24. The devices in the ADOM that do not have dynamic mapping for
LocalLan have a default value of 192.168.1.0/2. 

 

QUESTION 2

An administrator would like to create an SD-WAN default static route for a newly created SD-WAN using the
FortiManager GUI. Both port1 and port2 are part of the SD-WAN member interfaces. Which interface must the
administrator select in the static route device drop-down list? 

A. port2 

B. virtual-wan-link 

C. port1 

D. auto-discovery 

Correct Answer: B 

 

QUESTION 3

What are two outcomes of ADOM revisions? (Choose two.) 

A. ADOM revisions can significantly increase the size of the configuration backups. 

B. ADOM revisions can save the current size of the whole ADOM 

C. ADOM revisions can create System Checkpoints for the FortiManager configuration 

D. ADOM revisions can save the current state of all policy packages and objects for an ADOM 

Correct Answer: AD 

Reference: https://docs2.fortinet.com/document/fortimanager/6.0.0/best-practices/101837/adom-revisions 

 

QUESTION 4

Refer to the exhibit. 
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Which statement about the object named ALL is true? 

A. FortiManager updated the object ALL using the FortiGate value in its database. 

B. FortiManager installed the object ALL with the updated value. 

C. FortiManager created the object ALL as a unique entity in its database, which can be only used by this managed
FortiGate. 

D. FortiManager updated the object ALL using the FortiManager value in its database. 

Correct Answer: A 

 

QUESTION 5

An administrator would like to authorize a newly-installed AP using AP Manager. What steps does the administrator
need to perform to authorize an AP? 

A. Authorize the new AP using AP Manager and wait until the change is updated on the FortiAP. Changes to the AP\\'s
state do not require installation. 

B. Changes to the AP\\'s state must be performed directly on the managed FortiGate. 

C. Authorize the new AP using AP Manager and install the policy package changes on the managed FortiGate. 

D. Authorize the new AP using AP Manager and install the device level settings on the managed FortiGate. 

Correct Answer: D 

 

QUESTION 6

View the following exhibit: 
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How will FortiManager try to get updates for antivirus and IPS? 

A. From the list of configured override servers with ability to fall back to public FDN servers 

B. From the configured override server list only 

C. From the default server fdsl.fortinet.com 

D. From public FDNI server with highest index number only 

Correct Answer: A 

Reference: https://community.fortinet.com/t5/Fortinet-Forum/Clarification-of-FortiManager-s-quot-Server-Override-Mode-
quot/td-p/89973 

 

QUESTION 7

View the following exhibit. 
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An administrator is importing a new device to FortiManager and has selected the shown options. What will happen if the
administrator makes the changes and installs the modified policy package on this managed FortiGate? 

A. The unused objects that are not tied to the firewall policies will be installed on FortiGate 

B. The unused objects that are not tied to the firewall policies will remain as read-only locally on FortiGate 

C. The unused objects that are not tied to the firewall policies locally on FortiGate will be deleted 

D. The unused objects that are not tied to the firewall policies in policy package will be deleted from the FortiManager
database 

Correct Answer: C 

Reference: https://community.fortinet.com/t5/FortiManager/Import-all-objects-Versus-Import-only-policy-dependent-
objects/ta-p/193259?externalID=FD40392 

 

QUESTION 8

View the following exhibit. 
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Which statement is true regarding this failed installation log? 

A. Policy ID 2 is installed without a source address 

B. Policy ID 2 will not be installed 

C. Policy ID 2 is installed in disabled state 

D. Policy ID 2 is installed without a source device 

Correct Answer: D 

 

 

QUESTION 9
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View the following exhibit. 

Which of the following statements are true based on this configuration setting? (Choose two.) 

A. This setting will enable the ADOMs feature on FortiManager. 

B. This setting is applied globally to all ADOMs. 

C. This setting will allow assigning different VDOMs from the same FortiGate to different ADOMs. 

D. This setting will allow automatic updates to the policy package configuration for a managed device. 

Correct Answer: BC 

 

QUESTION 10

Refer to the exhibit. 
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According to the error message why is FortiManager failing to add the FortiAnalyzer device? 

A. The administrator must turn off the Use Legacy Device login and add the FortiAnaJyzer device to the same network
as Forti-Manager 

B. The administrator must select the Forti-Manager administrative access checkbox on the FortiAnalyzer management
interface 

C. The administrator must use the Add Model Device section and discover the FortiAnaJyzer device 

D. The administrator must use the correct user name and password of the FortiAnalyzer device 

Correct Answer: B 

 

QUESTION 11

View the following exhibit. 
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If both FortiManager and FortiGate are behind the NAT devices, what are the two expected results? (Choose two.) 

A. FortiGate is discovered by FortiManager through the FortiGate NATed IP address. 

B. FortiGate can announce itself to FortiManager only if the FortiManager IP address is configured on FortiGate under
central management. 

C. During discovery, the FortiManager NATed IP address is not set by default on FortiGate. 

D. If the FCFM tunnel is torn down, FortiManager will try to re-establish the FGFM tunnel. 

Correct Answer: AC 

Fortimanager can discover FortiGate through a NATed FortiGate IP address. If a FortiManager NATed IP address is
configured on FortiGate, then FortiGate can announce itself to FortiManager. FortiManager will not attempt to re-
establish the FGFM tunnel to the FortiGate NATed IP address, if the FGFM tunnel is interrupted. Just like it was in the
NATed FortiManager scenario, the FortiManager NATed IP address in this scenario is not configured under FortiGate
central management configuration. 

 

QUESTION 12

Which three settings are the factory default settings on FortiManager? (Choose three.) 

A. Username is admin 

B. Password is fortinet 

C. FortiAnalyzer features are disabled 

D. Reports and Event Monitor panes are enabled 

E. port1 interface IP address is 192.168.1.99/24 

Correct Answer: ACE 

 

QUESTION 13

You are moving managed FortiGate devices from one ADOM to a new ADOM. Which statement correctly describes the
expected result? 
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A. Any pending device settings will be installed automatically 

B. Any unused objects from a previous ADOM are moved to the new ADOM automatically 

C. The shared policy package will not be moved to the new ADOM 

D. Policy packages will be imported into the new ADOM automaticallyD 

Correct Answer: C 

Reference: https://community.fortinet.com/t5/FortiManager/Technical-Note-How-to-move-objects-to-new-ADOM-on-
FortiManager/ta-p/198342 

 

QUESTION 14

What will happen if FortiAnalyzer features are enabled on FortiManager? 

A. FortiManager will keep all the logs and reports on the FortiManager. 

B. FortiManager will enable ADOMs to collect logs automatically from non-FortiGate devices. 

C. FortiManager will install the logging configuration to the managed devices 

D. FortiManager can be used only as a logging device. 

Correct Answer: C 

 

QUESTION 15

An administrator is in the process of moving the system template profile between ADOMs by running the following
command: 

execute improfile import-profile ADOM2 3547 /tmp/myfile 

Where does the administrator import the file from? 

A. File system 

B. ADOM1 

C. ADOM2 object database 

D. ADOM2 

Correct Answer: D 
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