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QUESTION 1

Why must you use aggressive mode when a local FortiGate IPSec gateway hosts multiple dialup tunnels?
A. In aggressive mode, the remote peers are able to provide their peer IDs in the first message.

B. FortiGate is able to handle NATed connections only in aggressive mode.

C. FortiClient only supports aggressive mode.

D. Main mode does not support XAuth for user authentication.

Correct Answer: A

QUESTION 2

Which statements are true regarding firewall policy NAT using the outgoing interface IP address with fixed port
disabled? (Choose two.)

A. This is known as many-to-one NAT.

B. Source IP is translated to the outgoing interface IP.

C. Connections are tracked using source port and source MAC address.
D. Port address translation is not used.

Correct Answer:. AB

QUESTION 3

You have tasked to design a new IPsec deployment with the following criteria:

1.

There are two HQ sues that all satellite offices must connect to

2.

The satellite offices do not need to communicate directly with other satellite offices
3.

No dynamic routing will be used

4,

The design should minimize the number of tunnels being configured.

Which topology should be used to satisfy all of the requirements?
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A. Partial mesh

B. Hub-and-spoke
C. Fully meshed
D. Redundant

Correct Answer: B

QUESTION 4

Which of the following services can be inspected by the DLP profile? (Choose three.)
A. NFS

B. FTP

C. IMAP

D. CIFS

E. HTTP-POST

Correct Answer: BCE

QUESTION 5

How does FortiGate select the central SNAT policy that is applied to a TCP session?

A. It selects the SNAT policy specified in the configuration of the outgoing interface.

B. It selects the first matching central SNAT policy, reviewing from top to bottom.

C. It selects the central SNAT policy with the lowest priority.

D. It selects the SNAT policy specified in the configuration of the firewall policy that matches the traffic.

Correct Answer: B

QUESTION 6

What types of traffic and attacks can be blocked by a web application firewall (WAF) profile? (Choose three.)
A. Traffic to botnetservers

B. Traffic to inappropriate web sites

C. Server information disclosure attacks

D. Credit card data leaks
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E. SQL injection attacks

Correct Answer: ACE

QUESTION 7
An administrator has configured two VLAN interfaces:

config system interface
edit "VLAN1O"
set wvdem "VDoOMT "™
set forward-domain 100
set role lan
set interface "portS"
set wvlanid 10
next
edit "VLANST™
set wvdecm "VDOM1™
set forward-domain 50
set reole lan
set interface "portl0O"™
sat wlanid 5
next
end

A DHCP server is connected to the VLAN1O0 interface. A DHCP client is connected to the VLANS interface. However,
the DHCP client cannot get a dynamic IP address from the DHCP server. What is the cause of the problem?

A. Both interfaces must belong to the same forward domain.
B. The role of the VLAN1O0 interface must be set to server.
C. Both interfaces must have the same VLAN ID.

D. Both interfaces must be in different VDOMs.

Correct Answer: A

QUESTION 8

View the exhibit.
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D Name Source Destination Schedule Service Applications | URL Category  Action NAT Security Profiles Log Bytes
B = port3 > ™ port1 ®

2 VideoAudio  Zal @ Bal Baways MALL | siVideoAudo  + @ DENY [ certificate-inspection v All 76.74kBI

4  social_ Medin & all =an o always ALL  w Social Media Social Networking @ DENY W certificate-inspection | v All 940.57 kB mem
3 aiLow At Ball all Gaways WAL V ACCEPT @ Custom U™ 97.72kBs
B Implicit €

0 ImplicitDeny & 2 all 6 always WAL @ DENY @ Disabld  3.58 MB

Based on the configuration shown in the exhibit, what statements about application control behavior are true? (Choose
two.)

A. Access to all unknown applications will be allowed.

B. Access to browser-based Social.Media applications will be blocked.
C. Access to mobile social media applications will be blocked.

D. Access to all applications in Social.Media category will be blocked.

Correct Answer: AB

QUESTION 9

View the exhibit:

" Status " Name T VLAN ID v Type r IP/Netmask
B © port1 Physical Interface 10.200.1.1 255.255.255.0
|: port1-VLAN1 1 VLAN 10.200.5.1 255.255.255.0
port1-VLAN10 10 VLAN 10.0.10.1 255.255.255.0
o port2 Physical Interface 10.200.2.1 255.255.255.0
E port2-VLAN1 1 VLAN 10.0.5.1 255.255.255.0
port2-VLAN10 10 VLAN 10.0.20.254 255.255.255.0
[+ port3 Physical Interface 10.0.1.254 255.255.255.0

Which statement about the exhibit is true? (Choose two.)

A. Broadcast traffic received in port1-VLAN10 will not be forwarded to port2-VLAN10.
B. port-VLANL1 is the native VLAN for the portl physical interface.

C. port1-VLAN10 and port2-VLAN10 can be assigned to different VDOMSs.

D. Traffic between port1-VLAN1 and port2-VLANL1 is allowed by default.

Correct Answer: AC
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QUESTION 10

Which statements about antivirus scanning mode are true? (Choose two.)

A. In proxy-based inspection mode antivirus buffers the whole file for scarring before sending it to the client.

B. In flow-based inspection mode, you can use the CLI to configure antivirus profiles to use protocol option profiles.
C. In proxy-based inspection mode, if a virus is detected, a replacement message may not be displayed immediately.
D. In quick scan mode, you can configure antivirus profiles to use any of the available signature data bases.

Correct Answer: AB

QUESTION 11

Examine the IPS sensor configuration shown in the exhibit, and then answer the question below.

Name WINDOWS SERVERS [View IPS Signatures)

Comments

IPS Signatures

+ Add Signatures & Delete #

Name Exempt IPs Severity | Target Service OS5 Action Packet Logging
13)S Botnet 0 wasss Server.Client TCP All EMonitor V]

IPS Filters

< AddFilter # EditFilter & Delete

Filter Details Action Packet Logging
@ Block o

What are the expected actions if traffic matches this IPS sensor? (Choose two.)

Location:server
OS:Windows

A. The sensor will gather a packet log for all matched traffic.

B. The sensor will not block attackers matching the A32S.Botnet signature.
C. The sensor will block all attacks for Windows servers.

D. The sensor will reset all connections that match these signatures.

Correct Answer: AC
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QUESTION 12

During the digital verification process, comparing the original and fresh hash results satisfies which security
requirement?

A. Authentication.

B. Data integrity.

C. Non-repudiation.

D. Signature verification.

Correct Answer: D

QUESTION 13

An administrator has configured central DNAT and virtual IPs. Which of the following can be selected in the firewall
policy Destination field?

A. AVIP group

B. The mapped IP address object of the VIP object
C. A VIP object

D. An IP pool

Correct Answer: C

QUESTION 14

How do you format the FortiGate flash disk?

A. Load a debug FortiOS image.

B. Load the hardware test (HQIP) image.

C. Execute the CLI command execute formatlogdisk.

D. Select the format boot device option from the BIOS menu.

Correct Answer: D

QUESTION 15

Which of the following features is supported by web filter in flow-based inspection mode with NGFW mode set to profile-
based?
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A. FortiGuard Quotas
B. Static URL

C. Search engines
D. Rating option

Correct Answer: B
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