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QUESTION 1

What methods can a web browser use to learn the URL where a web proxy PAC file is located? 

(Choose two.) 

Response: 

A. Manually configuring the PAC\\'s URL in the browser settings. 

B. Using WPAD. 

C. Manually appending the PAC URL to the destination server URL. 

D. Using the Forwarded HTTP header. 

Correct Answer: AB 

 

QUESTION 2

To create a valid traffic shaping policy, which of the following matching criteria must align between a traffic 

shaping policy and a firewall policy? 

(Choose three.) 

Response: 

A. Source 

B. Schedule 

C. Service 

D. Destination 

E. Incoming interface 

Correct Answer: ABC 

 

QUESTION 3

Which remote device\\'s logs can you display in the FortiGate GUI by configuring the log setting\\'s GUI Preferences? 

Response: 

A. Disk 

B. FortiAnalyzer 

C. Syslog 

Latest NSE4_FGT-5.6 Dumps | NSE4_FGT-5.6 PDF Dumps | NSE4_FGT-5.6 Study Guide                               2 / 8

https://www.leads4pass.com/nse4_fgt-5-6.html
https://www.leads4pass.com/nse4_fgt-5-6.html
https://www.leads4pass.com/nse4_fgt-5-6.html


https://www.leads4pass.com/nse4_fgt-5-6.html
2024 Latest leads4pass NSE4_FGT-5.6 PDF and VCE dumps Download

D. FortiSIEM 

Correct Answer: B 

 

QUESTION 4

Which of the following statements are true regarding tunnel mode SSL VPN? 

(Choose two.) 

Response: 

A. You must be logged into web-only mode SSL VPN to activate tunnel mode. 

B. You need an SSL VPN client (FortiClient) to connect to tunnel mode SSL VPN. 

C. Tunnel mode SSL VPN is configured between two FortiGate devices. 

D. FortiGate will dynamically assign an IP address to the SSL VPN network adapter on the host PC. 

Correct Answer: AB 

 

QUESTION 5

Which FortiGate interface does source device type enable device detection on? Response: 

A. All interfaces of FortiGate 

B. Source interface of the firewall policy only 

C. Destination interface of the firewall policy only 

D. Both source interface and destination interface of the firewall policy 

Correct Answer: B 

 

QUESTION 6

Which actions can be configured in an application control profile? 

(Choose three.) 

Response: 

A. Monitor 

B. Block 

C. Warning 

D. Authenticate 
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E. Quarantine 

Correct Answer: ABE 

 

QUESTION 7

Which statements are true regarding active authentication? 

(Choose two.) 

Response: 

A. Active authentication prompts the user for login credentials. 

B. Active authentication is always used before passive authentication. 

C. The firewall policy must allow the HTTP, HTTPS, FTP, and/or Telnet protocols. 

D. Enabling authentication on a policy always enforces active authentication. 

Correct Answer: AC 

 

QUESTION 8

What FortiGate feature can be used to block a ping sweep scan from an attacker? Response: 

A. Web application firewall (WAF) 

B. Rate based IPS signatures 

C. One-arm sniffer 

D. DoS policies 

Correct Answer: B 

 

QUESTION 9

Which component of FortiOS performs application control inspection? Response: 

A. Kernel 

B. Antivirus engine 

C. IPS engine 

D. Application control engine 

Correct Answer: C 
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QUESTION 10

Which traffic inspection features can be executed by a security processor (SP)? 

(Choose three.) 

Response: 

A. TCP SYN proxy 

B. SIP session helper 

C. Proxy-based antivirus 

D. Attack signature matching 

E. Flow-based web filtering 

Correct Answer: ADE 

 

QUESTION 11

Which of the following web filtering modes apply to full URL inspection? 

(Choose two.) 

Response: 

A. Proxy-based 

B. DNS-based 

C. Policy-based 

D. Flow-based 

E. IP-based 

Correct Answer: AB 

 

QUESTION 12

Examine this output from the diagnose sys top command: 
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Which statements about the output are true? 

(Choose two.) 

Response: 

A. sshd is the process consuming most memory 

B. sshd is the process consuming most CPU 

C. All the processes listed are in sleeping state 

D. The sshd process is using 123 pages of memory 

Correct Answer: BC 

 

QUESTION 13

View the exhibit. A user at 192.168.32.15 is trying to access the web server at 172.16.32.254. 
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Which of the following statements best describes how the FortiGate will perform reverse path forwarding 

(RPF) checks on this traffic? 

(Choose two.) 

Response: 

A. Loose RPF check will deny the traffic. 

B. Strict RPF check will allow the traffic. 

C. Strict RPF check will deny the traffic. 

D. Loose RPF check will allow the traffic. 

Correct Answer: BD 

 

QUESTION 14

How do you configure inline SSL inspection on a firewall policy? 
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(Choose two.) 

Response: 

A. Enable one or more flow-based security profiles on the firewall policy. 

B. Enable the SSL/SSH Inspection profile on the firewall policy. 

C. Execute the inline ssl inspection CLI command. 

D. Enable one or more proxy-based security profiles on the firewall policy. 

Correct Answer: AB 

 

QUESTION 15

Which of the following statements about advanced AD access mode for the FSSO collector agent are true? (Choose
two.) 

Response: 

A. FortiGate can act as an LDAP client to configure the group filters. 

B. It is only supported if DC agents are deployed. 

C. It supports monitoring of nested groups. 

D. It uses the Windows convention for naming; that is, Domain\Username. 

Correct Answer: AB 
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