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QUESTION 1

Microsegmentation was recently enabled in a Nutanix environment. The administrator wants to leverage Prism Central
to create a policy that will block all traffic regardless of direction, between two groups of VMs identified by their category.
Which policy should be used to meet this requirement? 

A. An Application Security Policy 

B. A Quarantine Policy 

C. A Whitelist-Based Policy 

D. An Isolation Environment Policy 

Correct Answer: D 

 

QUESTION 2

An administrator needs to configure the cluster to ensure all VMs are capable of being restarted in the event of a host
failure. 

Which option provides this functionality? 

A. VM Affinity 

B. Live Migration 

C. Best Effort 

D. HA Reservation 

Correct Answer: D 

 

QUESTION 3

A configuration is single domain, single forest, and does not use SSL. Which port number should be used to configure
LDAP? 

A. 389 

B. 3269 

C. 636 

D. 3268 

Correct Answer: A 

 

QUESTION 4
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An administrator has a 3-node cluster and needs to enable Erasure Coding on a container. 

Which action must the administrator take before enabling this feature? 

A. Add a 4th node to the cluster 

B. Upgrade to Prism Pro Licenses 

C. Stop workloads on the cluster 

D. Convert the cluster to AHV 

Correct Answer: A 

 

QUESTION 5

Two HDDs fail simultaneously on a single AHV host. 

What are the chances of data loss? 

A. 0% 

B. 25% 

C. 50% 

D. 100% 

Correct Answer: A 

https://next.nutanix.com/prism-infrastructure-management-26/nutanix-fault-tolerance-

 

QUESTION 6

How should an administrator configure a custom alert for a specific VM in Prism? 

A. Modify an existing alert to only alert on the specific VM. 

B. Modify VM settings to add the custom alert. 

C. Modify the alerts to add a new custom alert policy. 

D. Modify node settings to add the custom alert. 

Correct Answer: C 

Explanation: https://portal.nutanix.com/page/documents/details/?targetId=Prism-Central-Guide-Prism-v510:mul-alert-
policies-user-defined-configure-pc-c.html 

 

QUESTION 7
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Which Nutanix cluster service manages VM access to the Distributed Storage Fabric? 

A. Medusa 

B. Stargate 

C. Pithos 

D. Acropolis 

Correct Answer: B 

 

QUESTION 8

A customer wants to isolate a group of VMs within their Nutanix environment for security reasons. The customer creates
a VM with two NICs to act as a firewall and installs the appropriate software and certificates. 

However, no one from the outside can access the application. 

What is the likely cause of this problem? 

A. A shared volume group must be used by all isolated VMs 

B. More than one NIC cannot be added to a VM 

C. One of the NICs needs to be configured on the internal VLAN 

D. Wireshark is installed on the NAT VM 

Correct Answer: C 

 

QUESTION 9

Refer to the exhibit. 

The Linux Admin role has been created to manage only Linux VMs in the environment. However, the Admin1 user does
not have access to all Linux VMs. What step should be taken to grant the proper access? 

A. Add the hosts to the entities KM for the role. 

B. Grant the admin1 user the viewer role (or the cluster. 
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C. Add the role to the Linux images. 

D. Add the proper category to each Linux VM. 

Correct Answer: A 

 

QUESTION 10

How should an administrator correct an SSL error while connecting to a Nutanix Cluster? 

A. renew ssl self signed 

B. AD group policy 

C. add cert to trusted in local system 

D. create new cert from AD CA Authority 

Correct Answer: A 

 

QUESTION 11

When host affinity policies are enabled, how does this affect the AHV cluster? 

A. Micro segmentation rules will not be applied to VMs with affinity policies set on them. 

B. Metro Availability will no longer work as designed and will result in Split Brain. 

C. Host affinity rules do not affect any other aspects of the AHV cluster. 

D. The VM-host affinity cannot be applied on a cluster that has HA reservations configured. 

Correct Answer: C 

Explanation: https://portal.nutanix.com/page/documents/details/?targetId=Prism-Central-Guide-Prism-v5_17:mul-ahv-
affinity-policies-pc-c.html 

 

QUESTION 12

An administrator has a 3-node Nutanix cluster. The administrator stores critical data on a VM that runs on the cluster
Data must still be available through two host failures. Which three configuration steps must the administrator take to
meet this requirement? 

A. Add 3 nodes to the cluster 

B. Convert the cluster from RF2 to RF3 

C. Convert the containers from RF2 to RF3 

D. Enable Compression for more space 
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E. Increase CVM memory to 24GB 

Correct Answer: ABC 

 

QUESTION 13

An administrator has observed that when an all- AHV host restarts unexpectedly one VM it hosts does not restart as
expected. 

Which cluster on VM configuration explains this behavior? 

A. No other all-flash nodes have capacity to host the VM 

B. Nutanix Guest Tools are not installed on the VM 

C. Affinity for the VM is set for only the host that rebooted 

D. VM high availability is not enabled 

Correct Answer: C 

 

QUESTION 14

Which type of data is distributed by Zookeeper to ensure availability in the case of node or block failure? 

A. User Data 

B. Metadata 

C. Configuration Data 

D. Snapshot Data 

Correct Answer: C 

 

QUESTION 15

Write I/O that is deemed sequential will enter which component of the Distributed Storage Fabric first? 

A. Oplog 

B. Extent store 

C. Cache 

D. Metadata Ring 

Correct Answer: B 
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