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QUESTION 1

Which of the following server roles has a McAfee-defined policy bundled with the product? 

A. Exchange 

B. Internet Information Services (IIS) 

C. Active Directory 

D. SQL 

Correct Answer: B 

 

QUESTION 2

Which of the following describes the difference in functionality between Real Protect cloud-based and Real Protect client-
based? 

A. The location where the centralized management server and policies are managed 

B. The location from which AMCore content updates are pulled before on-demand scans 

C. The location where the scanning is conducted on file attributes and behavior 

D. The location where malware is quarantined on the managed system 

Correct Answer: A 

 

QUESTION 3

Which of the following methods should an administrator enable to address possible buffer overflow conditions? 

A. On-demand Scan 

B. Exploit Prevention 

C. Access Protection rules 

D. McAfee GTI feedback 

Correct Answer: B 

 

QUESTION 4

After installing ENS on a server, the server administrator finds that a specific application runs very slow, yet
communication flows are still present. Which of the following remediation steps should the administrator take? 

A. Remove an exclusion. 
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B. Create a whitelist. 

C. Create an exclusion. 

D. Remove a whitelist. 

Correct Answer: C 

 

QUESTION 5

Which of the following groups of legacy products can be migrated to ENS 10.5? 

A. VirusScan Enterprise, Host Intrusion Prevention, and SiteAdvisor Enterprise 

B. Host Intrusion Prevention, SiteAdvisor Enterprise, and Data Loss Prevention 

C. VirusScan Enterprise, Host Intrusion Prevention, and Data Loss Prevention 

D. Host Intrusion Prevention, SiteAdvisor Enterprise, and Application Control 

Correct Answer: C 

 

QUESTION 6

An engineer needs to allow a specific application to run. The engineer just finished creating an Exploit 

Prevention process exclusion. After applying the exclusion, the engineer notices the application is not 

being run. The following information is provided to the engineer: 

Which of the following is the error with the engineer\\'s exclusion? 

A. A signature ID was not entered. 

B. Exclusions are case sensitive. 

C. A hash was not specified. 

D. Wildcard was not used. 

Correct Answer: B 

 

QUESTION 7

In which of the following ways would ATP determine the reputation information if Adaptive Threat Protection (ATP) is
deployed and neither a TIE server nor an Internet connection is available? 

A. ATP will use information from the local system. 

B. ATP will query other systems in the environment. 
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C. ATP will do nothing and auto-disable itself. 

D. ATP will prompt the user for manual input. 

Correct Answer: B 

 

QUESTION 8

An administrator wants to add executables that are monitored with the Exploit Prevention engine. To which of the
following policy sections should the executables be added? 

A. Generic privilege escalation prevention 

B. Exclusions 

C. Signatures 

D. Application protection rules 

Correct Answer: A 

 

QUESTION 9

After enabling a timed group in the firewall policy, in which of the following ways does the user enable the group? 

A. Moving the mouse to the upper-right corner of the screen 

B. Running MFEtime.exe from the start menu 

C. From the McAfee system tray icon 

D. Inside the ENS console 

Correct Answer: C 

 

QUESTION 10

The organization\\'s desktop engineering team wants to include ENS 10 within their desktop imaging process. They
would like to install all modules silently. Which of the following is the correct command-line syntax to accomplish this
task? 

A. setupEP.exe ADDLOCAL="all" /qb! 

B. setupEP.exe ADDLOCAL="all" /qn 

C. setupEP.exe ADDLOCAL="fw,tp,wc" /qb! 

D. setupEP.exe ADDLOCAL="fw,tp,wc" /qn 

Correct Answer: C 
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QUESTION 11

Which of the following items are sent to the cloud when Real Protect scanning is enabled on endpoints that are
connected to the Internet? 

A. System information 

B. Running process 

C. Behavioral information 

D. File reputation 

Correct Answer: B 

 

QUESTION 12

By default, an individual file is flushed from the Adaptive Threat Protection local reputation cache every: 

A. 7 days. 

B. 14 days. 

C. 30 days. 

D. 60 days. 

Correct Answer: D 

 

QUESTION 13

If the ePO server\\'s access to the Internet is allowed, which of the following options would the administrator have to
check in the McAfee ENS Migration Assistant extension? 

A. Software Manager 

B. Server Client Package Install 

C. Master Repository 

D. Workstation Client Package Install 

Correct Answer: C 

 

QUESTION 14

In which of the following ways does Dynamic App Containment protect against malware? 

A. It checks for spyware, unwanted programs, and viruses based on known patterns. 
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B. It monitors communication between the computer and the network. 

C. It detects malicious files and activities using machine-learning techniques. 

D. It limits the actions unknown applications can take on the end system. 

Correct Answer: C 

 

QUESTION 15

An ENS administrator wants to dynamically create firewall rules required for the environment. In Enable Firewall
Policies/Options, which of the following should be utilized? 

A. Retain existing user added rules 

B. Adaptive mode 

C. Log all blocked traffic 

D. Log all allowed traffic 

Correct Answer: C 
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