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QUESTION 1

How would internal users be prohibited from accessing local drives? 

A. Enable fixed hard drive device rule 

B. Enable blocking of local drives 

C. Enable cloud protection rule 

D. Enable monitoring and protection rule for all local drives 

Correct Answer: A 

 

QUESTION 2

An executive sends merger documents to legal counsel. Policy dictates the documents should be encrypted, but they
are being sent in plain text. What is the appropriate action to configure in such a case using DLPe protection rules? 

A. Monitor the activity using a File System Protection Rule, store the evidence and notify the user. 

B. Verify the violation and send an alert to the administrator. 

C. An Email Protection Rule should be used to block the email unless the documents are encrypted. 

D. Do nothing. 

Correct Answer: C 

 

QUESTION 3

Which of the following proactively helps prevent data loss? 

Removable Storage Devices with a file system, when connected to a computer 

A. notify the user of potential data loss. 

B. send an email to the user\\'s manager. 

C. generate an incident that is reported to the security team. 

D. are blocked. 

Correct Answer: D 

 

QUESTION 4

An employee attempts to copy sensitive data from the Oracle HR database into a Microsoft Word document. To prevent
a violation of employee privacy, what actions should the administrator define in the DLPe rule? 
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A. The paste should be blocked 

B. The paste should be monitored, and the employee notified 

C. The paste should be encrypted and stored pending further evaluation of the data being copied 

D. The file access protection should be blocked and the employee\\'s system locked down 

Correct Answer: A 

 

QUESTION 5

Which of the following DLP features is associated with designating destinations and sources to protect? 

A. Text patterns 

B. Content Classification 

C. Definitions 

D. Dictionaries 

Correct Answer: C 

 

QUESTION 6

A manufacturing organization needs to protect the transfer of sensitive design documents by prohibiting write access to
USB devices. They do not want to limit their employee\\'s ability to read files from these devices. To meet the
organization\\'s requirement, which type of rule can be implemented? 

A. Plug and Play Device Rule 

B. Removable Storage Protection Rule 

C. Removable Storage Device Rule (supports Mac) 

D. Removable Storage File Access Rule 

Correct Answer: C 

 

QUESTION 7

Which of the following is an example of structured data that may be identified using Regular Expressions? 

A. First and last names 

B. Social Security numbers 

C. Physical addresses 

D. Email domain 
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Correct Answer: B 

 

QUESTION 8

Which of the following protocols cannot be blocked or monitored by McAfee DLP \\'Network Communication Protection
Rules\\'? 

A. Secure FTP (SFTP) 

B. Secure Copy (SCP) 

C. Server Message Block/NetBIOS (SMB) 

D. Secure Shell (SSH) 

Correct Answer: C 

 

QUESTION 9

How can remote users who are not connected to the corporate network be protected? 

A. Enable online reactions within protection rules 

B. Enable location-aware rules for offline users 

C. Add local users to user assignment groups 

D. Enable offline reactions within protection rules 

Correct Answer: D 

 

QUESTION 10

Which of the following is NOT a DLPe incident task? 

A. Mail notification task 

B. Purge task 

C. Set reviewer task 

D. Purge client task 

Correct Answer: D 

 

QUESTION 11

What result types are supported in a McAfee DLPe query? 
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A. Properties and Events 

B. Roles and permissions 

C. User data 

D. Protection status 

Correct Answer: A 

 

QUESTION 12

Which of the following is a potential indicator of an issue with the DLP Endpoint client? 

A. Multiple FCAGTE processes are present in the Task Manager 

B. Multiple FCAG processes are present in the Task Manager 

C. FCAGSD process is present in the Task Manager 

D. FCAGTE is running as a user instead of the System account in the Task Manager 

Correct Answer: B 

 

QUESTION 13

To determine baseline conditions for DLP implementation, which of the following actions can the DLP End point
Administrator perform? 

A. Configure database statistics 

B. Run the Policy Analyzer 

C. Configure backward compatibility 

D. Perform testing with various groups 

Correct Answer: D 

 

QUESTION 14

Notifying the Manager of a User that triggered an alert is handled by which of the following types of task? 

A. Deployment Task 

B. Product Update 

C. Client Task 

D. Incident Task 
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Correct Answer: D 

 

QUESTION 15

Which of the following ePO server tasks schedules and runs tasks setup in DLP incident manager? 

A. DLP Incident Tasks Runner 

B. DLP Incident Tasks Executer 

C. DLP Policy Push Task 

D. DLP Incident Reporting Tasks Runner 

Correct Answer: A 
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