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QUESTION 1

Which command can be issued on a Sensor to check the health of the Sensor? 

A. show 

B. show settings 

C. status 

D. check health 

Correct Answer: C 

 

QUESTION 2

If the Health level of a Host cannot be determined. McAfee NAC assigns which of the following System Health levels to
that Host? 

A. Fair 

B. Poor 

C. Serious 

D. Unknown 

Correct Answer: D 

 

QUESTION 3

What type of encryption is used for alert channel (control channel) communication between the Sensor and the
Manager? 

A. SSL with RC4 

B. SSL with MD5 

C. SSL with RC4 and MD5 

D. DES 

Correct Answer: C 

 

QUESTION 4

Which of the following commands will reestablish the Alert and packet log channel connection between the sensor and
manager? 
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A. Connectalertandpktlogchannels 

B. Disconnectalertandptologchannels 

C. reconnectalertandpktlogchannets 

D. deinstall 

Correct Answer: C 

 

QUESTION 5

Why would attacks not be blocked when the Sensor monitoring ports are configured in SPAN mode? 

A. Blocking of attacks only occurs when the Sensor is placed in In-line mode 

B. Blocking of attacks only occurs when the Sensor is placed in TAP mode 

C. The Sensor has not learned to identify these attacks 

D. Blocking of attacks only occurs when the Sensor has been configured for failover 

Correct Answer: A 

 

QUESTION 6

What is the command to force the sensor out of Layer 2 Passthru mode? 

A. Layer2 mode off 

B. Layer2 mode on 

C. Layer2 mode assert 

D. Layer2 mode deassert 

Correct Answer: D 

 

QUESTION 7

When placed in Layer3 mode, a Sensor detects a Layer2 device based on which of the following? 

A. MAC address 

B. IP address 

C. DNS 

D. Subnet 

Correct Answer: B 
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QUESTION 8

Which of the following are considered part of the Operational mode of System Health-based NAC? (Choose three) 

A. Audit 

B. IPS 

C. TAP 

D. Simulation 

E. Enforcement 

F. SPAN 

Correct Answer: ADE 

 

QUESTION 9

A sensor will redirect the host to which of the following when McAfee NAC reports the Host status as "unmanaged with
an Unknown Health Level"? 

A. Guest Client Portal 

B. NAC Client Portal 

C. Sensor Client Portal 

D. DNS Server Portal 

Correct Answer: A 

 

QUESTION 10

Which of the following options is the best practice to use if you need to edit all attacks with a specific seventy number
within an IPS policy? 

A. Use the Bulk Edit feature within the Policy Editor 

B. Create and run the appropriate database query 

C. Edit the attacks individually 

D. Use the Bulk Edit feature within the Reconnaissance Editor 

Correct Answer: A 

 

QUESTION 11
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A Reconnaissance Policy can be applied to which of the following? 

A. Sensors 

B. Sensor Ports 

C. Sensors and sensor ports 

D. Specific Hosts 

Correct Answer: A 

 

QUESTION 12

Which logs are used to determine who was logged into the Manager the last time a signature set update was pushed
from the Manager to the Sensor? 

A. Trace log 

B. Fault log 

C. Manager ems log 

D. User Activity Audit log 

Correct Answer: D 

 

QUESTION 13

Which policy is assigned to a child domain by default? 

A. The default IDS policy 

B. The default IPS policy 

C. No default policy 

D. The policy of the parent domain 

Correct Answer: D 

 

QUESTION 14

Which of the following CLI commands removes trust between a sensor and manager, removes signatures and restores
default port settings, but retains IP configuration? 

A. Resetconfig 

B. Deletesignatures 

C. Factotydefaults 
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D. Deinstall 

Correct Answer: A 

 

QUESTION 15

What is the command to enable the sensor to forward all traffic at Layer 2 if a failure occurs? 

A. Layer2 mode off 

B. Layer2modeon 

C. Layer2 mode assert 

D. Layer2 mode deassert 

Correct Answer: B 
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