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QUESTION 1

Which of the following find commands will print out a list of suid root files in /usr? 

A. find /usr -uid 0 -perm +4000 

B. find -user root +mode +s /usr 

C. find -type suid -username root -d /usr 

D. find /usr -ls \*s\* -u root 

E. find /usr -suid -perm +4000 

Correct Answer: A 

 

QUESTION 2

After configuring printing on a Linux server, the administrator sends a test file to one of the printers and it fails to print.
What command can be used to print the status of the printer\\'s queue? (Provide only the command, without any options
or parameters) 

Correct Answer: Answer: lpq, /usr/bin/lpq 

 

QUESTION 3

An administrator has a user whose account needs to be disabled but not removed. Which of the following should the
administrator do? 

A. Edit /etc/gshadow and just remove the user name. and just remove the user? name. 

B. Edit /etc/passwd and change all numbers to 0. 

C. Edit /etc/shadow and remove the last field. 

D. Edit /etc/passwd and insert an * after the first : . 

E. Edit /etc/group file and put a # sign in front of the user name. sign in front of the user? name. 

Correct Answer: D 

 

QUESTION 4

An administrator can run the ________ command to see active network and UNIX domain socket connections. (Please
specify the command with no options or parameters). 

Correct Answer: Answer: /BIN/NETSTAT, NETSTAT 
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QUESTION 5

Which of the following commands can an administrator use to change a user\\'s password expiry information? (Select
THREE). 

A. usermod 

B. passwd 

C. chattr 

D. chage 

E. chsh 

Correct Answer: ABD 

 

QUESTION 6

Why is the xhost program considered dangerous to use? 

A. It makes it difficult to uniquely identify a computer on the network. 

B. It allows easy access to your X server by other users. 

C. It logs sensitive information to syslog. 

D. It makes your computer share network resources without any authentication. 

E. It is a graphical DNS tool with known exploits. 

Correct Answer: B 

 

QUESTION 7

Which of the following characters in the password field of /etc/passwd is used to indicate that the encrypted password is
stored in /etc/shadow? 

A. * 

B. 

C. s 

D. x 

Correct Answer: D 

 

QUESTION 8

While performing a security audit, an administrator discovers that a machine is accepting connections on TCP port 184,
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but it is not obvious which process has the port open. Which of the following programs should the administrator use to
find out? 

A. traceroute 

B. strace 

C. debug 

D. nessus 

E. lsof 

Correct Answer: E 

 

QUESTION 9

The xinetd service will be used instead of inetd. In order to create a similar configuration as inetd, what main file must be
created or edited for xinetd? (Please specify the full path) 

Correct Answer: Answer: /etc/xinetd.conf 

 

QUESTION 10

An administrator is looking into a new script they received from a senior executive. In the very first line the administrator
notices a #! followed by a file path. This indicates that: 

A. the file at that location was used to make the script. 

B. this script provides identical functionality as the file at that location. 

C. this script will self-extract into a file at that location. 

D. the program at that location will be used to process the script. 

Correct Answer: D 

 

QUESTION 11

What command is used to print a listing of email that is currently being managed by the MTA but has not yet been
delivered? (Please specify the command with or without path) 

Correct Answer: Answer: mailq, /usr/bin/mailq, sendmail -bp, /usr/sbin/sendmail -bp, /usr/lib/sendmail -bp 

 

QUESTION 12

Which of the following commands should be used to print a listing of email in the system\\'s mail queue? 

A. lpq 
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B. mailq 

C. mlq 

D. sendmail -l 

Correct Answer: B 

 

QUESTION 13

Which of the following lines would an administrator find in the file /etc/nsswitch.conf? 

A. order hosts,bind 

B. 192.168.168.4 dns-server 

C. hosts: files dns 

D. domain mycompany.com 

Correct Answer: C 

 

QUESTION 14

Which of the following programs uses the hosts.allow file to perform its main task of checking for access control
restrictions to system services? 

A. tcpd 

B. inetd 

C. fingerd 

D. mountd 

E. xinetd 

Correct Answer: A 

 

QUESTION 15

Which of the following is pool.ntp.org? 

A. A deprecated feature for maintaining system time in the Linux kernel. 

B. A website which provides binary and source packages for the OpenNTPD project. 

C. A virtual cluster of various timeservers. 

D. A community website used to discuss the localization of Linux. 
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Correct Answer: C 
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