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QUESTION 1

What is the main difference between Argo vs. Flux CD?
A. Argo is pull-based, and Flux is push-based

B. No difference; both are pull-based

C. Argo is push-based, and Flux is pull-based

D. No difference; both are push-based

Correct Answer: C

Explanation: AgroCD: https://argo-cd.readthedocs.io/en/stable/developer-guide/ci/#can-i- retrigger-thechecks-without-
pushing-a-new-commit FluxCD: https://fluxcd.io/

QUESTION 2

Flux is built using which toolkit?
A. Cl/CD

B. DevSecOps

C. GitOps

D. DevOps

Correct Answer: C

Explanation: https://fluxcd.io/

Flux provides Flux and Flagger deploy apps with canaries, feature flags, and
GitOps for both A/B rollouts. Flux can also manage any Kubernetes resource.
apps and Infrastructure and workload dependency management is built
infrastructure in.

Flux enables application deployment (CD) and (with the help

Just push to Git of Flagger) progressive delivery (PD) through automatic
and Flux does the reconciliation. Flux can even push back to Git for you with
rest automated container image updates to Git (image scanning

and patching).
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QUESTION 3

Which Kubernetes resource creates Kubernetes Jobs?
A. JobFactory

B. CronJob

C. Task

D. JobDeployment

Correct Answer: B

Explanation: https://kubernetes.io/docs/concepts/workloads/controllers/cron-jobs/

Cronjob

FEATURE STATE: Kubernetes v1.21 [stablel

A Cronjob creates Jobs on a repeating schedule.

One Cronjob obiject is like one line of a crontab (cron table) file. It runs a job
periodically on a given schedule, written in Cron format.

QUESTION 4

Which kubernetes resource type allows defining which pods are isolated when it comes to network-ing?
A. Network policy

B. Domain Name System \'DNS\\'

C. Role Binding

D. Service

Correct Answer: A

Explanation: https://kubernetes.io/docs/concepts/services-networking/network- policies/#the-two-sorts-ofpod-isolation
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The Two Sorts of Pod Isolation

There are two sorts of isolation for a pod: isolation for egress, and isolation for
ingress. They concern what connections may be established. "Isolation" here is
not absolute, rather it means "some restrictions apply". The alternative, "non-
isolated for $direction", means that no restrictions apply in the stated
direction. The two sorts of isolation (or not) are declared independently, and
are both relevant for a connection from one pod to another.

By default, a pod is non-isolated for egress; all outbound connections are

allowed. A pod is isolated for egress if there is any NetworkPolicy that both

selects the pod and has "Egress" in its policyTypes ; we say that such a policy

applies to the pod for egress. When a pod is isolated for egress, the only

allowed connections from the pod are those allowed by the egress list of

some NetworkPolicy that applies to the pod for egress. The effects of those
egress lists combine additively.

By default, a pod is non-isolated for ingress; all inbound connections are
allowed. A pod is isolated for ingress if there is any NetworkPolicy that both
selects the pod and has "Ingress" in its policyTypes ; we say that such a policy
applies to the pod for ingress. When a pod is isolated for ingress, the only
allowed connections into the pod are those from the pod's node and those
allowed by the ingress list of some NetworkPolicy that applies to the pod for
ingress. The effects of those ingress lists combine additively.
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QUESTION 5

What command can you use to get documentation about a resource type from the command line?
A. kubectl api-resources

B. kubectl explain

C. kubectl get

D. kubeadm get-resource

Correct Answer: B

Explanation: https://kubernetes.io/docs/reference/generated/kubectl/kubectl- commands#explain

explain

| kubectl explain pods

| kubectl explain peds.spec.containers

List the fields for supported resources.

This command describes the fields associated with each supported API resource. Fields are identified via a
simple JSONPath identifier:

<type:> <fieldName>[.<fieldName>]

Add the --recursive flag to display all of the fields at once without descriptions. Information about each field is
retrieved from the server in OpenAP| format.

Lise "kubectl api-resnurces” for a completa list of supported resources.

Usage

% kubectl explain RESOURCE
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QUESTION 6

The Kubernetes rolling update is used for __.
A. Updating a service

B. Scaling an application

C. Updating a deployment

Correct Answer: C

Explanation: https://kubernetes.io/docs/tutorials/kubernetes-basics/update/update-intro/
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Performing a Rolling Update

Objectives

e Perform a rolling update using kubectl.

Updating an application

Users expect applications to be available all the time Summa S &
and developers are expected to deploy new versions » Updating an
of them several times a day. In Kubernetes this is app

done with rolling updates. Rolling updates allow
Deployments' update to take place with zero
downtime by incrementally updating Pods instances
with new ones. The new Pods will be scheduled on Rolling updates
Nodes with available resources. alfow Deployments'
update to take place
with zero downtime

In the previous medule we scaled our application to
run multiple instances. This is a requirement for
performing updates without affecting application
availability. By default, the maximum number of Pods
that can be unavailable during the update and the
maximum number of new Pods that can be created, is
one, Both options can be configured to either
numbers or percentages (of Pods). In Kubernetes,
updates are versioned and any Deployment upcate
can be reverted to a previous (stable) version.

by incrementally
updating Pods
instances with new
ones.

QUESTION 7

What command use to get documentation about kubernetes resource type
A. alias k=\\'kubectl\\' k api-resources

B. alias k=\\'kubectl\\' k api-list

C. alias k=\\'kubectl\\' k explain

D. alias k=\\'kubect\\' k get resource
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Correct Answer: C

Explanation: https://kubernetes.io/docs/reference/generated/kubectl/kubectl- commands#explain

explain

. . Get the documentation of the resource and its fields
List the fields for supported resources.

kubectl explain pods

This command describes the fields associated with each supported

API resource. Fields are identified via a simple JSONPath identifier:
Get the documentation of a specific field of a resource

<type>.<fieldName>{.<fieldName:>] kubectl explain pods.spec.containers

Add the --recursive flag to display all of the fields at once without
descriptions. Information about each field is retrieved from the server
in OpenAPI format.

Use "kubectl api-resources” for a complete list of supported
resources.

Usage

$ kubectl explain RESOURCE

QUESTION 8

Open Container Initiative set container standards for
A. Code, Build, Distribute, Deploy containers

B. Run, build, and image

C. Code, Build, Distribute containers

D. Run, Build, Distribute containers

Correct Answer: D

QUESTION 9
Which control plane component is responsible for scheduling pods?
A. kube-proxy

B. kube scheduler
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C. kubelet
D. kube api-server
Correct Answer: B

Explanation: https://kubernetes.io/docs/concepts/overview/components/

kube-scheduler

Control plane component that watches for newly created Pods with no assigned
node, and selects a node for them to run on.

Factors taken into account for scheduling decisions include: individual and
collective resource requirements, hardware/software/policy constraints, affinity
and anti-affinity specifications, data locality, inter-workload interference, and
deadlines.

QUESTION 10

What are default kubernetes namespaces?

A. default, kube-public, kube-system, kube-node-lease

B. kube-default, kube-public, kube-system, kube-node-lease
C. default, kube-public, kube-systems, kube-node-lease

D. default, kube-public, kube-system, kube-node-leases
Correct Answer: A

Explanation: https://kubernetes.io/docs/concepts/overview/working-with- objects/namespaces/
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You can list the current namespaces in a cluster using:

kubectl get namespace

NAME STATUS  AGE
default Active 1d
kube-node-lease Active 1d
kube-public Active 1d
kube-system Active 1d

Kubernetes starts with four initial namespaces:

* default The default namespace for objects with no other namespace
* kube-system The namespace for objects created by the Kubernetes system

* kube-public This namespace is created automatically and is readable by all
users (including those not authenticated). This namespace is mostly reserved
for cluster usage, in case that some resources should be visible and readable
publicly throughout the whole cluster. The public aspect of this namespace is
only a convention, not a requirement.

* kube-node-lease This namespace holds Lease objects associated with each
node. Node leases allow the kubelet to send heartbeats so that the control
plane can detect node failure.

QUESTION 11

Which component of the kubernetes control-plane (master) are all requests to deploy and manage objects posted to?
A. ETCD

B. Controller Manager

C. Kube-proxy

D. API Server

E. Kubelet
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Correct Answer: D

Explanation: https://kubernetes.io/docs/reference/command-line-tools-reference/kube- apiserver/

Synopsis

The Kubernetes APl server validates and configures data for the api objects which
include pods, services, replicationcontrollers, and others. The API Server services
REST operations and provides the frontend to the cluster's shared state through
which all other components interact.

kube-apiserver [flagsl

QUESTION 12

How can you achieve cost optimization in the cloud environment?
A. Use On Demand instances

B. Use Spot Instances

C. Use Reserved Instances

D. Use Bare Metal

Correct Answer: C

QUESTION 13

Which role is responsible of creating service level indicator \\'SLI\\', service level objective WSLO\\, and Service Level
Agreements \\'SLAW'

A. Site reliability engineer WSRE\\'

B. DevOps

C. GitOps

D. Security and compliance engineer
E. Developer

Correct Answer: A

Explanation: https://www.atlassian.com/incident-management/kpis/sla-vs-slo-vs-sli
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How does this impact SREs?

For those of you following Google’s model and using Site Reliability
Engineering (SRE) teams to bridge the gap between development
and operations, SLAs, SLOs, and SLIs are foundational to success.
SLAs help teams set boundaries and error budgets. SLOs help
prioritize work. And SLIs tell SREs when they need to freeze all
launches to save an endangered error budget—and when they can

loosen up the reins.

QUESTION 14
What CNCF project is the leading DNS project in the CNCF landscape?
A. Kubernetes

B. gRPC

C. KubeDNS

D. CoreDNS

Correct Answer: D

Explanation: https://github.com/cncf/landscape#trail-map
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QUESTION 15

Which of the following best describes a cloud-native app?

A. An application where all logic is coded into a single large binary.

B. An application that publishes an HTTPS web front-end.

C. An application that takes advantages of cloud computing fromworks and their loosely coupled cloud services.

D. An application that leverages services that are native to public cloud platforms such as Azure, GCP, and/or AWS.
Correct Answer: C

Explanation: Cloud-native apps leverage cloud computing frameworks and tend to be microservices based, where
individual components of the app are coded as individual.
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