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QUESTION 1

Click the Exhibit button.

user@srx> show security flow session
Session ID: 358216, Policy name: default-policy-logical-system-00/2, Timeout:
1788, Valid

In: 10.10.10.1/63261 --> 203.0.113.10/443;tcp, Conn Tag: 0x0, If: ge-0/0/1.0,
Pkts: 632, Bytes: 49341,

out: 203.0.113.10/443 --> 172.25.11.4/21740;tcp, Conn Tag: 0x0, If: ge-
0/0/0.0, Pkts: 662, Bytes: 79325,

Referring to the exhibit, which statement is true?
A. Source NAT with PAT is occurring

B. Destination NAT is occurring

C. Static NAT without PAT is occurring

D. Source NAT without PAT is occurring

Correct Answer: A

QUESTION 2

Which two statements are true about ADVPN members? (Choose two.)
A. ADVPN members are authenticated using pre-shared keys

B. ADVPN members are authenticated using certificates

C. ADVPN members can use IKEv2

D. ADVPN members can use IKEv1l

Correct Answer: BC

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-auto-discoveryvpns.html

QUESTION 3

Your organization has multiple Active Directory domains to control user access. You must ensure that security policies
are passing traffic based upon the users\\' access rights.

What would you use to assist your SRX Series devices to accomplish this task?

A. JATP Appliance
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B. JIMS

C.JSA

D. Junos Space
Correct Answer: B

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-user-authintergrated-user-
firewall-overview.html

QUESTION 4

The monitor traffic interface command is being used to capture the packets destined to and the from the
SRX Series device.

In this scenario, which two statements related to the feature are true? (Choose two.)

A. This feature does not capture transit traffic.

B. This feature captures ICMP traffic to and from the SRX Series device.

C. This feature is supported on high-end SRX Series devices only.

D. This feature is supported on both branch and high-end SRX Series devices.

Correct Answer: AD

Reference: https://forums.juniper.net/t5/Ethernet-Switching/monitor-traffic-interface/td-p/462528

QUESTION 5

Click the Exhibit button.
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Leads4Pass

userfisrx> show services advanced-anti-malware status
Server connection status:
Server hostname: 172.25.11.120
Server port: 443
Proxy hostname: None
Proxy port: None
Control Plane:
Connection time: 201%-11-04 02:19:57 UTC
Connection status: Connected
Service Plane:
fpcO
Connection active number: 0
Connection retry statistics: 0

userfsrx> show services security-intelligence category summary

Category name tCC
Status :Enable
Description :Command and Control data schema
Update interval :1800s
TTL :3456000s
Feed name :cc ip data
Version :N/Aa

Objects number :0

Create time :2015-08-22 06:4%:32 PDT
Update time :2019-09-=12 12:47:47 PDT
Update status :N/A
Expired :No
Options ‘N/A

Feed name :rcc_ipve data
Version :20180413.1

Objects number :1
Create time 12019-08-22 06:32:2% PDT

Update time :2019-09-12 12:48:27 PDT
Update status :5tore succeeded
Expired :No
Options :N/R
Feed name :cc_url data
Version :N/A
Objects number :0
Create time :2019-08-22 06:45:32 PDT
Update time :N/A
Update status :N/R
Expired :No
Options :N/A

Referring to the exhibit, which two statements are true? (Choose two.)

A. The SRX Series device is enrolled and communicating with a JATP Appliance
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B. The JATP Appliance cannot download the security feeds from the GSS servers
C. The SRX Series device cannot download the security feeds from the JATP Appliance
D. The SRX Series device is not enrolled but can communicate with the JATP Appliance

Correct Answer: CD

QUESTION 6

In which two ways are tenant systems different from logical systems? (Choose two.)

A. Tenant systems have higher scalability than logical systems

B. Tenant systems have less scalability than logical systems

C. Tenant systems have fewer routing features than logical systems

D. Tenant systems have more routing features than logical systems

Correct Answer: AC

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/tenant-

systemsoverview.html#:~:text=Although%20similar%20t0%20logical%20systems,administrative%20domain % 20for%
20security%20services

QUESTION 7

Click the Exhibit button.
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[edit]
userfisrxf show security policies
from-zone Client to-zone Internet {
policy Adv-Services {
match {
source-address any;
destination-address any;
dynamic—-application any;

then |
permit {
application-services |
ssl-proxy {
profile-name SSL-pro;

b
security-intelligence-policy Sky-intel;
advanced-anti-malware-policy Sky-pol;

}
[edit]
userfisrx# show security flow
ipsec-performance-acceleration;
load-distribution session-affinity ipsec;
tcp-mss |

ipsec-vpn |

mss 633337
}

Referring to the exhibit, you are attempting to enable IPsec power mode to improve IPsec VPN performance. However,
you are unable to use IPsec power mode.

What is the problem?

A. IPsec power mode cannot be used with IPsec performance acceleration

B. IPsec power mode cannot be used with high IPsec maximum segment size values
C. IPsec power mode cannot be used with advanced services

D. IPsec power mode requires that you configure a policy-based VPN

Correct Answer: C

Reference: https://www.juniper.net/documentation//en_US/junos/topics/reference/configuration-statement/ security-flow-
power-mode-ipsec.html

QUESTION 8
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You have a webserver and a DNS server residing in the same internal DMZ subnet. The public Static NAT addresses
for the servers are in the same subnet as the SRX Series devices internet-facing interface. You implement DNS
doctoring to ensure remote users can access the webserver.

Which two statements are true in this scenario? (Choose two.)

A. The DNS doctoring ALG is not enabled by default.

B. The Proxy ARP feature must be configured.

C. The DNS doctoring ALG is enabled by default.

D. The DNS CNAME record is translated.

Correct Answer: BC

QUESTION 9

You are asked to implement the session cache feature on an SRX5400.

In this scenario, what information does a session cache entry record? (Choose two.)
A. The type of processing to do for ingress traffic

B. The type of processing to do for egress traffic

C. To which SPU the traffic of the session should be forwarded

D. To which NPU the traffic of the session should be forwarded

Correct Answer: BC

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-packet-basedforwarding.html

QUESTION 10

Click the Exhibit button.
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userfdsrx> show security macsec conrnectlions
Interface name: ge-0/0/C
CA name: cal

Cipher suite: GCM-AES-128 Encryption: on
Key server offset: 0O Include SCI: no
Replay protect: off Replay window: 0
Outbound secure channels
sC Id: 02:00:00:01:01:04/1
Outgoing packet number: 1
Secure assocliations
AN: 3 Status: inuse Create time: 00:01:43
Inbound secure channels
SC Id: 02:00:00:02:01:04/1
Secure assocliations
AN: 3 Status: inuse Create time: 00:01:43

Referring to the exhibit, which two statements are true? (Choose two.)
A. Data is transmitted across the link in plaintext

B. The link is not protected against man-in-the-middle attacks

C. The link is protected against man-in-the-middle attacks

D. Data is transmitted across the link in cyphertext

Correct Answer: BD

QUESTION 11

You have configured three logical tunnel interfaces in a tenant system on an SRX1500 device. When committing the

configuration, the commit fails.

In this scenario, what would cause this problem?

A. There is no GRE tunnel between the tenant system and master system allowing SSH traffic
B. There is no VPLS switch on the tenant system containing a peer 1t-0/0/0 interface

C. The SRX1500 device does not support more than two logical interfaces per tenant system
D. The SRX1500 device requires a tunnel PIC to allow for logical tunnel interfaces

Correct Answer: B

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/logical-systemsoverview.html
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QUESTION 12

Click the Exhibit button.
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userfhosté show security idp-policy my-policy rulebase-ips
rale 1 |
match {
attacks |
custom-attacks my-signature;

then |
acticn {
no—actlon;

}
rale 2 |
match |
attacks |

custom-attacks my-signature;

]
then {
acticn {

ignore-conn=cticn;

}

rale 3 [
match {
attacks {
custom-attacks my-signature;

}
then {
acticn

drop-packet;

)
ralea 4 [
match {
atcacks {

custom-attacks my-signature;

acticn {

zlose-clianc-and-servar;
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You have recently committed the IPS policy shown in the exhibit. When evaluating the expected behavior,
you notice that you have a session that matches all the rules in your IPS policy.

In this scenario, which action would be taken?

A. drop packet

B. no-action

C. close-client-and-server

D. ignore-connection

Correct Answer: B

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-idp-policy-rulesand-
rulebases.html

QUESTION 13

You are asked to merge to corporate network with the network from a recently acquired company. Both networks use
the same private IPv4 address space (172.25.126.0/24). An SRX Series device servers as the gateway for each
network.

Which solution allows you to merge the two networks without modifying the current address assignments?

A. persistent NAT

B. NAT46

C. source NAT

D. double NAT

Correct Answer: D

Reference: https://kb.juniper.net/InfoCenter/index?page=contentandid=KB21286

QUESTION 14

What are two important functions of the Juniper Networks ATP Appliance solution? (Choose two.)
A. filtration

B. detection

C. statistics

D. analytics

Correct Answer: BD
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Reference: https://www.juniper.net/us/en/products-services/security/advanced-threat-prevention/

QUESTION 15

Which three types of peer devices are supported for CoS-based IPsec VPNs? (Choose three.)
A. branch SRX Series device

B. third-party device

C. cSRX

D. high-end SRX Series device

E. vSRX

Correct Answer: ADE

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/secuirty-cos-basedipsec-vpns.html
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