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QUESTION 1

A network administrator wants to permit Telnet traffic initiated from the address book entry thelOnet in a zone called
UNTRUST to the address book entry Server in a zone called TRUST. However, the administrator does not want the
server to be able to initiate any type of traffic from the TRUST zone to the UNTRUST zone.

Which configuration statement would correctly accomplish this task?

A. from-zone UNTRUST to-zone TRUST { policy DenyServer { match { source-address any; destination-address any;
application any; } then { deny; } } } from-zone TRUST to-zone UNTRUST { policy AllowTelnetin {

match {

source-address thelOnet;
destination-address Server;
application junos-telnet;

}

then {

permit;

}

}

}

B. from-zone TRUST to-zone UNTRUST { policy DenyServer { match { source-address Server; destination-address any;
application any; } then { deny; } } } from-zone UNTRUST to-zone TRUST { policy AllowTelnetin { match { source-address
thelOnet; destination-address Server; application junos-telnet; } then { permit; } } }

C. from-zone UNTRUST to-zone TRUST { policy AllowTelnetin { match { source-address thelOnet; destination-address
Server; application junos-ftp; } then { permit; } } }

D. from-zone TRUST to-zone UNTRUST { policy DenyServer { match { source-address Server; destination-address any;

application any; } then { permit; } } } from-zone UNTRUST to-zone TRUST { policy AllowTelnetin { match { source-
address thelOnet; destination-address Server; application junos-telnet;

}

then {
permit;
}

}

}

Correct Answer: B
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QUESTION 2

Which two statements in a source NAT configuration are true regarding addresses, rule-sets, or rules that overlap?
(Choose two.)

A. Addresses used for NAT pools should never overlap.

B. If more than one rule-set matches traffic, the rule-set with the most specific context takes precedence.
C. If traffic matches two rules within the same rule-set, both rules listed in the configuration are applied.
D. Dynamic source NAT rules take precedence over static source NAT rules.

Correct Answer: AB

QUESTION 3

Click the Exhibit button.

Youhave configured a new security policy as shown in the exhibit. Which method would ensure that the
security policy AllowSIP will match the SIP traffic between hostl and host2?

A. Add a firewall filter to the egress interface to control the burstrate of the traffic.

B. Use the insert command to place the All policy after the AllowSIP policy.

C. Change the policy to be a global policy.

D. Adda firewall filter totheingress interfaceandset theloss-priority tolow.

Correct Answer: B

QUESTION 4

Which statement is correct about zone and interface dependencies?
A. A logical interface can be assigned to multiple zones.

B. A zone can be assigned to multiple routing instances.

C. Logical interfaces are assigned to a zone.

D. A logical interface can be assigned to multiple routing instances.

Correct Answer: C

QUESTION 5
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-- Exhibit -- Exhibit -Click the Exhibit button. Referring to the exhibit, with Node 0 as primary for Redundancy Group

(RG) 1, which action will the Junos

{primary:nodel} [edit chassis cluster]

u=erdnodeld-ho=st# =how

redundancy-group O
node 0 priority 254;
node 1 prioraity 1;

1

redundancey-group 1

node 0 pricrity Z10;

node 1 prioraity 100;

BEEEMPL;

interface—monitor §
ge—1/0/0 weight 100
ge—1/0/1 weight 2Z10;
ge-2/0/0 weight 100;
ge-2/0/1 weight Z10;

}

OS chassis cluster take if interface ge-1/0/0 goes down?

A. RG 1 will remain primary on Node 0.

B. RG 1 will become primary to Node 1.

C. RG 1 will become disabled.

D. RG 1 will remove the interface from the redundancy group.

Correct Answer: A

QUESTION 6

Click the Exhibit button.
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{secondacy: nodel ) [edit]

userihostZ# run show chassis cluster status

-

Cluster ID: 2

MNeds Priority

Redundanay group: 0 , Pailover count:
fad &l a
nodel 100

FRedundancy group:; 1 ., Failover count:
nod el a
mocel 0

{zecondary: nodel ) [edit]
uzer fhostZ§ show
chasaias |
gluster |
reth=-spunt Z}
redundency-group 0 |
noda 0 prioeity 2003
node 1 priocity 100;
i
redundency-group 1 |
node 0 priority 200;
node § priority 100;
preempt}
interface-monitor |
ge-0/0/9 weight Z55;

0

Btatusz

lest

secondary

loat

szcnndﬁr?

Freempt

/e

no

n' e
'?'I.‘-E

Manual failever

f’ &

no

n's

np

You are setting up a chassis cluster with two SRX240 devices with node0 as primary and nodel as secondary. You

notice each node shows the other node as lost.

Referring to the exhibit, which statement is correct?

A. You must have redundancy-group O applied to a redundant interface for node0 and nodel.

B. You must add preempt to the redundancy-group O configuration for node0 and nodel.

C. You must remove the disable configuration from interface ge-0/GY4 for nodeO and nodel.

D. You must have the same cluster ID for node0O and nodel.

Correct Answer: D
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QUESTION 7

Which three actions can a branch SRX Series device perform on a spam e-mail message? (Choose three.)
A. It can drop the connection at the IP address level.

B. It can block the e-mail based upon the sender ID.

C. It can allow the e-mail and bypass all UTM inspection.

D. It can allow the e-mail to be forwarded, but change the intended recipient to a new e-mail address.

E. It can allow the e-mail to be forwarded to the destination, but tag it with a custom value in the subject line.

Correct Answer: ABE

QUESTION 8

You want to configure a security policy that allows traffic to a particular host.
Which step must you perform before committing a configuration with the policy?
A. Define a static route to the host

B. Ensure that the router can ping the host

C. Define an address book entry for the host

D. Ensure that the router has an ARP entry for the host

Correct Answer: C

QUESTION 9

Which URL will match the URL pattern "www.news.com/asia"?
A. www.news.com

B. www.news.com/asia/japan

C. www-1.news.com/asia

D. www.news.asia.com

Correct Answer: B

QUESTION 10

Which three are necessary for antispam to function properly on a branch SRX Series device? (Choose three.)
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A. an antispam license

B. DNS servers configured on the SRX Series device

C. SMTP services on SRX

D. a UTM profile with an antispam configuration in the appropriate security policy
E. antivirus (full or express)

Correct Answer: ABD

QUESTION 11

A policy-based IPsec VPN is ideal for which scenario?

A. when you want to conserve tunnel resources

B. when the remote peer is a dialup or remote access client

C. when you want to configure a tunnel policy with an action of deny

D. when a dynamic routing protocol such as OSPF must be sent across the VPN

Correct Answer: B

QUESTION 12

A route-based VPN is required for which scenario?

A. when the remote VPN peer is behind a NAT device

B. when multiple networks need to be reached across the tunnel and GRE cannot be used
C. when the remote VPN peer is a dialup or remote access client

D. when a dynamic routing protocol is required across the VPN and GRE cannot be used

Correct Answer: D

QUESTION 13

-- Exhibit
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[edit security nat source]
rule-get trust-to-untrust |
from zone trust;
To zone untrust;
rule no—ipwvé-nat |
matesh

source-address 0::/0;

'
then |
gource-nat |
oft;
;
'
F
rule detault—-outhound {
match
zpurce-addresz 0.0.0.0/0;
I
then |
source-nat |
interface:
F
f
I

F
-- Exhibit -Click the Exhibit button.
Referring to the exhibit, which three statements are correct? (Choose three.)
A. Source NAT is configured.
B. Address shifting is configured.
C. Interface-based NAT is configured.

D. Pool-based NAT is configured.
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E. IPv6 is configured to bypass NAT.

Correct Answer: ACE

QUESTION 14

Which two statements regarding screens on SRX Series devices are correct? (Choose two.)
A. Reconnaissance screens associated with IP options are applicable to IPv4 and IPv6.

B. Packets detected by one screen are not evaluated by subsequent screens.

C. Packets detected by one screen are still evaluated by subsequent screens.

D. Reconnaissance screens associated with IP options are applicable to IPv4 only.

Correct Answer: BD

QUESTION 15

You are attempting to set up an IPsec VPN between an SRX240 and another vendor\\'s firewall. The phase 1 security
associations are up, but the phase 2 security associations are not present. What is the problem?

A. Proxy ID mismatch

B. IKE mode mismatch

C. Preshared key mismatch
D. IKE peer mismatch

Correct Answer: A
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