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QUESTION 1

Which of the following security appliances are used to only identfy trafc on individual systems? 

A. Host based IPS 

B. Applicaton based IPS 

C. Network based IDS 

D. Host based IDS 

Correct Answer: D 

 

QUESTION 2

Which of the following connector types will MOST likely be located on a serial cable? 

A. DB-9 

B. LC 

C. ST 

D. BNC 

Correct Answer: A 

 

QUESTION 3

Which of the following DHCP optons is used to exclude IP addresses from being distributed to other computers? 

A. Reservatons 

B. Sufxes 

C. Leases 

D. Gateways 

Correct Answer: A 

 

QUESTION 4

Joef a network technicianf is implementng a wireless network and needs to support legacy devices. He has selected to
use WPA mixed mode. WPA mixed mode is normally implemented with which of the following encrypton factors?
(Select TWO). 

A. SSH 
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B. 3DES 

C. AES 

D. SSL 

E. TLS 

F. TKIP 

Correct Answer: CF 

 

QUESTION 5

A technician testng an Ethernet card uses a cable wired with pins 1f2 to pins 3f6 on the same RJ-45 plug. Which of the
following describes what the technician is using? 

A. RS-232 

B. Rollover cable 

C. Loopback 

D. Point to point cable 

Correct Answer: C 

 

QUESTION 6

Which of the following network protocols would be used to transmit traps across a network to a log server? 

A. SMTP 

B. PPPoE 

C. POP3 

D. SNMP 

Correct Answer: D 

 

QUESTION 7

In a newly installed LANf the network administrator receives many calls about intermitent or slow connectvity to the
authentcaton server. Which of the following could cause this problem? (Select TWO). 

A. VLAN confguraton error 

B. Cables too short 

C. Cable crosstalk 
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D. Incorrect channel 

E. EMI 

F. Wrong subnet mask 

Correct Answer: CE 

 

QUESTION 8

Which of the following basic devices blocks ports and can sometmes flter data? 

A. Repeater 

B. Hub 

C. Firewall 

D. Switch 

Correct Answer: C 

 

QUESTION 9

Which of the following BEST describes a switch port? 

A. Broadcast domain 

B. Distance vector 

C. Link state 

D. Collision domain 

Correct Answer: D 

 

QUESTION 10

A network technician is installing a simple SOHO router with wireless functonality. Which of the following wireless
encrypton standards would be BEST suited for the HIGHEST level of security? 

A. WPA2 

B. WPA 

C. WEP64 

D. WEP128 

Correct Answer: A 
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QUESTION 11

The sofware in a virtualiied environment that controls resource allocaton and allows multple operatng system guests to
run on the same physical platorm is known as the: 

A. hypervisor. 

B. LPAR. 

C. broker. 

D. VDI. 

Correct Answer: A 

 

QUESTION 12

When confguring a wireless access pointf Kurtf a network administratorf needs to determine the MAC address of a local
printer. Which of the following commands would be MOST helpful in determining the MAC address? 

A. ping 

B. arp 

C. route 

D. dig 

Correct Answer: B 

 

QUESTION 13

Various desktop computers are not getng a link light even though the patch cables were replaced. Cables on a
110-block patch panel are suspected to be causing the issues. Which of the following hardware tools would MOST likely
be used to troubleshoot and resolve the issue? (Select TWO). 

A. Cable certfer 

B. Ping command 

C. Punch down tool 

D. Crimper 

E. Toner probe 

Correct Answer: AC 

 

QUESTION 14
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Which of the following fber types is MOST ofen used indoors? 

A. Plenum 

B. Modal conditoning 

C. Multmode 

D. Singlemode 

Correct Answer: C 

 

QUESTION 15

Which of the following exterior routng protocols uses an algorithm to determine the quickest route to a destnaton? 

A. RIP 

B. OSPF 

C. BGP 

D. RIPv2 

Correct Answer: C 
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