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QUESTION 1

Which of the following ports is the default telnet port? 

A. 20 

B. 21 

C. 22 

D. 23 

Correct Answer: D 

 

QUESTION 2

A network administrator wants to balance the amount of data between two networking cards. Which of the following can
be used for two or more networking cards? 

A. NIC bonding 

B. Proxy server 

C. Firewall ACLs 

D. VLANs 

Correct Answer: A 

 

QUESTION 3

Which of the following is similar to MIMO? 

A.WPA 

B. SSID 

C. PoE 

D. Diversity 

Correct Answer: D 

 

QUESTION 4

A user is connectng to the Internet at an airport through an ad-hoc connecton. Which of the following is the MOST likely
security threat? 

A. Man-in-the-middle 
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B. Social engineering 

C. Phishing 

D. DoS 

Correct Answer: A 

 

QUESTION 5

The network support team is constantly getng calls from users in a specifc area of an ofce building. The users are able
to connect to the ofce wireless networkf but they sometmes disconnect or experience very slow download speeds.
Which of the following is MOST likely the problem? 

A. Incorrect service set identfer 

B. Low signal strength or interference 

C. Incorrect encrypton scheme 

D. Incorrect IP address or subnet mask 

Correct Answer: B 

 

QUESTION 6

A home user wishes to secure the wireless network using strong encryptonf so they decide to use AES. Which of the
following would be used as the encrypton method? 

A. WEP 

B. CCMP 

C. TKIP 

D. CHAP 

Correct Answer: B 

 

QUESTION 7

Zachf a network technicianf is unable to remotely manage or ping certain layer 2 switches. To manage those devices
remotelyf which of the following will MOST likely need to be confgured? 

A. IP address on the natve VLAN interface 

B. Port security 

C. Port forwarding 

D. IP address on the fber interface 
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Correct Answer: A 

 

QUESTION 8

Which of the following BEST describes a switch port? 

A. Broadcast domain 

B. Distance vector 

C. Link state 

D. Collision domain 

Correct Answer: D 

 

QUESTION 9

A mobile user is no longer able to access network resources. Jeff the network technicianf is unable to ping the userns
workstaton. Which of the following commands would MOST likely be used on that workstaton to verify its current
network setngs? 

A. net share 

B. hostname 

C. ipconfg 

D. tracert 

Correct Answer: C 

 

QUESTION 10

The network interface layer of the TCP/IP model corresponds with which of the following layers of the OSI model?
(Select TWO). 

A. Transport layer 

B. Network layer 

C. Session layer 

D. Physical layer 

E. Presentaton layer 

F. Data link layer 

Correct Answer: DF 
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QUESTION 11

Which of the following describes the amount of tme it takes for a packet to transmit from one switch to another? 

A. Hop count 

B. Latency 

C. MTU limit 

D. Distance vector 

Correct Answer: B 

 

QUESTION 12

A network is having problems with trafc fowing to several critcal websites that are used for necessary company work.
Which of the following appliances would BEST handle network trafc to increase network performance? 

A. Caching engine 

B. Trafc shaper 

C. Network based frewall 

D. Packet snifer 

Correct Answer: B 

 

QUESTION 13

A network technician is designing a SOHO environment where cost is a consideraton. The requirements include access
to the Internet and access to the guest house which is 100 feet away. The locaton of the Internet modem is located in
the main house. Which of the following is the BEST opton to accomplish these requirements? 

A. Use two combined Internet/router/wireless devicesf one in each house. 

B. Use a Layer 3 switch in the main house and a combined Internet/router/wireless device in the guest house. 

C. Use a combined Internet/router/wireless device in the main house and a wireless access point in the guest house. 

D. Use a single combined Internet/router/wireless device at the guest house. 

Correct Answer: C 

 

QUESTION 14

Standards such as JPEG and ASCII operate at which of the following OSI model layers? 
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A. Presentaton 

B. Data link 

C. Session 

D. Applicaton 

Correct Answer: A 

 

QUESTION 15

An IT manager is looking for a soluton that can easily trace back suspicious Internet browsing to partcular users at a
company. Which of the following can BEST provide this functonality? 

A. Layer 3 managed switch 

B. VPN concentrator 

C. Load balancer 

D. Content flter 

Correct Answer: D 
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