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QUESTION 1

You work as a Network Administrator for ABC Inc. The company uses a secure wireless network. John complains to you
that his computer is not working properly. What type of security audit do you need to conduct to resolve the problem? 

A. Operational audit 

B. Dependent audit 

C. Non-operational audit 

D. Independent audit 

Correct Answer: D 

 

QUESTION 2

Which of the following statements reflect the \\'Code of Ethics Preamble\\' in the \\'(ISC)2 Code of Ethics\\'? Each correct
answer represents a complete solution. Choose all that apply. 

A. Strict adherence to this Code is a condition of certification. 

B. Safety of the commonwealth, duty to our principals, and to each other requires that we adhere, and be seen to
adhere, to the highest ethical standards of behavior. 

C. Advance and protect the profession. 

D. Provide diligent and competent service to principals. 

Correct Answer: AB 

 

QUESTION 3

Which of the following plans is designed to protect critical business processes from natural or man-made failures or
disasters and the resultant loss of capital due to the unavailability of normal business processes? 

A. Business continuity plan 

B. Crisis communication plan 

C. Contingency plan 

D. Disaster recovery plan 

Correct Answer: A 

 

QUESTION 4

Which of the following authentication protocols provides support for a wide range of authentication methods, such as
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smart cards and certificates? 

A. PAP 

B. EAP 

C. MS-CHAP v2 D. CHAP 

Correct Answer: B 

 

QUESTION 5

Which of the following processes is a structured approach to transitioning individuals, teams, and organizations from a
current state to a desired future state? 

A. Risk management 

B. Configuration management 

C. Change management 

D. Procurement management 

Correct Answer: C 

 

QUESTION 6

Which of the following measurements of an enterprise\\'s security state is the process whereby an organization
establishes the parameters within which programs, investments, and acquisitions reach the desired results? 

A. Information sharing 

B. Ethics 

C. Performance measurement 

D. Risk management 

Correct Answer: C 

 

QUESTION 7

In which of the following contract types, the seller is reimbursed for all allowable costs for performing the contract work
and receives a fixed fee payment which is calculated as a percentage of the initial estimated project costs? 

A. Firm Fixed Price Contracts 

B. Cost Plus Fixed Fee Contracts 

C. Fixed Price Incentive Fee Contracts 
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D. Cost Plus Incentive Fee Contracts 

Correct Answer: B 

 

QUESTION 8

Which of the following protocols are used to provide secure communication between a client and a server over the
Internet? Each correct answer represents a part of the solution. Choose two. 

A. TLS 

B. HTTP 

C. SNMP 

D. SSL 

Correct Answer: AD 

 

QUESTION 9

Which of the following rated systems of the Orange book has mandatory protection of the TCB? 

A. B-rated 

B. C-rated 

C. D-rated 

D. A-rated 

Correct Answer: A 

 

QUESTION 10

Joseph works as a Software Developer for Web Tech Inc. He wants to protect the algorithms and the techniques of
programming that he uses in developing an application. Which of the following laws are used to protect a part of
software? 

A. Code Security law 

B. Trademark laws 

C. Copyright laws 

D. Patent laws 

Correct Answer: D 
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QUESTION 11

Which of the following terms related to risk management represents the estimated frequency at which a threat is
expected to occur? 

A. Safeguard 

B. Single Loss Expectancy (SLE) 

C. Exposure Factor (EF) 

D. Annualized Rate of Occurrence (ARO) 

Correct Answer: D 

 

QUESTION 12

Which of the following protocols is used with a tunneling protocol to provide security? 

A. FTP 

B. IPX/SPX 

C. IPSec 

D. EAP 

Correct Answer: C 

 

QUESTION 13

James works as a security manager for SoftTech Inc. He has been working on the continuous process improvement
and on the ordinal scale for measuring the maturity of the organization involved in the software processes. According to
James, which of the following maturity levels of software CMM focuses on the continuous process improvement? 

A. Repeatable level 

B. Defined level 

C. Initiating level 

D. Optimizing level 

Correct Answer: D 

 

QUESTION 14

SIMULATION 

Fill in the blank with an appropriate phrase.________ models address specifications, requirements, and design,
verification and validation, and maintenance activities. 

ISSMP Study Guide | ISSMP Exam Questions | ISSMP Braindumps                                5 / 6

https://www.leads4pass.com/issmp.html
https://www.leads4pass.com/issmp.html
https://www.leads4pass.com/issmp.html


https://www.leads4pass.com/issmp.html
2024 Latest leads4pass ISSMP PDF and VCE dumps Download

Correct Answer: Life cycle 

 

 

QUESTION 15

You are advising a school district on disaster recovery plans. In case a disaster affects the main IT centers for the
district they will need to be able to work from an alternate location. However, budget is an issue. Which of the following
is most appropriate for this client? 

A. Cold site 

B. Off site 

C. Hot site 

D. Warm site 

Correct Answer: A 
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