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QUESTION 1

Which of the following Registration Tasks sets up the business or operational functional description and system
identification

A. Registration Task 2
B. Registration Task 1
C. Registration Task 3
D. Registration Task 4

Correct Answer: B

QUESTION 2

Registration Task 5 identifies the system security requirements. Which of the following elements of Registration Task 5
defines the type of data processed by the system

A. Data security requirement

B. Network connection rule

C. Applicable instruction or directive
D. Security concept of operation

Correct Answer: A

QUESTION 3

Which of the following processes culminates in an agreement between key players that a system in its current
configuration and operation provides adequate protection controls

A. Certification and accreditation (CandA)

B. Risk Management

C. Information systems security engineering (ISSE)
D. Information Assurance (1A)

Correct Answer: A

QUESTION 4

Which of the following protocols is used to establish a secure terminal to a remote network device
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A. WEP
B. SMTP
C. SSH
D. IPSec

Correct Answer: C

QUESTION 5

Fill in the blank with an appropriate section name. is a section of the SEMP template, which
specifies the methods and reasoning planned to build the requisite trade-offs between functionality, performance, cost,
and risk.

Correct Answer: System Analysis

QUESTION 6

Which of the following techniques are used after a security breach and are intended to limit the extent of any damage
caused by the incident

A. Corrective controls
B. Safeguards

C. Detective controls
D. Preventive controls

Correct Answer: A

QUESTION 7

Which of the following CNSS policies describes the national policy on use of cryptomaterial by activities operating in
high risk environments

A. CNSSP No. 14
B. NCSC No. 5

C. NSTISSP No. 6
D. NSTISSP No. 7

Correct Answer: B

QUESTION 8
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Which of the following categories of system specification describes the technical requirements that cover a service,
which is performed on a component of the system

A. Product specification
B. Process specification
C. Material specification
D. Development specification

Correct Answer: B

QUESTION 9

A security policy is an overall general statement produced by senior management that dictates what role security plays
within the organization. Which of the following are required to be addressed in a well designed policy Each correct
answer represents a part of the solution. Choose all that apply.

A. What is being secured

B. Who is expected to comply with the policy

C. Where is the vulnerability, threat, or risk

D. Who is expected to exploit the vulnerability

Correct Answer. ABC

QUESTION 10

Which of the following tools demands involvement by upper executives, in order to integrate quality into the business
system and avoid delegation of quality functions to junior administrators

A. 1SO 90012000
B. Benchmarking
C. SEI-CMM
D. Six Sigma

Correct Answer: A

QUESTION 11

Which of the following individuals is responsible for the oversight of a program that is supported by a team of people that
consists of, or be exclusively comprised of contractors

A. Quality Assurance Manager
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B. Senior Analyst
C. System Owner
D. Federal program manager

Correct Answer: D

QUESTION 12

For interactive and self-paced preparation of exam ISSEP, try our practice exams. Practice exams also include self
assessment and reporting features! Fill in the blank with an appropriate word. has the goal to securely
interconnect people and systems independent of time or location.

Correct Answer: Netcentric

QUESTION 13

Which of the following processes provides guidance to the system designers and form the basis of major events in the
acquisition phases, such as testing the products for system integration

A. Operational scenarios

B. Functional requirements
C. Human factors

D. Performance requirements

Correct Answer: A

QUESTION 14

Which of the following professionals is responsible for starting the Certification and Accreditation (CandA) process
A. Authorizing Official

B. Information system owner

C. Chief Information Officer (CIO)

D. Chief Risk Officer (CRO)

Correct Answer: B

QUESTION 15
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Which of the following are the most important tasks of the Information Management Plan (IMP) Each correct answer
represents a complete solution. Choose all that apply.

A. Define the Information Protection Policy (IPP).

B. Define the System Security Requirements.

C. Define the mission need.

D. Identify how the organization manages its information.

Correct Answer: ACD
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