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QUESTION 1

The simplest form of a firewall is a packet filtering firewall. Typically a router works as a packet- filtering firewall and has
the capability to filter on some of the contents of packets. On which of the following layers of the OSI reference model
do these routers filter information? Each correct answer represents a complete solution. Choose all that apply. 

A. Transport layer 

B. Physical layer 

C. Data Link layer 

D. Network layer 

Correct Answer: AD 

 

QUESTION 2

Which of the following two components does Kerberos Key Distribution Center (KDC) consist of? Each correct answer
represents a complete solution. Choose two. 

A. Data service 

B. Ticket-granting service 

C. Account service 

D. Authentication service 

Correct Answer: BD 

 

QUESTION 3

Which of the following describes the acceptable amount of data loss measured in time? 

A. Recovery Consistency Objective (RCO) 

B. Recovery Time Objective (RTO) 

C. Recovery Point Objective (RPO) 

D. Recovery Time Actual (RTA) 

Correct Answer: C 

 

QUESTION 4

Which of the following encryption algorithms are based on block ciphers? 
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A. RC4 

B. Twofish 

C. Rijndael 

D. RC5 

Correct Answer: BCD 

 

QUESTION 5

Jasmine is creating a presentation. She wants to ensure the integrity and authenticity of the presentation. Which of the
following will she use to accomplish the task? 

A. Mark as final 

B. Digital Signature 

C. Restrict Permission 

D. Encrypt Document 

Correct Answer: B 

 

QUESTION 6

Which of the following is a correct sequence of different layers of Open System Interconnection (OSI) model? 

A. Physical layer, data link layer, network layer, transport layer, presentation layer, session layer, and application layer 

B. Physical layer, network layer, transport layer, data link layer, session layer, presentation layer, and application layer 

C. application layer, presentation layer, network layer, transport layer, session layer, data link layer, and physical layer 

D. Physical layer, data link layer, network layer, transport layer, session layer, presentation layer, and application layer 

Correct Answer: D 

 

QUESTION 7

Which of the following are the examples of technical controls? Each correct answer represents a complete solution.
Choose three. 

A. Auditing 

B. Network acchitecture 

C. System access 

D. Data backups 
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Correct Answer: ABC 

 

QUESTION 8

Which of the following is an input device that is used for controlling machines such as cranes, trucks, underwater
unmanned vehicles, wheelchairs, surveillance cameras, and zero turning radius lawn mowers? 

A. PS/2 

B. Joystick 

C. Microphone 

D. AGP 

Correct Answer: B 

 

QUESTION 9

You work as a Network Administrator of a TCP/IP network. You are having DNS resolution problem. Which of the
following utilities will you use to diagnose the problem? 

A. TRACERT 

B. PING 

C. IPCONFIG 

D. NSLOOKUP 

Correct Answer: D 

 

QUESTION 10

Which of the following is a form of gate that allows one person to pass at a time? 

A. Biometric 

B. Man-trap 

C. Turnstile 

D. Fence 

Correct Answer: C 

 

QUESTION 11

Which of the following are the primary components of a discretionary access control (DAC) model? Each correct answer

Latest ISSAP Dumps | ISSAP Practice Test | ISSAP Study Guide                                4 / 6

https://www.leads4pass.com/issap.html
https://www.leads4pass.com/issap.html
https://www.leads4pass.com/issap.html


https://www.leads4pass.com/issap.html
2024 Latest leads4pass ISSAP PDF and VCE dumps Download

represents a complete solution. Choose two. 

A. User\\'s group 

B. File and data ownership 

C. Smart card 

D. Access rights and permissions 

Correct Answer: BD 

 

QUESTION 12

In software development, which of the following analysis is used to document the services and functions that have been
accidentally left out, deliberately eliminated or still need to be developed? 

A. Gap analysis 

B. Requirement analysis 

C. Cost-benefit analysis 

D. Vulnerability analysis 

Correct Answer: A 

 

QUESTION 13

You are the Network Administrator at a large company. Your company has a lot of contractors and other outside parties
that come in and out of the building. For this reason you are concerned that simply having usernames and passwords is 

not enough and want to have employees use tokens for authentication. 

Which of the following is not an example of tokens? 

A. Smart card 

B. USB device with cryptographic data 

C. CHAP 

D. Key fob 

Correct Answer: C 

 

QUESTION 14

You are the Security Consultant advising a company on security methods. This is a highly secure location that deals
with sensitive national defense related data. They are very concerned about physical security as they had a breach last
month. In that breach an individual had simply grabbed a laptop and ran out of the building. Which one of the following
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would have been most effective in preventing this? 

A. Not using laptops. 

B. Keeping all doors locked with a guard. 

C. Using a man-trap. 

D. A sign in log. 

Correct Answer: C 

 

QUESTION 15

Which of the following categories of access controls is deployed in the organization to prevent all direct contacts with
systems? 

A. Detective access control 

B. Physical access control 

C. Technical access control 

D. Administrative access control 

Correct Answer: B 
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