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QUESTION 1

Which of the following is an information security management system standard published by the International
Organization for Standardization? 

A. ISO9008 

B. ISO27001 

C. ISO5501 

D. ISO22301 

Correct Answer: B 

 

QUESTION 2

We can leave laptops during weekdays or weekends in locked bins. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 3

What is social engineering? 

A. A group planning for a social activity in the organization 

B. Creating a situation wherein a third party gains confidential information from you 

C. The organization planning an activity for welfare of the neighborhood 

Correct Answer: B 

 

QUESTION 4

You work in the office of a large company. You receive a call from a person claiming to be from the Helpdesk. He asks
you for your password. 

What kind of threat is this? 

A. Natural threat 

B. Organizational threat 

C. Social Engineering 
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D. Arason 

Correct Answer: C 

 

QUESTION 5

Phishing is what type of Information Security Incident? 

A. Private Incidents 

B. Cracker/Hacker Attacks 

C. Technical Vulnerabilities 

D. Legal Incidents 

Correct Answer: B 

 

QUESTION 6

Often, people do not pick up their prints from a shared printer. How can this affect the confidentiality of information? 

A. Confidentiality cannot be guaranteed 

B. Integrity cannot be guaranteed 

C. Authenticity cannot be guaranteed 

D. Availability cannot be guaranteed 

Correct Answer: A 

 

QUESTION 7

-------------------------is an asset like other important business assets has value to an organization and consequently
needs to be protected. 

A. Infrastructure 

B. Data 

C. Information 

D. Security 

Correct Answer: C 

 

QUESTION 8
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What is the purpose of an Information Security policy? 

A. An information security policy makes the security plan concrete by providing the necessary details 

B. An information security policy provides insight into threats and the possible consequences 

C. An information security policy provides direction and support to the management regarding information security 

D. An information security policy documents the analysis of risks and the search for countermeasures 

Correct Answer: C 

 

QUESTION 9

What is the name of the system that guarantees the coherence of information security in the organization? 

A. Information Security Management System (ISMS) 

B. Rootkit 

C. Security regulations for special information for the government 

D. Information Technology Service Management (ITSM) 

Correct Answer: A 

 

QUESTION 10

In acceptable use of Information Assets, which is the best practice? 

A. Access to information and communication systems are provided for business purpose only 

B. Interfering with or denying service to any user other than the employee\\'s host 

C. Playing any computer games during office hours 

D. Accessing phone or network transmissions, including wireless or wifi transmissions 

Correct Answer: A 

 

QUESTION 11

Which department maintain\\'s contacts with law enforcement authorities, regulatory bodies, information service
providers and telecommunications service providers depending on the service required. 

A. COO 

B. CISO 

C. CSM 
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D. MRO 

Correct Answer: B 

 

QUESTION 12

The following are definitions of Information, except: 

A. accurate and timely data 

B. specific and organized data for a purpose 

C. mature and measurable data 

D. can lead to understanding and decrease in uncertainty 

Correct Answer: C 

 

QUESTION 13

A couple of years ago you started your company which has now grown from 1 to 20 employees. Your company\\'s
information is worth more and more and gone are the days when you could keep control yourself. You are aware that
you have to take measures, but what should they be? You hire a consultant who advises you to start with a qualitative
risk analysis. 

What is a qualitative risk analysis? 

A. This analysis follows a precise statistical probability calculation in order to calculate exact loss caused by damage. 

B. This analysis is based on scenarios and situations and produces a subjective view of the possible threats. 

Correct Answer: B 

 

QUESTION 14

What is the relationship between data and information? 

A. Data is structured information. 

B. Information is the meaning and value assigned to a collection of data. 

Correct Answer: B 

 

QUESTION 15

A scenario wherein the city or location where the building(s) reside is / are not accessible. 

A. Component 
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B. Facility 

C. City 

D. Country 

Correct Answer: C 
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