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QUESTION 1

What is the objective of classifying information? 

A. Authorizing the use of an information system 

B. Creating a label that indicates how confidential the information is 

C. Defining different levels of sensitivity into which information may be arranged 

D. Displaying on the document who is permitted access 

Correct Answer: C 

 

QUESTION 2

You are the owner of a growing company, SpeeDelivery, which provides courier services. You decide that it is time to
draw up a risk analysis for your information system. This includes an inventory of the threats and risks. What is the
relation between a threat, risk and risk analysis? 

A. A risk analysis identifies threats from the known risks. 

B. A risk analysis is used to clarify which threats are relevant and what risks they involve. 

C. A risk analysis is used to remove the risk of a threat. 

D. Risk analyses help to find a balance between threats and risks. 

Correct Answer: B 

 

QUESTION 3

You apply for a position in another company and get the job. Along with your contract, you are asked to sign a code of
conduct. What is a code of conduct? 

A. A code of conduct specifies how employees are expected to conduct themselves and is the same for all companies. 

B. A code of conduct is a standard part of a labor contract. 

C. A code of conduct differs from company to company and specifies, among other things, the rules of behavior with
regard to the usage of information systems. 

Correct Answer: C 

 

QUESTION 4

The consultants at Smith Consultants Inc. work on laptops that are protected by asymmetrical cryptography. To keep
the management of the keys cheap, all consultants use the same key pair. What is the companys risk if they operate in
this manner? 
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A. If the private key becomes known all laptops must be supplied with new keys. 

B. If the Public Key Infrastructure (PKI) becomes known all laptops must be supplied with new keys. 

C. If the public key becomes known all laptops must be supplied with new keys. 

Correct Answer: A 

 

QUESTION 5

You are the owner of the courier company SpeeDelivery. On the basis of your risk analysis you have decided to take a
number of measures. You have daily backups made of the server, keep the server room locked and install an intrusion
alarm system and a sprinkler system. Which of these measures is a detective measure? 

A. Backup tape 

B. Intrusion alarm 

C. Sprinkler installation 

D. Access restriction to special rooms 

Correct Answer: B 

 

QUESTION 6

In the organization where you work, information of a very sensitive nature is processed. Management is legally obliged
to implement the highest-level security measures. What is this kind of risk strategy called? 

A. Risk bearing 

B. Risk avoiding 

C. Risk neutral 

Correct Answer: B 

 

QUESTION 7

Peter works at the company Midwest Insurance. His manager, Linda, asks him to send the terms and conditions for a
life insurance policy to Rachel, a client. Who determines the value of the information in the insurance terms and
conditions document? 

A. The recipient, Rachel 

B. The person who drafted the insurance terms and conditions 

C. The manager, Linda 

D. The sender, Peter 
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Correct Answer: A 

 

QUESTION 8

You work for a flexible employer who doesnt mind if you work from home or on the road. You regularly take copies of
documents with you on a USB memory stick that is not secure. What are the consequences for the reliability of the
information if you leave your USB memory stick behind on the train? 

A. The integrity of the data on the USB memory stick is no longer guaranteed. 

B. The availability of the data on the USB memory stick is no longer guaranteed. 

C. The confidentiality of the data on the USB memory stick is no longer guaranteed. 

Correct Answer: C 

 

QUESTION 9

What is a repressive measure in the case of a fire? 

A. Taking out fire insurance 

B. Putting out a fire after it has been detected by a fire detector 

C. Repairing damage caused by the fire 

Correct Answer: B 

 

QUESTION 10

Why is compliance important for the reliability of the information? 

A. Compliance is another word for reliability. So, if a company indicates that it is compliant, it means that the information
is managed properly. 

B. By meeting the legislative requirements and the regulations of both the government and internal management, an
organization shows that it manages its information in a sound manner. 

C. When an organization employs a standard such as the ISO/IEC 27002 and uses it everywhere, it is compliant and
therefore it guarantees the reliability of its information. 

D. When an organization is compliant, it meets the requirements of privacy legislation and, in doing so, protects the
reliability of its information. 

Correct Answer: B 

 

QUESTION 11

What is the goal of an organization\\'s security policy? 
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A. To provide direction and support to information security 

B. To define all threats to and measures for ensuring information security 

C. To document all incidents that threaten the reliability of information 

D. To document all procedures required to maintain information security 

Correct Answer: A 

 

QUESTION 12

What is an example of a good physical security measure? 

A. All employees and visitors carry an access pass. 

B. Printers that are defective or have been replaced are immediately removed and given away as garbage for recycling. 

C. Maintenance staff can be given quick and unimpeded access to the server area in the event of disaster. 

Correct Answer: A 

 

QUESTION 13

Why do organizations have an information security policy? 

A. In order to demonstrate the operation of the Plan-Do-Check-Act cycle within an organization. 

B. In order to ensure that staff do not break any laws. 

C. In order to give direction to how information security is set up within an organization. 

D. In order to ensure that everyone knows who is responsible for carrying out the backup procedures. 

Correct Answer: C 

 

QUESTION 14

Some security measures are optional. Other security measures must always be implemented. Which measure(s) must
always be implemented? 

A. Clear Desk Policy 

B. Physical security measures 

C. Logical access security measures 

D. Measures required by laws and regulations 

Correct Answer: D 
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QUESTION 15

Which one of the threats listed below can occur as a result of the absence of a physical measure? 

A. A user can view the files belonging to another user. 

B. A server shuts off because of overheating. 

C. A confidential document is left in the printer. 

D. Hackers can freely enter the computer network. 

Correct Answer: B 
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