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QUESTION 1

When is it recommended to use a certificate with multiple entries on the Subject Alternative Name?

A. The ClearPass servers are placed in different OnGuard zones to allow the client agent to send SHV updates.
B. Using the same certificate to Onboard clients and the Guest Captive Portal on a single ClearPass server.

C. The primary authentication server Is not available to authenticate the users.

D. The ClearPass server will be hosting captive portal pages for multiple FQDN entries

Correct Answer: A

QUESTION 2

Refer to the exhibit: You configuring an 802 1x service endpoint profiling. When the client connects to the network,
ClearPass successfully profiles the client and sends Radius Change of Authorization (RCoA) but Radius Change of
Authorization {RCoA) fails for the client You manually clicked on the Change Status button in the access tracker to force
an RCoA but that failed too. What must you check to ensure that the RCoA will work? (Select two.)

Date and Time Oet 07, 2019 12:86:42 EOT
' RADIUS Cad Icl_iapn-T'; pe Di-smnud

| RADIUS CoA Action Neme [Arubad'S Wireless - Terminate Sassion]

Status Code Bl ||
| Status Message Fadius [Arubals Wireless - Terminate Session] failed for chiept
TRAZ4IThAEY

i RADIUS Cod Attributes Ca!liﬁ:u.—;tnmdd = FROZS4ITROGY

w4 @ Showing 1 of 1-20 records » w1 ST et w m m
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i Login Status: | ACCERT i

Session Identifier: | RO0DOD180-01-5d9b61af

-qmqﬁrmm mm.msu {0255 EDT _

(End-Host Identifier: | 760294378069 (Computer/ Windows / Windows) | il
| Usermame: aln:ﬂ? i

| Access Device IP/Port: muu 100:8 | (ArubaController / Arubs)
' Systam Fosturs EtmLi UNKNOWN {100)
sy |l||||||||||

Tk [ 1e= 1R

| Service: HE_Hmldlm; 802:1x service:

' Authentication Method:  EAP-FEAP

'“ﬂmhnnhcatnn Source: n.mmm (arubal.tocal
Autharization Source: [Endpﬂnﬂts Rapository], .ﬂm ADE, ﬂprp $E!L
Roles: [ | [User Authenticated]

:-Eﬁurﬁmmt Pmﬁlﬁr Aruba Ltrmhud Actess for Prefiling.

Service Monitor Mode| Disablad
Online Status: Mok mg@laﬂr

T

Show Configuration §i Cxport sShow Logs

s 4 Showing 1 of 1-6 records » Hi |

A. RFC 3576 option is enabled for Aruba Controller under Network device in ClearPass.

B. RFC 3576 server should be mapped in the server group on the Aruba Controller

C. The RFC 3576 shared secret on ClearPass should match the Authentication Server shared secret
D. RFC 3576 server IPs and the Authentication server IPs should be same in the AAA profile

Correct Answer: AC

QUESTION 3

A customer is looking to implement a Web-Based Health Check solution with the following requirements:
for the HR user\\'s client devices, check if a USB stick is mounted.

for the RandD user\\'s client devices, check if the hard disk is fully encrypted.

The Web-Based Health Check service has been configured but the customer it is not sure how to design
the Profile Policy.

How can be accomplished this customer request?

A. create two Posture Policies and customize the OnGuard Agent (Persistent or Dissolvable) to select the correct SHV
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checks
B. create one Posture Policy and define Rules Conditions that will apply different Tokens for each SHV check condition

C. create two Posture Policies and use the Restrict by Roles option to filter for HR and RandD user roles and apply the
correct SHV checks

D. create one Posture Policy to check the HR users client devices and use the NAP Agent to check RandD users client
devices

Correct Answer: A

QUESTION 4

Refer to the exhibit: A customer has configured Onboard in a cluster. After the Primary server\\'s failure, the BYOD
devices fail to connect to the network. What would you do to troubleshoot?

5

Error Code: - 1 AT T T O 00 it
Error Category! Buthentication failure

Error Hus&q_&: TLS session error

- Alerts for this Reguest

FADIUS ' Cannot connect to OCSP sarver pSO-t07-opl
EAP-TLS: fatal alert by server - intemal grror
TLE Handshake falled in S5L_read with error:20068066: 810 routines | BIG_get_host | ipibad
hastname loakup
eap-tls: Errar in establishing TLS seszon

A. Verify the OSCP URL under TLS authentication method is mapped to http://localhost/ guestmdps_ocsp.php/2

B. Reboot the active ClearPass server and reconnect the client to the SSID by selecting the correct certificate when
prompted

C. Check EAP certificate on the secondary node is issued by the same common root Certificate Authority (CA)

D. Check if a DNS entry is available for the ClearPass hostname in the certificate, resolvable from the DNS server
assigned to the client
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Correct Answer: B

QUESTION 5

You are integrating a Postgres SQL server with the ClearPass Policy Manager. What steps will you follow to complete
the integration process? (Select three)

A. Click on the default filter name with pre-defined filter queries and check box to enable as role.

B. Specify a new filter with filter queries to fetch authentication and authorization attributes.

C. Attribute Name under filter configuration must match one of the columns being requested from the database table.
D. Create a new Endpoint context server and add the SQL server IP, credentilas and the database name.

E. Alias Name under filter configuration must match one of the columns being requested from the database table.

F. Create a new authentication source and add the SQL server IP, credentials and the database name.

Correct Answer: BDF

QUESTION 6

Where is the following information stored in ClearPass?
1.

Roles and Posture for Connected Clients
2.

System Health for OnGuard

3.

Machine authentication State

4,

CoA session info

5.

Mapping of connected clients to NAS/NAD
A. Multi-Master cache

B. Endpoint database

C. insight database

D. ClearPass system cache
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Correct Answer: D

QUESTION 7

You are deploying ClearPass Policy Manager with Guest functionality for a customer with multiple Aruba Networks
Mobility Controllers The customer wants to avoid SSL errors during guest access but due to company security policy
cannot use a wildcard certificate on ClearPass or the Controllers. What is the most efficient way to configure the
customers guest solution? (Select two.)

A. Build multiple Web Login pages with vendor settings configured for each controller

B. Install the same public certificate on all Controllers with the common name "controller {company domain}"

C. Build one Web Login page with vendor settings for controller {company domain)

D. Install multiple public certificates with a different Common Name on each controller

Correct Answer: AB

QUESTION 8

Refer to the exhibit: A customer has configured a Guest Self registration page for their Cisco Wireless network with the
settings shown. What should be changed in order to successfully authenticate guests users?
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Homm » Configuration = Pages » Self-Aegistrations
Customize Self-Registration (Admin-GuestCiscoSelfReg)

Use this frm o make changes 10 thee soif-ragatration nstce Admin (haestClscosmiReg.

wmhm-h-dmmm I
Enabled; [wwmu.wmmm-'

. | inco Sywers |
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| Controlleringiated — Guest browssr parims HTTP fom bt %
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¥ Dafauim URL:  Pribie i S il LING o pegiemet il
Pleais riaty 5l priepeie] "1 i P'H LT RE AR IR

mw- " B rFores default destination for ol clants | [t it isn prperey A
HMHIMiwmmumwﬂh“

e HTTP Access
1t HTTPS Accaysd
g WabAuth SecureWWeh 4
st Pt HTTPS Rediectian
i Vigh Session Timeout
: | Cirrent

A. Secure Login should use HTTP
B. Change the Vendor Settings to Airespace Networks

C. Change \he IP Address to the Cisco Controller DNS name
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D. Login Method should be Controller-initiated - using HTTPs form submit

Correct Answer: C

QUESTION 9
A Customer has these requirements:

*

2.000 IoT endpoints that use MAC authentication

*

6,000 endpoints using a mix of username/password and certificate (Corporate/BYOD) based authentication

*

1,000 guest endpoints at peak usage that use guest self-registration

*

1500 BYOD devices estimated as 3 devices per User (500 users)

*

2,500 endpoints that have OnGuard installed and connect on a daily basis
What licenses should be installed to meet customer requirements?

A. 11,500 Access, 500 Onboard, 2,500 Onguard

B. 13.000 Access, 1.500 Onboard, 2,500 Onguard

C. 11,500 Access, 1,500 Onboard, 2.500 Onguard

D. 9,000 Access, 500 Onboard. 2.500 Onguard

Correct Answer: C

QUESTION 10

A customer would like to allow only the AD users with the "Manager" title from the "HQ" location to
Onboard their personal devices. Any other AD users should not be authorized to pass beyond the initial
device provisioning page.

Which Onboard service will you use to implement this requirement?

A. Onboard CP login service

B. Onboard Authorization service
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C. Onboard Provisioning service
D. Onboard Pre-Auth service

Correct Answer: A
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