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QUESTION 1

Refer to the exhibit. 

A company acquires ten barcode scanners to run inventory tasks. These Wifi devices support WPA2-PSK security only.
The network administrator deploys a WLAN named scanners using the configuration shown in the exhibit. 

What must the network administrator do next to ensure that the scanner devices successfully connect to their SSID? 

A. Add scanner MAC addresses in user derivation rules. 

B. Add scanner MAC addresses in the internal database. 

C. Set internal as the MAC authentication server group. 

D. Enable L2 Authentication Fail Through. 

Correct Answer: C 
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QUESTION 2

A financial institution contacts an Aruba partner to deploy an advanced and secure Mobility Master (MM)Mobility
Controller (MC) WLAN solution in its main campus and 14 small offices/home offices (SOHOs). Key requirements are
that users at all locations, including telecommuters with VIA, should be assigned roles with policies that filter undesired
traffic. Also, advanced WIPs should be enforced at the campus only. 

These are additional requirements for this deployment: 

RAPs should ship directly to their final destinations without any pre-setup and should come up with the right
configuration as soon as they get Internet access. Activate should be configured with devices MACs, serial numbers,
and provisioning rules that redirect them to the standalone VMC at the DMZ Users should be able to reach DNS, FTP,
Web and telephone servers in the campus as well as send and receive IP telephone calls to and from the voice
10.1.50.0/24 segment. Local Internet access should be granted. 

Refer to the exhibit. 

Refer to the scenario and the exhibit. 
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The standalone VMC will act as a VPN Concentrator of the RAPs. The network administrator configures the Standalone
VMC with a pool of addresses and the SOHOs AP Group from the MM. 

Which additional steps must the network administrator perform to allow the RAPs to terminate their IPSec tunnels and
associate to the Standalone VMC? 

A. Add RAP MAC addresses into the RAP whitelist, and associate them with the SOHOs AP-Group. 

B. Add RAP MAC addresses into the CPSec whitelist, and associate them with the SOHOs AP-Group. 

C. Configure the same IP Pool at the MM group level, then create user accounts for the RAPs in the internal database. 

D. Create user accounts with the sys-ap-role, and define shared secrets to associate to RAP IP addresses at the MM
group level. 

Correct Answer: D 

 

 

QUESTION 3
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Refer to the exhibit. 

An organization provides WiFi access through a corporate SSID with an Aruba Mobility Master (MM)Mobility Controller
(MC) network that includes PEF functions. The organization wants to have a single firewall policy configured and
applied to the employee role. 

This policy must allow users to reach Web, FTP, and DNS services, as shown in the exhibit. Other services should be
exclusive to other roles. The client NICs should receive IP settings dynamically. 

Which policy design meets the organization\\'s requirements while minimizing the number of policy rules? 

A. netdestination alias1 host 10.200.0.10 host 10.200.0.20 ip access-list session policy1 user host 10.200.0.5 svc-dns
permit user host 10.200.0.5 svc-http permit 

user alias alias1 svc-http permit user alias alias1 svc-ftp permit 

B. netdestination alias1 host 10.200.0.5 host 10.200.0.10 host 10.200.0.20 netdestination alias2 host 10.200.0.10 host
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10.200.0.20 ip access-list session policy1 any any svc-dhcp permit user host 10.200.0.5 svc-dns permit user alias alias1
svc-http permit user alias alias2 svc-ftp permit 

C. netdestination alias1 host 10.200.0.10 host 10.200.0.20 ip access-list session policy1 any any svc-dhcp permit user
host 10.200.0.5 svc-dns permit user host 10.200.0.5 svc-http permit user alias alias1 svc-http permit user alias alias1
svc-ftp permit 

D. netdestination alias1 host 10.200.0.5 host 10.200.0.10 host 10.200.0.20 netdestination alias2 

Correct Answer: C 

 

QUESTION 4

A financial institution contacts an Aruba partner to deploy an advanced and secure Mobility Master (MM)Mobility
Controller (MC) WLAN solution in its main campus and 14 small offices/home offices (SOHOs). Key requirements are
that users at all locations, including telecommuters with VIA, should be assigned roles with policies that filter undesired
traffic. Also, advanced WIPs should be enforced at the campus only. 

These are additional requirements for this deployment: 

RAPs should ship directly to their final destinations without any pre-setup and should come up with the right
configuration as soon as they get Internet access. Activate should be configured with devices MACs, serial numbers,
and provisioning rules that redirect them to the standalone VMC at the DMZ Users should be able to reach DNS, FTP,
Web and telephone servers in the campus as well as send and receive IP telephone calls to and from the voice
10.1.50.0/24 segment. Local Internet access should be granted. 

Refer to the exhibit. 
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Refer to the scenario and the exhibit. 

What is the minimal license capacity in use to support this proposal? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: B 
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QUESTION 5

Refer to the exhibit. 

Based on the output shown in the exhibitm with which Aruba devices has Access-1 established tunnels? 

A. a pair of MCs within a cluster 

B. a single standalone MC 

C. a pair of MCs with APFF enabled 

D. a pair of switches 

Correct Answer: B 

 

QUESTION 6

Refer to the exhibit. 
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A network administrator wants to configure an 802.1x supplicamt for a wireless network that includes the following: AES
encryption EAP-MSCHAP v2-based user and machine authentication Validation of server certificate in Microsoft
Windows 10 

The network administrator creates a WLAN profile and selects the change connection settings option. Then the network
administrator changes the security type to Microsoft: Protected EAP (PEAP), and enables user and machine
authentication under Additonal Settings. 

What must the network administrator do next to accomplish the task? 

A. Enable user authentication under Settings. 

B. Change the security type to Microsoft. Smart Card or other certificate. 

C. Enable server certificate validation under Settings. 

D. Enable computer autentication under Settings. 

Correct Answer: B 

 

 

QUESTION 7

Refer to the exhibit. 
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Help desk staff receive reports from users that there is inefficient wireless service in a location serviced by AP20, AP21,
and AP22, and open a ticket. A few hours later, the users report that there is a drastic improvement in service. The staff
still wants to determine the cause of the problem so the next day thay start monitoring the tasks. 

They access the Mobility Master (MM), and obtain the output shown in the exhibit. 

What could be the cause of the problem that the users reported? 

A. AirMatch was running an initial incremental optimization. 

B. An operator used AirMatch to manually freeze AP channel and power. 

C. An operator manually assigned settings in the radio profile. 

D. AirMatch was running a full on-demand optimization. 

Correct Answer: B 

 

QUESTION 8

A financial institution contacts an Aruba partner to deploy an advanced and secure Mobility Master (MM)Mobility
Controller (MC) WLAN solution in its main campus and 14 small offices/home offices (SOHOs). Key requirements are
that users at all locations, including telecommuters with VIA, should be assigned roles with policies that filter undesired
traffic. Also, advanced WIPs should be enforced at the campus only. 

These are additional requirements for this deployment: 

RAPs should ship directly to their final destinations without any pre-setup and should come up with the right
configuration as soon as they get Internet access. Activate should be configured with devices MACs, serial numbers,
and provisioning rules that redirect them to the standalone VMC at the DMZ Users should be able to reach DNS, FTP,
Web and telephone servers in the campus as well as send and receive IP telephone calls to and from the voice
10.1.50.0/24 segment. Local Internet access should be granted. 

Refer to the exhibit. 
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Refer to the scenario and the exhibit. 
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Which command must the network administrator add in the split-tunneling policy to meet the requirements for the RAP
employee SSID? 

A. user any svc-http permit 

B. user any any src-nat pool dynamic-srcnat 

C. any user any src-nat pool dynamic-srcnat 

D. user any any dst-nat 

Correct Answer: B 

 

 

QUESTION 9

A network administrator implements a SIP-based IP telephone solution. The objective is to ensure that APs use 100% of
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their airtime for network access whenever a voice call is taking place, to minimize communication delays. The network
administrator also wants to ensure that a log entry is generated when voice calls occur. 

Which setup accomplishes these tasks? 

A. ip access-list session voice user any svc-rtsp permit log queue high user any svc-sip-udp permit log queue high 

B. ip access-list session voice user any-svc-rtsp permit disable-scanning log user any svc-sip-udp permit disable-
scanning log 

C. ip access-list session voice user any svc-rtsp permit log dot1p-priority 7 user any svc-sip-udp permit log dot1p-priority
7 

D. ip access-list session voice user any svc-rtsp permit log tos 56 user any svc-sip-udp permit log tos 56 

Correct Answer: C 

 

QUESTION 10

Refer to the exhibit. 

A network engineer deploys two different DHCP pools in an Instant AP (IAP) cluster for WLANs that will have
connectivity to a remote site using Aruba IPSec. 

Based on the output shown in the exhibit, which IAP-VPN DHCP modes are being used? 

A. distributed L3 and centralized L3 

B. distributed L3 and local L3 

C. distributed L3 and centralized L2 

D. local L3 and centralized L2 

Correct Answer: C 

 

QUESTION 11

Refer to the exhibits. 

Exhibit 1 
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Exhibit 2 
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Exhibit 3 

A network engineer deploys a Master Controller (MC) cluster at Headquarter to offer high levels of redundancy, and
prepares the wired side of the network. This preparation includes the VLAN, DHCP Settings, and unicast routing
services that APs require to reach the cluster. 

The network engineer waits for 20 minutes after connecting the APs and sees that no SSIDs are advertised. The
network engineer logs into one of the MCs and one of the AP\\'s consoles to obtain the outputs shown in the exhibits. 

What can the network engineer do to fix the APs discovery process, to ensure the best scalability even if one MC fails? 

A. Reprovision the APs with a different Master IP. 

B. Modify the IP address in one of the MCs. 

C. Modify option 43 in the DHCP pool. 

D. Create a VRRP instance in the MCs. 

Correct Answer: C 
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QUESTION 12

Refer to the exhibit. 

A user reports show response time to a network administrator and suggests that there might be a problem with the
WLAN. The user\\'s laptop supports 802.11n in the 2.4 GHz band only. The network administrator finds the user on the
Mobility Master (MM) and reviews the output shown in the exhibit. 

What can the network administrator conclude after analyzing the data? 

A. Client health is low, and retried frames are high. It is possible there is high channel utilization. 

B. Client health is low, but SNR is high. It is possible data in the dashboard is not accurate and needs to be updated. 

C. The speed is good. Client health seems to be related to a problem with the client NIC. 

D. The network is low because of low SNR. TX power must be increased in both the client and the AP. 

Correct Answer: B 

 

QUESTION 13

Refer to the exhibit. 
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A network administrator completes the initial configuration dialog of the Mobility Controllers (MCs) and they join the
Mobility Master (MM) for the first time. After the MM-MC association process, the network administrator only creates AP
groups, VAPs, and roles. Next, the network administrator proceeds with the configuration of the policies and creates the
policy shown in the exhibit. 

Which additional steps must be done to make sure this configuration takes effecr over the contractor users? 

A. Apply the policy in the contractors user role. Enable deep packet inspection. 

B. Apply the policy in the contractors user role. Enable deep packet inspection. Reload the MCs. 

C. Enable the firewall visibility. Enable web-content classification Reload the MCs. 

D. Enable firewall visibility Enable web-content classification Reload the MMs. 

Correct Answer: A 

 

QUESTION 14

Refer to the exhibits. 

Exhibit 1 
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Exhibit 2 A network administrator adds a new Mobility Controller (MC) to the production Mobility Master (MM) and
deploys APs that start broadcasting the employees SSID in the West wing of the building. Suddenly, the employed
report client disconnects. When accessing the MM the network administrator notices that the MC is unreachable, then
proceeds to access the MC\\'s console and obtains the outputs shown in the exhibits. 
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What should the network administrator do next to solve the current problem? 

A. Decommission the MC from the MM, and add it again. 

B. Open a TAC case, and send the output of tar crash. 

C. Verify the license pools in the MM. 

D. Kill two zombie processes, then reboot the MC. 

Correct Answer: D 

 

QUESTION 15

Refer to the exhibit. 
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An Aruba network is deployed with L2 and L3 Mobility Master (MM) redundancy across two datacenters, as shown in
the exhibit. The network administrator confirms that all Mobility Controllers (MC) are currently communicating with MM1,
which is the L2 Active, and L3 Primary. Which MM IP will MCs communicate with if MM1 fails? 

A. 10.1.1.10 

B. 10.1.1.12 

C. 10.2.1.10 

D. 10.2.1.21 

Correct Answer: B 
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