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QUESTION 1

An organization wants to ensure a client\\'s antivirus is installed and up to date prior to allowing network access. 

Which ClearPass feature can be used to accomplish this? 

A. Guest with sponsor approval 

B. OnGuard 

C. Guest with self-registration 

D. Onboarding 

E. RADIUS Authorization 

Correct Answer: B 

 

QUESTION 2

ClearPass Onboard is used primarily to automate which type of network connections? 

A. visitor health checks 

B. guest self-registration 

C. VPN 

D. guest captive portal 

E. employee 802.1x 

Correct Answer: B 

 

QUESTION 3

Which additional service must be added to a ClearPass server to use the OnGuard Agent health checks for 802.1x
authentication? 

A. HTTP Posture Service 

B. 802.1x Authentication 

C. 802.1x Posture Service 

D. 802.1x Enforcement policy 

E. WebAuth Service 

Correct Answer: E 
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Reference http://community.arubanetworks.com/t5/Security/Clearpass-Onguard-implementation-anddocumentation/td-
p/121057 

 

QUESTION 4

Which ClearPass posture token indicates that while the client is compliant, there is an available update for the client? 

A. Healthy 

B. Checkup 

C. Unknown 

D. Remediate 

E. Infected 

Correct Answer: B 

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.6/PolicyManager/Content/ 

CPPM_UserGuide/Posture/postureArchandFlow.html 

 

QUESTION 5

Which ClearPass feature is used for endpoint compliance and client health status? 

A. Posture 

B. Onboard 

C. Profiling 

D. Captive Portal 

E. RADIUS CoA 

Correct Answer: B 

 

QUESTION 6

A guest user connects to an Aruba Controller wireless network and is redirected to a web login page on ClearPass. 

How is the redirection performed? 

A. The user inputs the URL of the web login page in their browser 

B. The user is redirected to the securelogin.arubanetworks.com web login page. 

C. ClearPass will capture web traffic and redirect the client to the Web Login page. 
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D. The controller will capture web traffic and redirect the traffic to the ClearPass Web Login page. 

E. The user inputs the URL of the controller\\'s securelogin.arubanetworks.com page in their browser. 

Correct Answer: D 

 

QUESTION 7

What information is needed to add ClearPass to an Active Directory Domain? (Choose two.) 

A. domain user credentials 

B. CPPM enterprise credentials 

C. Administrator FQDN 

D. domain controller FQDN 

E. Administrator user credentials 

Correct Answer: DE 

Reference: https://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/Active
%20Directory/Joining_AD_domain.htm 

 

QUESTION 8

When Active Directory is added as an authentication source, what should the format be for the Active Directory bin DN? 

A. admin.domain.com 

B. domain.com\admin 

C. domain.com 

D. admin@domain.com 

E. admin\domain.com 

Correct Answer: D 

For Active Directory, the bind DN can also be in the administrator@domain format (for example,
administrator@acme.com). 

Reference http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/
CPPM_UserGuide/Auth/AuthSource_GenericLDAP.htm 

 

QUESTION 9

Refer to the exhibit. 
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Which user authentication request will match the service rules of the Policy Service shown? 

A. a wireless user connecting to the SSID Corporate 

B. a guest user authenticating via captive portal 

C. a wireless user connecting to any network 

D. all authentication requests 

E. a wired user connecting to an Aruba Controller 

Correct Answer: A 

 

QUESTION 10

What happens when a client successfully authenticates but does not match any Enforcement Policy rules? 

A. no role is applied to the device 

B. logon profile is applied to the device 

C. default Enforcement profile is applied 

D. guest rule is applied to the device 

E. default rule is applied to the device 

Correct Answer: C 

The first time a device connects, it\\'s allowed on in a limited state (session timeout is a low value and DHCP is allowed)
because it doesn\\'t match any Enforcement policy rules based on Endpoint Category. The default enforcement profile is
used. 

Reference: http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/tdp/243252 
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