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QUESTION 1

What information is needed to add ClearPass to an Active Directory Domain? (Choose two.)
A. domain user credentials

B. CPPM enterprise credentials

C. Administrator FQDN

D. domain controller FQDN

E. Administrator user credentials

Correct Answer: DE

Reference: https://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/Active
%?20Directory/Joining_AD_domain.htm

QUESTION 2

Which statement most accurately describes how the HTTP collector words for profiling?

A. HTTP packets are inspected when a user accesses any guest page on ClearPass.

B. When a user access the Aruba controller captive portal page, HTTP packets are captured by ClearPass.
C. HTTP packets are inspected only when a user accesses the ClearPass administration Ul page.

D. When a user accesses any internet page, HTTP packets are captured by ClearPass.

E. HTTP packets are forwarded from the Controller to ClearPass.

Correct Answer: A

QUESTION 3
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MAC Address 0023e9339744 1P Address
Description Static 1P
& Hostname
Status ! Known client Device Category
* Unknown client

Device OS5 Family

Disabled clien

MAC Vendor F5 Networks, Inc.

Added by Policy Manager
Online Status Not Available Updated At
Show Fingerprint

Endpoint Fingerprint Details

TCP Device Category':

Device Name
Added At

TCP Fingerprint:

10.2.101.251
TRUE

Unknown

Unknown
Feb 10, 2015 13:10:57 PST
Feb 16, 2015 01:18:59 PST

&

Sevo | Cancol

Refer to the exhibit. Based on the information shown, what is the status of the network?

A. ClearPass can do TCP OS finger printing but Dictionary is not updated.
B. ClearPass cannot do TCP OS finger printing.

C. Device is Unknown to ClearPass.

D. Device is not authenticated.

E. ClearPass supports TCP finger printing but it is not enabled.

Correct Answer: E

QUESTION 4

What must a network administrator configure on ClearPass to enable RADIUS authentication with a network access

device (NAD)? (Choose two.)
A. An NTP server needs to be set up on the NAD.

B. The ClearPass server certificate must be installed on the NAD.

HPE6-A07 PDF Dumps | HPE6-AQ7 Practice Test | HPE6-AQ7 Braindumps

3/7



https://www.leads4pass.com/hpe6-a07.html
https://www.leads4pass.com/hpe6-a07.html
https://www.leads4pass.com/hpe6-a07.html

https://lwww.leads4pass.com/hpe6-a07.html
2024 Latest leads4pass HPE6-A07 PDF and VCE dumps Download

C. A shared secret must be configured on the ClearPass server and NAD.
D. The ClearPass server must have the network device added as a valid NAD.
E. A bind username and bind password must be provided.

Correct Answer: CD

QUESTION 5

A ClearPass deployment needs to be designed to determine whether a user authenticating is an HR department
employee in the Active Directory Server and whether the user\\'s device is healthy.

Which policy service components will the network administrator need to use?
A. Posture, Authentication and Authorization

B. Posture and Firewall Roles

C. Posture and Onboard

D. Authentication and Authorization

E. Posture, Authentication and Onboarding

Correct Answer: A

Reference http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/
CPPM_UserGuide/About%20ClearPass/About_ClearPass.htm

QUESTION 6
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( (Radius:IETF:NAS-Port-Type EQUALS Ethernet (15))

AND (Radius:1ETF:Service-Type BELONGS_TO Login-User (1), Framed-
! L User (2), Authenticate-Only (8)) )
[Configuration>>Services>>Reorder | sND (Connection:Protocol EQUALS RADIUS)

Reorder Services

-
Order Name - -
I ——— : e r_J---—----------“-_“u-—--l
1 [Policy Manager Admin Nefye —_
Service) ';:--" :ll Service Rule 1
2  podBwired ,,.-“" ( (Radius:IETF:NAS-Port-Type BELONGS_TO Ethemnet (15), Wireless- ||
-
- 802.11 (19)) I
3 pod8-mac auth @ m me m == "'i AND (Radius: [ETF:Service-Type BELONGS_TO Login-User (1), Call- g
4 podBwireless a Check (10)) I
- S| AND {Connection:Client-Mac-Address EQUALS %{Radius:IETF:User-
N~ 1
~ e Il Name}) )
\\ "‘hJ AND (Connection:Protocol EQUALS RADIUS) :
[l

Service Rule

( (Radius:IETF:NAS-Port-Type EQUALS Wireless-802.11 (19))
AND (Radius:IETF:Service-Type BELONGS_TO Login-User (1), Framed-

[ User (2), Authenticate-Only (8))
1 AND (Radius:Aruba:Aruba-Location-Id EXISTS )
I AND (Radius:Aruba:Aruba-Essid-Name EXISTS ) )

Refer to the exhibit. A user connects to an Aruba Access Point wireless SSID named "secure-corporate” and performs
an 802.1X authentication with ClearPass as the authentication server.

Based on this service configuration, which service will be triggered?
A. pod8-mac auth

B. No service will be triggered

C. pod8wireless

D. [Policy Manager Admin Network Service]

E. pod8wired

Correct Answer: A

QUESTION 7

Which two configuration options are necessary to add a Network Access Device into the ClearPass Policy Manager?
(Choose two.)

A. Admin Password

B. NAD IP Address
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C. Shared Secret
D. Console Password
E. HTTPS address

Correct Answer: BC

QUESTION 8

Join AD Domain 0

ANV T FCLLiTU LS 1YL D2AWVD 1aniee 1 nALmviig

INFO - Creating domain directories for 'TRAINING'

Enter cppm-admin's password:

kinit succeeded but ads_sasl_spnego_krb5_bind failed: Unspecified GSS
failure. Minor code may provide more information : Clock skew too great
Failed to join domain: failed to connect to AD: Unspecified GSS

failure. Minor code may provide more information Clock skew too great
INFO - Restoring smb configuration

INFO - Restoring krbS configuration file

INFO - Deleting domain directories for TRAINING'

ERROR - cpe6.5-F-14 failed to join the domain
TRAINING.ARUBANETWORKS.COM with domain controller as dc-1.training
Jnln dnrnaln failed

0 R

Refer to the exhibit. Based on the information shown, why did the Joining AD fail?

A. the GSS is wrong

B. the wrong FQDN of the AD was entered while joining

C. the wrong domain name was selected while joining the AD

D. there is a clock difference between ClearPass and AD servers
E. there is an IP communication issue

Correct Answer: D

QUESTION 9
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Which Operating Systems can use Network Access Protection (NAP) policy agents? (Select two.)
A. Windows XP

B. Android

C. Windows 7

D. Mac OS X

E. iOS 6 and higher

Correct Answer: AC

QUESTION 10

When enforcement action is used in ClearPass to bounce a client?
A. Webpage redirect

B. ACL

C. VLAN attribute

D. RADIUS VSA

E. RADIUS CoA

Correct Answer: E

In the Profiler tab, change the RADIUS CoA Action to "[Cisco - Bounce-Host-Port]". Make sure your switch is configured
for this.

Reference http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/tdp/243252
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