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QUESTION 1

SSL technology is used to:

A. Secure communications with websites.
B. Encrypt the contents of a hard disk.

C. Secure a wireless transmission.

D. Provide remote assistance to users.

Correct Answer: A

QUESTION 2

HIPAA federal regulations require PHI to be retained for which of the following number of years?
A.5

B.6

C.10

D.11

Correct Answer: B

QUESTION 3

Exploiting staff members to gain access to restricted files or systems is known as:
A. Malware

B. Social engineering

C. Access control

D. Spyware

Correct Answer: B

QUESTION 4
Record retention on a federal level is BEST summarized by which of the following?
A. HITECH

B. NIST
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C. HHS
D. HIPAA

Correct Answer: D

QUESTION 5

Which of the following actions describes what a technician MUST do immediately before entering a patient isolation
room?

A. Sign a Business Associate Agreement.

B. Wear a mask.

C. Wear mask and gown.

D. Contact a clinician to get more information about the patient.

Correct Answer: C

QUESTION 6

A user cannot access a medical website address. A technician tries to connect to the website and cannot connect to it
either; however, the technician is able to PING the site using its IP address.

Which of the following is MOST likely the problem?
A. DHCP is not functioning.

B. The gateway is down.

C. The website is down.

D. The DNS server is down.

Correct Answer: D

QUESTION 7

Which of the following rights are required in order to enter information into a database?
A. Full Access

B. Modify

C. Read

D. Write
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Correct Answer: D

QUESTION 8

Which of the following is a best practice for keeping information in a medical office protected from other patients\\
view?

A. Screen protectors

B. Print and store the file

C. Screen-less signature pads
D. Monitor placement

Correct Answer: A

QUESTION 9

When connecting remotely to a network, which of the following is MOST often used?
A.RDC

B. VPN

C. Terminal emulation

D. HTTPS

Correct Answer: B

QUESTION 10

Which of the following is an example of basic clinical workflow?
A. Examination, Referral, Consultation

B. Referral, Examination, Consultation

C. Registration, Consultation, Examination

D. Diagnosis, Consultation, Examination

Correct Answer: C

QUESTION 11

A system upgrade is released to a limited number of users in a non-production capacity. Which of the following change
control environments would these users operate in?
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A. Production/Live
B. Development
C. User Test

D. QA/Test

Correct Answer: C

QUESTION 12

Which of the following would use a hospital extranet to access data?
A. In-house clinical staff

B. A network administrator

C. An insurance company

D. The hospital pharmacy

Correct Answer: C

QUESTION 13

Which of the following are methods used to prevent unauthorized access to PHI? (Select TWO).
A. Make backup hard copies of important medical documents.

B. Discuss patient\\'s condition with medical staff.

C. Copy data to a flash drive.

D. Follow regulated disposal of PHI documents.

E. Log off the computer while away.

Correct Answer: DE

QUESTION 14

Whenever a user visits a website, more browser windows open with links to similar products and services.
This is an example of which of the following security risks?

A. Malware

B. Spyware
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C. Adware
D. Vaporware

Correct Answer: C

QUESTION 15

Which of the following record types is a public record?
A. Immunization chart

B. Drug test

C. HIV test result

D. Death certificate

Correct Answer: D
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