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QUESTION 1

Which of the following is used as a default port by the TELNET utility? 

A. 21 

B. 80 

C. 20 

D. 23 

Correct Answer: D 

 

QUESTION 2

Which of the following steps is involved in the network planning process? 

A. Documentation and analysis of results 

B. Data acquisition 

C. Analysis/Forecasting 

D. Network-synthesis 

Correct Answer: D 

 

QUESTION 3

Which of the following are the types of intrusion detection systems? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. Network intrusion detection system (NIDS) 

B. Client-based intrusion detection system (CIDS) 

C. Host-based intrusion detection system (HIDS) 

D. Server-based intrusion detection system (SIDS) 

Correct Answer: AC 

 

QUESTION 4

You work as a Network Administrator for NetTech Inc. You want to prevent your network from Ping flood attacks. 

Which of the following protocols will you block to accomplish this task? 
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A. IP 

B. FTP 

C. PPP 

D. ICMP 

Correct Answer: D 

 

QUESTION 5

A scenario involves a pool of users with private IP addresses who need to access the Internet; however, the company
has a limited number of IP addresses and needs to ensure users occupy only one public IP address. 

Which technology is used to allow a pool of users to share one global IP address for Internet access? 

A. Port Address Translation 

B. Private Address Translation 

C. Per-user Address Translation 

D. Pool Address Translation 

Correct Answer: A 

 

QUESTION 6

You are implementing passive OS fingerprinting in a network. 

Which of the following aspects are required to be configured there? 

Each correct answer represents a part of the solution. (Choose all that apply.) 

A. Edit signature vulnerable OS lists. 

B. Enable passive analysis. 

C. Define and import OS mappings. 

D. Define event action rules filters using the OS relevancy value of the target. 

E. Limit the attack relevance rating calculation to a specific IP address range. 

Correct Answer: ACDE 

 

QUESTION 7

Which of the following describes the term inside global in NAT configuration? 
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A. It is a local MAC address assigned to a host in a private network. 

B. It is the data that comes inside a local network from an external host. 

C. It is a local IP address assigned to a host in a private network. 

D. It is the registered (public) IP address that represents the inside hosts in private network to the outside network. 

Correct Answer: D 

 

QUESTION 8

Which of the following firewall types operates at the Network layer of the OSI model and can filter data by port, interface
address, source address, and destination address? 

A. Circuit-level gateway 

B. Application gateway 

C. Proxy server 

D. Packet Filtering 

Correct Answer: D 

 

QUESTION 9

Which of the following forms on NAT maps multiple unregistered IP addresses to a single registered IP address by
using different ports? 

A. Overclocking 

B. Dynamic NAT 

C. Overloading 

D. Static NAT 

Correct Answer: C 

 

QUESTION 10

Distributed Checksum Clearinghouse (DCC) is a hash sharing method of spam email detection. Which of the following
protocols does the DCC use? 

A. TCP 

B. UDP 

C. TELNET 
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D. ICMP 

Correct Answer: B 

 

QUESTION 11

Which of the following is a version of netcat with integrated transport encryption capabilities? 

A. Encat 

B. Nikto 

C. Socat 

D. Cryptcat 

Correct Answer: D 

 

QUESTION 12

At which of the following layers of the Open System Interconnection (OSI) model the Internet Control Message Protocol
(ICMP) and the Internet Group Management Protocol (IGMP) work? 

A. The Data-Link layer 

B. The Physical layer 

C. The Network layer 

D. The Presentation layer 

Correct Answer: C 

 

QUESTION 13

You are the Network Administrator and your company has recently implemented encryption for all emails. You want to
check to make sure that the email packages are being encrypted. 

What tool would you use to accomplish this? 

A. Password cracker 

B. Performance Monitor 

C. Packet sniffer 

D. Vulnerability analyzer 

Correct Answer: C 
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QUESTION 14

Jain works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.abc.com.
In order to do so, he performs the following steps of the preattack phase successfully: 

•

 Information gathering 

•

 Determination of network range 

•

 Identification of active systems 

•

 Location of open ports and applications 

Now, which of the following tasks should he perform next? 

A. 

Install a backdoor to log in remotely on the We-are-secure server. 

B. 

Map the network of We-are-secure Inc. 

C. 

Fingerprint the services running on the we-are-secure network. 

D. 

Perform OS fingerprinting on the We-are-secure network. 

Correct Answer: D 

 

QUESTION 15

Which of the following address translation types only translates one (and only one) IP address to another without using
ports? 

A. Dynamic NAT 

B. NAT 

C. PAT 

D. Static NAT 

Correct Answer: B 
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