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QUESTION 1

How many clusters can a FAT 16 system address?
A. 65,536

B. 4,096

C. 268,435,456

D. 4,294,967,296

Correct Answer: A

QUESTION 2

The default export folder remains the same for all cases.
A. True

B. False

Correct Answer: B

QUESTION 3

Searches and bookmarks are stored in the evidence file.
A. False

B. True

Correct Answer: A

QUESTION 4

A FAT directory has as a logical size of:
A. 0 bytes

B. One cluster

C. 128 bytes

D. 64 bytes
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Correct Answer: A

QUESTION 5

A sector on a hard drive contains how many bytes?
A. 2048

B. 4096

C. 1024

D. 512

Correct Answer: D

QUESTION 6

A signature analysis has been run on a case. The result "Bad Signature " means:
A. The file signature is known and does not match a known file header.

B. The file signature is known and the file extension is known.

C. The file signature is known and does not match a known file extension.

D. The file signature is unknown and the file extension is known.

Correct Answer: D

QUESTION 7

A hash set would most accurately be described as:

A. A group of hash libraries organized by category.

B. A group of hash values that can be added to the hash library.
C. Atable of file headers and extensions.

D. Botha and b.

Correct Answer: B

QUESTION 8

The following keyword was typed in exactly as shown. Choose the answer(s) that would result. All search criteria have
default settings. credit card
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A. Card

B. Credit Card
C. credit card
D. Credit

Correct Answer: BC

QUESTION 9

In the EnCase environment, the term xternal viewers?is best described as: In the EnCase environment, the term
?xternal viewers?is best described as:

A. Programs that are exported out of an evidence file.

B. Any program that will work with EnCase.

C. Any program that is loaded on the lab hard drive.

D. Programsthat are associated with EnCase to open specific file types.

Correct Answer: D

QUESTION 10

Creating an image of a hard drive that was seized as evidence:

A. May be done by anyone because it is a relatively simple procedure.

B. May only be done by trained personnel because the process has the potential to alter the original evidence.
C. May only be done by computer scientists.

D. Should be done by the user, as they are most familiar with the hard drive.

Correct Answer: B

QUESTION 11

The EnCase methodology dictates that the lab drive for evidence have a prior to making an image.
A. FAT 16 partition

B. NTFS partition

C. unigue volume label

D. bare, unused partition
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Correct Answer: C

QUESTION 12

Select the appropriate name for the highlighted area of the binary numbers.
A. Word

B. Byte

C. Bit

D. Nibble

E. Dword

Correct Answer: B

QUESTION 13

Select the appropriate name for the highlighted area of the binary numbers.
A. Byte

B. Dword

C. Bit

D. Word

E. Nibble

Correct Answer: E

QUESTION 14

A standard DOS 6.22 boot disk is acceptable for booting a suspect drive.
A. True

B. False

Correct Answer: B

QUESTION 15

How many partitions can be found in the boot partition table found at the beginning of the drive?
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A.8
B. 4
C.6
D.2

Correct Answer: B
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