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QUESTION 1

Which of the following network protocols are supported for administrative access to a FortiGate unit? 

A. HTTPS, HTTP, SSH, TELNET, PING, SNMP 

B. FTP, HTTPS, NNTP, TCP, WINS 

C. HTTP, NNTP, SMTP, DHCP 

D. Telnet, FTP, RLOGIN, HTTP, HTTPS, DDNS 

E. Telnet, UDP, NNTP, SMTP 

Correct Answer: A 

 

QUESTION 2

The ordering of firewall policies is very important. Policies can be re-ordered within the FortiG- ate Web Config and also
using the CLI. The command used in the CLI to perform this function is __________. 

A. set order 

B. edit policy 

C. reorder 

D. move 

Correct Answer: D 

 

 

QUESTION 3

Which of the following network protocols can be used to access a FortiGate unit as an adminis- trator? 

A. HTTPS, HTTP, SSH, TELNET, PING, SNMP 

B. FTP, HTTPS, NNTP, TCP, WINS 

C. HTTP, NNTP, SMTP, DHCP 

D. Telnet, FTP, RLOGIN, HTTP, HTTPS, DDNS 

E. Telnet, UDP, NNTP, SMTP 

Correct Answer: A 
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QUESTION 4

Which of the following statements regarding the firewall policy authentication timeout is true? 

A. The authentication timeout is an idle timeout. This means that the FortiGate unit will consider a user to be "idle" if it
does not see any packets coming from the user\\'s source IP. 

B. The authentication timeout is a hard timeout. This means that the FortiGate unit will remove the temporary policy for
this user\\'s source IP after this timer has expired. 

C. The authentication timeout is an idle timeout. This means that the FortiGate unit will consider a user to be "idle" if it
does not see any packets coming from the user\\'s source MAC. 

D. The authentication timeout is a hard timeout. This means that the FortiGate unit will remove the temporary policy for
this user\\'s source MAC after this timer has expired. 

Correct Answer: A 

 

 

QUESTION 5

When creating administrative users, the assigned _____________determines user rights on the FortiGate unit. 

Correct Answer: access profile  

 

QUESTION 6

Which of the following is true regarding Switch Port Mode? 

A. Allows all internal ports to share the same subnet. 

B. Provides separate routable interfaces for each internal port. 

C. An administrator can select ports to be used as a switch. 

D. Configures ports to be part of the same broadcast domain. 

Correct Answer: A 

 

QUESTION 7

FortiGate units are preconfigured with four default protection profiles. These protection profiles are used to control the
type of content inspection to be performed. 

What action must be taken for one of these profiles to become active? 

A. The protection profile must be assigned to a firewall policy. 

B. The "Use Protection Profile" option must be selected in the Web Config tool under the sec- tions for AntiVirus, IPS,
WebFilter, and AntiSpam. 
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C. The protection profile must be set as the Active Protection Profile. 

D. All of the above. 

Correct Answer: A 

 

 

QUESTION 8

A FortiGate unit can act as which of the following? (Select all that apply.) 

A. Antispam filter 

B. Firewall 

C. VPN gateway 

D. Mail relay 

E. Mail server 

Correct Answer: ABC 

 

QUESTION 9

Which of the following statements best describes the proxy behavior on a FortiGate unit during an FTP client upload
when FTP splice is disabled? 

A. The proxy will not allow a file to be transmitted in multiple streams simultaneously. 

B. The proxy sends the file to the server while simultaneously buffering it. 

C. If the file being scanned is determined to be infected, the proxy deletes it from the server by sending a delete
command on behalf of the client. 

D. If the file being scanned is determined to be clean, the proxy terminates the connection and leaves the file on the
server. 

Correct Answer: A 

 

 

QUESTION 10

Which statement is correct regarding virus scanning on a FortiGate unit? 

A. Virus scanning is enabled by default. 

B. Fortinet Customer Support enables virus scanning remotely for you. 
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C. Virus scanning must be enabled in a UTM security profile and the UTM security profile must be assigned to a firewall
policy. 

D. Enabling virus scanning in a UTM security profile enables virus scanning for all traffic flowing through the FortiGate
device. 

Correct Answer: C 

 

 

QUESTION 11

Which of the following statements is correct regarding a FortiGate unit operating in NAT/Route mode? 

A. The FortiGate unit requires only a single IP address for receiving updates and configuring from a management
computer. 

B. The FortiGate unit must use public IP addresses on both the internal and external networks. 

C. The FortiGate unit commonly uses private IP addresses on the internal network but hides them using rk address
translation. 

D. The FortiGate unit uses only DHCP-assigned IP addresses on the internal network. 

Correct Answer: C 

 

 

QUESTION 12

Which of the following statements are correct regarding logging to memory on a FortiGate unit? (Select all that apply.) 

A. When the system has reached its capacity for log messages, the FortiGate unit will stop log- ging to memory. 

B. When the system has reached its capacity for log messages, the FortiGate unit overwrites the oldest messages. 

C. If the FortiGate unit is reset or loses power, log entries captured to memory will be lost. 

D. None of the above. 

Correct Answer: BC 

 

 

QUESTION 13

Which of the following items is NOT a packet characteristic matched by a firewall service object? 

A. ICMP type and code 

B. TCP/UDP source and destination ports 
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C. IP protocol number 

D. TCP sequence number 

Correct Answer: D 

 

QUESTION 14

UTM features can be applied to which of the following items? 

A. Firewall policies 

B. User groups 

C. Policy routes 

D. Address groups 

Correct Answer: A 

 

QUESTION 15

When browsing to an internal web server using a web-mode SSL VPN bookmark, from which of the following source IP
addresses would the web server consider the HTTP request to be initiated? 

A. The remote user\\'s virtual IP address. 

B. The FortiGate unit\\'s internal IP address. 

C. The remote user\\'s public IP address. 

D. The FortiGate unit\\'s external IP address. 

Correct Answer: B 
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