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QUESTION 1

Which of the following statements are correct regarding positive and negative security models? (Choose 2) 

A. Positive security model allows all transactions by default. 

B. Negative security model denies all transactions by default. 

C. Negative security model allows all transactions by default and rejects only transactions that contain attacks. 

D. Positive security model denies all transactions by default and uses rules that allow only those transactions that are
considered safe and valid. 

Correct Answer: CD 

 

QUESTION 2

There are many user roles configurable on the BIG-IP ASM System. Which of the following user roles have access to
make changes to ASM policies? (Choose 3) 

A. Guest 

B. Operator 

C. Administrator 

D. Web Application Security Editor 

E. Web Application Security Administrator 

Correct Answer: CDE 

 

QUESTION 3

In the following configuration, a virtual server has the following HTTP class configuration: 

HTTP Class 1 = Host pattern www.f5.com 

HTTP Class 2 = No filters 

A request arriving for WWW.F5.COM will be matched by which class(es)? 

A. Class 1 

B. Class 2 

C. Both Class 1 and Class 2 

D. The request will be dropped 

Correct Answer: B 
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QUESTION 4

Which of the following is correct regarding static parameters? 

A. A static parameter is stored in a frame cookie. 

B. A static parameter is pre-defined by the web application logic. 

C. A static parameter is learned only by using the Deployment Wizard. 

D. A static parameter is mapped once when creating the application flow model. 

Correct Answer: B 

 

QUESTION 5

Which of the following is a language used for content provided by a web server to a web client? 

A. FTP 

B. TCP 

C. HTTP 

D. HTML 

Correct Answer: D 

 

QUESTION 6

Which of the following protocol protections is not provided by the Protocol Security Manager? 

A. FTP 

B. SSH 

C. HTTP 

D. SMTP 

Correct Answer: B 

 

QUESTION 7

A security audit has determined that your web application is vulnerable to a cross-site scripting attack. Which of the
following measures are appropriate when building a security policy? (Choose 2) 

A. Cookie length must be restricted to 1024 bytes. 
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B. Attack signature sets must be applied to any user input parameters. 

C. Parameter data entered for explicit objects must be checked for minimum and maximum values. 

D. Parameter data entered for flow-level parameters must allow some meta-characters but not others. 

Correct Answer: BD 

 

QUESTION 8

Which HTTP response code ranges indicate an error condition? (Choose 2) 

A. 1xx 

B. 2xx 

C. 3xx 

D. 4xx 

E. 5xx 

Correct Answer: DE 

 

QUESTION 9

Which of the following methods of protection operates on server responses? 

A. Dynamic parameter protection 

B. Response code validation and response scrubbing 

C. Response code validation and HTTP method validation 

D. HTTP RFC compliancy check and meta-character enforcement 

Correct Answer: B 

 

QUESTION 10

The BIG-IP ASM System sets two types of cookies to enforce elements in the security policy. The two types are main
and frame cookies. What is the purpose of the frame cookie? (Choose 2) 

A. Validates domain cookies 

B. Detects session expiration 

C. Stores dynamic parameters and values 

D. Handles dynamic parameter names and flow extractions 
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Correct Answer: CD 
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