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QUESTION 1

Which of the following application options can be used when defining trusted sources? 

A. Publisher, Product, Size, URL 

B. Publisher, Name, Size, URI 

C. Product, URL, Machine, Package 

D. Product, Publisher, User/Group, Installation Package 

Correct Answer: D 

 

QUESTION 2

A company is looking to manage their Windows Servers and Desktops with CyberArk EPM. Management would like to
define different default policies between the Windows Servers and Windows Desktops. 

What should the EPM Administrator do? 

A. In the Default Policies, exclude either the Windows Servers or the Windows Desktops. 

B. Create Advanced Policies to apply different policies between Windows Servers and Windows Desktops. 

C. CyberArk does not recommend installing EPM Agents on Windows Servers. 

D. Create a separate Set for Windows Servers and Windows Desktops. 

Correct Answer: B 

 

QUESTION 3

An EPM Administrator needs to create a policy to allow the MacOS developers elevation to an application. What type of
policy should be used? 

A. Elevate Application Group 

B. Developer Applications Application Group 

C. Elevate Trusted Applications If Necessary Advanced Policy 

D. Elevate MacOS Policy 

Correct Answer: C 

 

QUESTION 4

DRAG DROP
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Match the Trusted Source to its correct definition:

Select and Place:

Correct Answer:
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QUESTION 5

An EPM Administrator would like to notify end users whenever the Elevate policy is granting users elevation for their
applications. Where should the EPM Administrator go to enable the end-user dialog? 

A. End-user UI in the left panel of the console 

B. Advanced, Agent Configurations 

C. Default Policies 

D. End-User UI within the policy 

Correct Answer: D 
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QUESTION 6

Which programming interface enables you to perform activities on EPM objects via a REST Web Service? 

A. EPM Web Services SDK 

B. Application Password SDK 

C. Mac Credential Provider SDK 

D. Java password SDK 

Correct Answer: A 

 

QUESTION 7

How does EPM help streamline security compliance and reporting? 

A. Use of automated distribution of reports to the security team 

B. Provides reports in standard formats such as PDF, Word and Excel 

C. Print reports 

D. Create custom reports 

Correct Answer: B 

 

QUESTION 8

For Advanced Policies, what can the target operating system users be set to? 

A. Local or AD users and groups, Azure AD User, Azure AD Group 

B. AD Groups, Azure AD Groups 

C. Local or AD users and groups 

D. Local or AD users, Azure AD Users 

Correct Answer: C 

 

QUESTION 9

If Privilege Management is not working on an endpoint, what is the most likely cause that can be verified in the EPM
Agent Log Files? 
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A. Behavior of the elevation prompt for administrators in Admin Approval Mode is set to "Prompt for Consent for non-
Windows binaries". 

B. Agent version is incompatible. 

C. UAC policy Admin Approval for the Built-in Administrator Account is set to "Disabled". 

D. UAC policy Run all administrators in Admin Approval Mode is set to "Enabled". 

Correct Answer: D 

 

QUESTION 10

An EPM Administrator would like to include a particular file extension to be monitored and protected under Ransomware
Protection. What setting should the EPM Administrator configure to add the extension? 

A. Authorized Applications (Ransomware Protection) 

B. Files to be Ignored Always 

C. Anti-tampering Protection 

D. Default Policies 

Correct Answer: A 

Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/EPM/Latest/en/Content/EPM/Server%20User%20Guide/PrivMgmnt- Ransomware-NewUI.htm 
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