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QUESTION 1

Where is the startup configuration located on a router?
A. Static RAM

B. BootROM

C. NVRAM

D. Dynamic RAM

Correct Answer: C

QUESTION 2

How many times can data be written to a DVD+R disk?
A. Twice

B. Once

C. Zero

D. Infinite

Correct Answer: B

QUESTION 3

You are the security analyst working for a private company out of France. Your current assignment is to obtain credit
card information from a Swiss bank owned by that company. After initial reconnaissance, you discover that the bank
security defenses are very strong and would take too long to penetrate. You decide to get the information by monitoring
the traffic between the bank and one of its subsidiaries in London. After monitoring some of the traffic, you see a lot of
FTP packets traveling back and forth. You want to sniff the traffic and extract usernames and passwords. What tool
could you use to get this information?

A. Airsnort

B. Snort

C. Ettercap

D. RaidSniff

Correct Answer: C

QUESTION 4
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What is the CIDR from the following screenshot?

Internet Protocol (TCP/IP) Properties

172.18 16 1

2.0 .0.0|
1

A. [24A.124A.124

B. /32 B./32 B./32

C./16 C./Z16 C./16

D. /8D./8D./8

Correct Answer: D

QUESTION 5
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What is kept in the following directory? HKLM\SECURITY\Policy\Secrets

A. Cached password hashes for the past 20 users

B. Service account passwords in plain text

C. IAS account names and passwords D. Local store PKI Kerberos certificates

Correct Answer: B

QUESTION 6

In handling computer-related incidents, which IT role should be responsible for recovery, containment, and prevention to
constituents?

A. Security Administrator

B. Network Administrator

C. Director of Information Technology
D. Director of Administration

Correct Answer: B

QUESTION 7

You are conducting an investigation of fraudulent claims in an insurance company that involves complex text searches
through large numbers of documents. Which of the following tools would allow you to quickly and efficiently search for a
string within a file on the bitmap image of the target computer?

A. Stringsearch

B. grep

C.dir

D. vim

Correct Answer: B

QUESTION 8

When cataloging digital evidence, the primary goal is to
A. Make bit-stream images of all hard drives

B. Preserve evidence integrity

C. Not remove the evidence from the scene
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D. Not allow the computer to be turned off

Correct Answer: B

QUESTION 9

The objective of this act was to protect consumers\\' personal financial information held by financial institutions and their
service providers.

A. Gramm-Leach-Bliley Act
B. Sarbanes-Oxley 2002
C. California SB 1386

D. HIPAA

Correct Answer: A

QUESTION 10

After undergoing an external IT audit, George realizes his network is vulnerable to DDoS attacks. What
countermeasures could he take to prevent DDoS attacks?

A. Enable direct broadcasts
B. Disable direct broadcasts
C. Disable BGP
D. Enable BGP

Correct Answer: B

QUESTION 11

Bill is the accounting manager for Grummon and Sons LLC in Chicago. On a regular basis, he needs to
send PDF documents containing sensitive information through E-mail to his customers.

Bill protects the PDF documents with a password and sends them to their intended recipients.

Why PDF passwords do not offer maximum protection?

A. PDF passwords can easily be cracked by software brute force tools

B. PDF passwords are converted to clear text when sent through E-mail

C. PDF passwords are not considered safe by Sarbanes-Oxley

D. When sent through E-mail, PDF passwords are stripped from the document completely

ECO0-349 PDF Dumps | EC0-349 VCE Dumps | EC0-349 Practice Test 517


https://www.leads4pass.com/ec0-349.html
https://www.leads4pass.com/ec0-349.html
https://www.leads4pass.com/ec0-349.html

https://lwww.leads4pass.com/ec0-349.html

Leads4 Pa ss 2024 Latest leads4pass EC0-349 PDF and VCE dumps Download

Correct Answer: A

QUESTION 12

What binary coding is used most often for e-mail purposes?
A. MIME

B. Uuencode

C. IMAP

D. SMTP

Correct Answer: A

QUESTION 13

The following is a log file screenshot from a default installation of 1I1S 6.0.

psottware: Microsoft Internet Inmtormation Services 6,0

#version: 1.0

#pate: 2007-01-22 15:42:36

#rields: date time s-sitename =-ip cs-method cs-uri-stem cﬁ—uri—querg s-port cs-user
2007-01-22 15:42:36 wiswCl 172.16.28.102 GET Sindex.htm]l - 80 - 172.16.28. 80
MozilTa L, o+Cocompatihle; +MSIE+S, O+t ndows+nT+5. L +5v1; +Avant+Browser ; +, NET+CLR+1. 1.
2007=01-22 15:42:36 W3ISWI1 172.16.28.102 GET fDevelopmentindex.asp - 80 - 172.16.28
Mozillas. 0+ (compatible; +MSIE+E. O +windows+NT+5. 13 +5V1; +Avant+Browser; +. NET+CLR+1. 1.
2007=01-22 15:42:36 w3sWwl 172.16.28.102 GET /Development/css/olcStyle.css = 850 = 17
Moz 1a/4. 0+ Ccompatibl e +MSIE+S., O +windows+nNT+5. 1) +5v1; +Avant+Brawser ; +., MET+CLR+1, 1.
Z007-01-22 15:42:36 wiswcl 172.16,28.102 GeT Afavicon.ico - 80 - 172.16.,28.80 Avant+
2007-01-22 15:42:36 w3swCl 172.16.28.102 GET /Development/css/fdhtml_horiz.css - BO -
Mozl la . 0+ Coompatibhle; +MsIE+S. O +windows+NT+5. L +5v1 +Avant+Br owser ; +, MET+CLR+L. 1.
Z007-01-22 15:42:36 w3sSWC1 172,16.28,102 GET Jhevelopment/images/Index_01l.jpg - 80 -
Mozillasd, O Coompatible; +MsTESS, O +wi nddows+nT+5. 17 #5VL +AvanT+Er Owser; +, NET+CLR+L, 1.
2007-01-22 15:42:36 wW3sWwl 172.146.28.102 GET JSpevelopmentimagesAndex_02.Jpg - 30 -
Mozi11a/4. 0+ (compatible; +MSIE+S. O +windows+nNT-+5. 1; #5v1; +Avant+Browser; +. MET+CLR+1. 1.
2007-01-22 15:42:36 w3SwCl 172.16.28.102 GET /Development/images/index_03.ipg - 80 -
Mozillad. O+ Coompatible; +MSIE+E. O +windows+NT+5. 13 #5V1; +Avant+Browser ; +. NET+CLR+1. 1,
2O007-01-22 15:42:36 wiswcl 172.16.28.102 GeT SDevelopment Amages,index_04.jpa - 80 -
Mozi17a/4. o+ Ccompatible; +MsIE+S. O +wlndows+NT+5., 1; #5V1; +Avant+E8rowser; +. NET+CLR+1. 1.
ZO07-01-22 15:42:36 wiswcl 172.16.28.102 ceT Spevelopment /images,/ index_06,jpg - 80 -
Mozilla e, o+lcompatibl e, +MSIE=S, O Hwindows+NT+3, L =5v1 +AvEnT+Er Owser | +. MET+CLA+L, 1,
2007=-01-22 15:42:36 wiswl 172.16.28.102 GET Development/ imagesTndex_07.jpg - 80 -
Mozi1la/4. 0+ (compatible; +MSIE«E, 0: +windows+NT45. 1;+5v1; +avant+Browser; +. NETHCLR+1. 1.
2007-01-22 15:42:36 W3SW1 172.16.28.102 GET /Development/images/Andex_08.ipg - 80 -
Mozi1la/ 4, 0+ (compatible; #MSIE+S. 0 +windows+NT+5. 1;+5vi; +Avant+Browser; +. NET+CLR+1, 1.
2007-01-22 15:42:36 wiswCl 172.16.28.102 GET Jpevelopment/script/dhtml.js - 80 - 172
Moz 1 1a 4. 0+ Ccompatib]e; +MSTE+G. O) +windows+NT+5. 1) +5v1 +Avant+Browsar ; +. NET+CLR+1. 1.
IOOT-01-22 15:42:36 wisvcl 172.16,28,102 ceT JSpevelopmentimages gresnarraw. jpg — B0
Mozillasa, OrCcompatibl e; +MSIE+G, OF vwi ndows+NT+ 5, L +5V1 +Avant+Brawser; +, NET+CLR+1. 1.
2007-01-22 15:42136 wiswol 172.16.28.102 GeT SDevelopment  images /board_01.jpg - 80 -
Mozl TlaM, 0+ Ccompatible; +MESIE+E. O Hei ndows+nT+5. L +5v1; +AvanT+Browser ; +. MET+CLR+L, 1.
2007-01-22 15:42336 w3swCl 172.16.28,.102 GET /Development/images /board_02.ipg - 80 -
Mozi1las4 . 0HCcompatible; HMSIELS. O HwindowsHNTHS. L 45V jLAvant+Browser ;4. NETHCLA4L . 1,

AT A T P AT LT g (Timuee—d @ TETL AR WA A ATE eme— T e PpaRpE R = S [ S g

What time standard is used by IIS as seen in the screenshot?
A.UTC

B. GMT
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C. TAIl
D.UT

Correct Answer: A

QUESTION 14

Your company\\'s network just finished going through a SAS 70 audit. This audit reported that overall, your network is
secure, but there are some areas that needs improvement. The major area was SNMP security. The audit company
recommended turning off SNMP, but that is not an option since you have so many remote nodes to keep track of. What
step could you take to help secure SNMP on your network?

A. Block all internal MAC address from using SNMP

B. Block access to UDP port 171

C. Block access to TCP port 171

D. Change the default community string names

Correct Answer: D

QUESTION 15

In Linux, what is the smallest possible shellcode?
A. 24 bytes

B. 8 bytes

C. 800 bytes

D. 80 bytes

Correct Answer: A
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