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QUESTION 1

A US IT company has created a cloud based application for Canadian consumers only, with servers located in
Vancouver, Canada. The application allows its users to publish their short stories, essays or e-books. The purpose of
the application, i.e. literary work, is clearly stated in the terms and conditions which are mandatorily acknowledged by
each user. 

With respect to this application, the company must ensure compliance with: 

A. PIPEDA 

B. US Consumer Privacy Bill of Rights 

C. EU Data Protection Directive 

D. None of the above 

Correct Answer: D 

 

QUESTION 2

Data Protection officer is reviewing the organization\\'s existing privacy policy. Which of the following would be the most
critical factor for the review process? 

i. Policy definition 

ii. Policy enforcement 

iii. IT infrastructure setup 

iv.

 Physical infrastructure setup 

A. 

Only i. 

B. 

Only i. and ii. 

C. 

i, ii, iii and iv. 

D. 

i, ii and iii 

Correct Answer: D 
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QUESTION 3

An Indian company provides BPM services to a US based health insurance company. One rogue of the employees of
the Indian company exported patient data of the customers of the insurance company and provided it to another US
based insurance company. Although the employee was charged for theft, the company and its executives also faced
legal proceedings in India because (please select the most appropriate possible reason): 

A. They did not conduct background verification of individuals. 

B. They allowed access to sensitive personal information to employees of the company. 

C. They did not implement reasonable security practices for data protection. 

D. They did not implement data loss prevention tools to prevent such actions. 

Correct Answer: C 

 

QUESTION 4

Which of the following legislations/ guidelines do not cover the concept of trans-border data flow? 

A. OECD 

B. IT (Amendment) Act, 2008 

C. PIPEDA 

D. None of the above 

Correct Answer: B 

 

QUESTION 5

Which of the following wasn\\'t prescribed as a privacy principle under the OECD Privacy Guidelines, 1980? 

A. Openness 

B. Data minimization 

C. Security Safeguard 

D. Purpose Specification 

Correct Answer: B 

 

QUESTION 6

With respect to privacy governance, which of the following statements are correct? 

A. Privacy governance defines the specifications for privacy operations performed on data processed through computer
resource only. 
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B. Privacy governance provides privacy strategy and direction, and takes decisions on key privacy issues. 

C. Privacy governance addresses day-to-day privacy incidents with processes established by privacy policies and
procedures. 

D. Privacy governance ensures that privacy issues are not left unaddressed in the organization. 

Correct Answer: B 

 

QUESTION 7

Methods for de-identification can be classified into two types: 

A. Statistical and Heuristic Methods 

B. Human and Machine Methods 

C. Advanced and Compilation Methods 

D. None of the above 

Correct Answer: B 

 

QUESTION 8

Companies based in EU and willing to transfer data outside the EU/EEA, use model contracts as an instrument. 

Which of the following statements are true in reference to above statement? 

A. It is a requirement mentioned in EU Data Protection Directive 

B. It is a requirement mentioned in the OECD Privacy Framework 

C. It is a requirement mentioned in the EU E-Commerce Directive 

D. None of the above 

Correct Answer: D 

 

QUESTION 9

Which of the following statements is true in respect of the India specific government projects such as Aadhaar, National
Population Register (NPR), etc. that can have privacy implications? 

A. Collection of biometrics in India is a statutory requirement 

B. Proper and adequate notification is not provided to data subjects before and during the collection of their personal
information 

C. Data subjects are not limited in their ability to exercise control over the ways their personal information is being used,
once it has been shared by them as part of the projects 
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D. Citizens are being given the choice to opt out from submitting their biometric details and are allowed to complete the
environment without submitting their biometrics 

Correct Answer: C 

 

QUESTION 10

`Challenging Compliance\\' as a privacy principle is covered in which of the following data protection/ privacy act? 

A. Federal Data Protection Act, Germany 

B. UK Data Protection Act 

C. PIPEDA 

D. Singapore Data Protection Act 

Correct Answer: C 

 

QUESTION 11

What does PHI stand for, as per HIPAA/ HITECH? 

A. Personal healthcare information 

B. Public health information 

C. Protected health information 

D. Personal health information 

Correct Answer: C 

 

QUESTION 12

Which of the following aspects of personal information lifecycle management should the privacy function in an
organization be concerned with 

i. Policy definition 

ii. Policy enforcement 

iii. IT infrastructure setup 

iv.

 Physical infrastructure setup 

A. 

Only i. 
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B. 

Only i. and ii. 

C. 

All 

D. 

All except iv 

Please select the correct option: 

Correct Answer: D 

 

QUESTION 13

Which of the following statement is incorrect? 

A. Privacy policy may be derived from outcomes of privacy impact assessment. 

B. Misuse of personal information available in public domain may be construed as a privacy violation. 

C. A privacy policy once framed cannot be changed before the specified review period. 

D. None of the Above 

Correct Answer: B 

 

QUESTION 14

Which of the following statements are true about the privacy statement of an organization? 

A. Content of the online privacy statement of an organization will depend upon the applicable laws, and may need to
address requirements across geographical boundaries and legal jurisdictions 

B. As per privacy laws generally it is mandatory to mention the phone contact details of the owner of organization in the
online privacy statement where customers can reach out in case of a grievance or incident 

C. Online privacy statement is an instrument to demonstrate to stakeholders how the organization gathers, uses,
discloses, and manages personal data 

D. India\\'s Information Technology (Amendment) Act, 2008 does not require that privacy policy be published on the
website 

Correct Answer: A 

 

QUESTION 15

Which of the following has not been prescribed as a key principle in the White Paper on Data Protection Framework for
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India, by Justice Shri Krishna Committee? 

A. Informed consent 

B. Data minimization 

C. Horizontal application 

D. Preventing harm 

Correct Answer: C 
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