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QUESTION 1

When a data frame is encrypted with WPA2, to which portion of the frame is the encryption applied? 

A. Frame body excluding the LLC 

B. Frame body including the LLC 

C. Frame body and MAC Header 

D. The whole MPDU 

Correct Answer: C 

 

QUESTION 2

ABC International has installed a new smart ZigBee controlled lighting system. However, the network team is concerned
that this new system will interface with the existing WLAN and has asked you to investigate the impact of the two
systems operating simultaneously in the 2.4 GHz band. When performing Spectrum Analysis, which question could you
answer by looking at the FFT plot? 

A. Do the ZigBee channels used by the lightning system overlap with the WLAN channels? 

B. Is the ZigBee system using more the 50% of the available airtime? 

C. Is the ZigBee system causing an increase in WLAN retries? 

D. Is the WLAN corrupting ZigBee system messages? 

Correct Answer: C 

 

QUESTION 3

A client is operating in an unstable RF environment. Out of five data frames transmitted to the client it only receives four.
The client sends a Block Ack to acknowledge the receipt of these four frames but due to frame corruption the Block Ack
is not received by the AP. Which frames will be transmitted? 

A. Only the data frame which was corrupted 

B. Both the corrupted data and Block Ack 

C. All data frames 

D. Only the Block Ack 

Correct Answer: D 

 

QUESTION 4
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You\\'re the WLAN administrator for a large retailer based at the HQ in New York. The London-based office has been
complaining about WLAN disconnections around lunch time each day. You suspect this might be interference from the
staff microwave, how might you test your theory from the New York office? 

A. Access the microwave remotely and run a diagnostic check 

B. Ask a local member of staff to take some pictures of the microwave, including some close-ups of the door seal so that
you can access it 

C. Place one of the London APs into spectrum analyzer mode and monitor the situation over lunch time 

D. Ask a local member of staff to change the frequency of the microwave and see if the disconnections stop 

Correct Answer: A 

 

QUESTION 5

After examining a Beacon frame decode you see the SSID Element has a length of 0. What do you conclude about this
frame? 

A. The frame is corrupted 

B. This is a common attack on WISP backend SQL databases 

C. The beacon is from a BSS configured to hide the SSID 

D. SSID elements always have a length of 0 

Correct Answer: C 

 

QUESTION 6

Which one of the following statements describes the function of WMM Admission Control? 

A. APs guarantee Voice and Video access categories priority over the WLAN medium 

B. APs control access to the wireless medium by polling STAs for data packets 

C. APs regulate the available bandwidth in an attempt to provide a guarantee of the amount of time that a STAhas
available to access the channel 

D. Provides a new 802.11 Authentication method for Voice devices 

Correct Answer: A 

 

QUESTION 7

Which piece of information Is not transmitted in an HT PDDU header? 

A. Number of Spatial Streams 
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B. PPDU length 

C. Channel number 

D. MCS index 

Correct Answer: D 

 

QUESTION 8

Given a protocol analyzer can decrypt WPA2-PSK data packets providing the PSK and SSID are 

configured in the analyzer software. 

When performing packet capture (in a non-FT environment) which frames are required in order for PSK 

frame decryption to be possible? 

A. Authentication 

B. Reassociation 

C. 4-Way Handshake 

D. Probe Response 

Correct Answer: C 

 

QUESTION 9

Which one of the following is not an 802.11 Management frame? 

A. Action 

B. Authentication 

C. PS-Poll 

D. Beacon 

Correct Answer: C 

 

QUESTION 10

What is the difference between a Data frame and a QoS-Data frame? 

A. QoS Data frames include a QoS control field 

B. QoS Data frames include a QoS information element 

C. QoS Data frames include a DSCP control field 
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D. QoS Data frames include an 802.1Q VLAN tag 

Correct Answer: A 
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