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QUESTION 1

Which audit type is MOST appropriate for evaluating the effectiveness of a security program? 

A. Threat 

B. Assessment 

C. Analysis 

D. Validation 

Correct Answer: B 

 

QUESTION 2

How does identity as a service (IDaaS) provide an easy mechanism for integrating identity service into individual
applications with minimal development effort? 

A. By allowing the identification logic and storage of an identity\\'s attributes to be maintained externally 

B. By integrating internal provisioning procedures with external authentication processes 

C. By allowing for internal provisioning of user accounts 

D. By keeping all user information in easily accessible cloud repositories 

Correct Answer: D 

 

QUESTION 3

When designing a vulnerability test, which one of the following is likely to give the BEST indication of what components
currently operate on the network? 

A. Topology diagrams 

B. Mapping tools 

C. Asset register 

D. Ping testing 

Correct Answer: B 

 

QUESTION 4

When resolving ethical conflicts, the information security professional MUST consider many factors. In what order
should these considerations be prioritized? 
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A. Public safety, duties to individuals, duties to the profession, and duties to principals 

B. Public safety, duties to principals, duties to individuals, and duties to the profession 

C. Public safety, duties to the profession, duties to principals, and duties to individuals 

D. Public safety, duties to principals, duties to the profession, and duties to individuals 

Correct Answer: B 

 

 

QUESTION 5

What type of investigation applies when malicious behavior is suspected between two organizations? 

A. Regulatory 

B. Criminal 

C. Civil 

D. Operational 

Correct Answer: A 

 

QUESTION 6

Which of the following is the BEST statement for a professional to include as port of businees continuity (BC)
procedure? 

A. A full data backup must be done upon management request. 

B. An incremental data backup must be done upon management request. 

C. A full data backup must be done based on the needs of the business. 

D. In incremental data backup must be done after each system change. 

Correct Answer: D 

 

QUESTION 7

Which of the following provides the GREATEST level of data security for a Virtual Private Network (VPN) connection? 

A. Internet Protocol Payload Compression (IPComp) 

B. Internet Protocol Security (IPSec) 

C. Extensible Authentication Protocol (EAP) 
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D. Remote Authentication Dial-In User Service (RADIUS) 

Correct Answer: B 

 

QUESTION 8

What is maintained by using write blocking devices whan forensic evidence is examined? 

A. Inventory 

B. lntegrity 

C. Confidentiality 

D. Availability 

Correct Answer: B 

 

QUESTION 9

What is a use for mandatory access control (MAC)? 

A. Allows for labeling of sensitive user accounts for access control 

B. Allows for mandatory user identity and passwords based on sensitivity 

C. Allows for mandatory system administrator access control over objects 

D. Allows for object security based on sensitivity represented by a label 

Correct Answer: D 

 

QUESTION 10

Which of the following techniques evaluates the secure Bet principles of network or software architectures? 

A. Threat modeling 

B. Risk modeling 

C. Waterfall method 

D. Fuzzing 

Correct Answer: A 

 

QUESTION 11

Refer to the information below to answer the question. 
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A large, multinational organization has decided to outsource a portion of their Information Technology (IT) organization
to a third-party provider\\'s facility. This provider will be responsible for the design, development, testing, and support of 

several critical, customer-based applications used by the organization. 

What additional considerations are there if the third party is located in a different country? 

A. The organizational structure of the third party and how it may impact timelines within the organization 

B. The ability of the third party to respond to the organization in a timely manner and with accurate information 

C. The effects of transborder data flows and customer expectations regarding the storage or processing of their data 

D. The quantity of data that must be provided to the third party and how it is to be used 

Correct Answer: C 

 

QUESTION 12

Which step of the Risk Management Framework (RMF) identifies the initial set of baseline security controls? 

A. Selection 

B. Monitoring 

C. Implementation 

D. Assessment 

Correct Answer: A 

Reference: https://csrc.nist.gov/projects/risk-management/risk-management-framework-(RMF)-Overview 

 

QUESTION 13

What is the most effective form of media sanitization to ensure residual data cannot be retrieved? 

A. Clearing 

B. Destroying 

C. Purging 

D. Disposal 

Correct Answer: B 

 

QUESTION 14

An employee\\'s home address should be categorized according to which of the following references? 
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A. The consent form terms and conditions signed by employees 

B. The organization\\'s data classification model 

C. Existing employee data classifications 

D. An organization security plan for human resources 

Correct Answer: B 

 

QUESTION 15

The personal laptop of an organization executive is stolen from the office, complete with personnel and project records.
Which of the following should be done FIRST to mitigate future occurrences? 

A. Encrypt disks on personal laptops 

B. Issue cable locks for use on personal laptops 

C. Create policies addressing critical information on personal laptops 

D. Monitor personal laptops for critical information 

Correct Answer: A 
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