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QUESTION 1

Which file is used to open up a non-standard firewall port to the Vault?
A. dbparm.ini

B. PARagent.ini

C. passparm.ini

D. Vault.ini

Correct Answer: A

QUESTION 2

For the hardening process to complete successfully, the Vault administrator must ensure that the antivirus software on
the Vault server is installed and up to date before running the installation.

A. True
B. False
Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Install-the-CyberArk-
Vault-Normal-Installation.htm

QUESTION 3

PSM for SSH (previously known as PSM-SSH Proxy) supports connections to which of the following target systems?
A. Windows

B. Unix

C. Oracle

D. All of the above

Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Introduction-to-
PSMP.htm#:~:text=PSM%20for%20SSH%20enables%20end,clients%200r%20the%20SCP%20command

QUESTION 4

To support a fault tolerant and high-availability architecture, the Password Vault Web Access (PVWA) servers must to
be configured to communicate with the Primary Vault and Satellite Vaults. Which file needs to be changed on the PVWA
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to enable this setup?
A. Vault.ini

B. dbparm.ini

C. pvwa.ini

D. Satellite.ini
Correct Answer: A

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/Password-Vault-
Web-Access-Installation.htm

QUESTION 5

Which file is used to configure the ENE service?
A. ENE.ini

B. ENEConfig.ini

C. dbparm.ini

D. PARagent.ini

Correct Answer: A

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.3/en/Content/PASIMP/Event-Notification-
Engine.htm

QUESTION 6

In a Simple Network Management Protocol (SNMP) integration it is recommended to use the Fully Qualified Domain
Name (FQDN) when specifying the SNMP server address(es).

A. True

B. False

Correct Answer: B

Reference: https://cyberark-customers.force.com/s/question/0D52J00006VEbL2/in-an-snmp-integration-it-is-acceptable-

to-use-the-fullyqualified-domain-name-fqgdn-when-specifying-the-snmp-server-addresses-yes-or-nosame-question-
onsmtp-siem-

QUESTION 7

When working with the CyberArk Disaster Recovery (DR) solution, which services should be running on the DR Vault?
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A. CyberArk Vault Disaster Recovery (DR), PrivateArk Database

B. CyberArk Vault Disaster Recovery

C. CyberArk Vault Disaster Recovery, PrivateArk Database, PrivateArk Server

D. CyberArk Vault Disaster Recovery, PrivateArk Database, CyberArk Event Notification Engine
Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/DRCompenents.htm

QUESTION 8

According to the default web options settings, which group grants access to the reports page?
A. PVYWAUSsers

B. Vault administrators

C. Auditors

D. PVWAMonitor

Correct Answer: D

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/ReportsInPVWA.htm#:~
‘text=Reports%20can%20be%20generated%20in,this%20is%20the%20PVWAMOonitor%20group

QUESTION 9

When the PSM Gateway (also known as the HTML5 Gateway) is implemented, users must have an RDP client, such as
MSTSC, installed on their endpoint in order to launch connections via the PSM.

A. True

B. False. When the PSM Gateway is implemented, the user only requires a browser in order launch a connection via the
PSM.

Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/PSSO-
ConnectingDirectly.htm

QUESTION 10
Multiple Password Vault Web Access (PVWA) servers can be load balanced.
A. True

B. False
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Correct Answer: A

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/Password-Vault-
Web-Access-Installation.htm

QUESTION 11

Which user is automatically added to all Safes and cannot be removed?
A. Auditor

B. Administrator

C. Master

D. Operator

Correct Answer: C

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Predefined-Users-and-
Groups.htm

QUESTION 12

Which is the purpose of the interval setting in a Central Policy Manager (CPM) policy?

A. To control how often the CPM looks for system-initiated CPM work.

B. To control how often the CPM looks for user-initiated CPM work.

C. To control how long the CPM rests between password changes.

D. To control the maximum amount of time the CPM will wait for a password change to complete.
Correct Answer: A

Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASREF/CPM%20Settings%20-%20Introduction.htm

QUESTION 13

Which of the following features are provided by Ad-Hoc Access (formerly Secure Connect)? (Choose three.)
A. PSM connections to target devices that are not managed by CyberArk

B. session recording

C. real-time live session monitoring

D. PSM connections from a terminal without the need to login to the Password Vault Web Access (PVWA)
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Correct Answer: ABC

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Connecting-with-Secure-
Connect.htm

QUESTION 14

Where does the Vault administrator configure in Password Vault Web Access (PVWA) the Fully Qualified Domain Name
(FQDN) of the target email server during Simple Mail Transfer Protocol (SMTP) integration?

A. PVWA > Platform Management > Notification Settings
B. PVWA > Options > Notification Settings

C. PVWA > Administration > Notification Settings

D. PVWA > LDAP Integration > Notification Settings
Correct Answer: C

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Configuring-Email-
Noatification.htm

QUESTION 15

When a DR Vault Server becomes an active vault, it will automatically fail back to the original state once the Primary
Vault comes back online.

A. True, this is the default behavior.

B. False, this is not possible.

C. True, if the AllowFailback setting is set to "yes" in the padr.ini file.

D. True, if the AllowFailback setting is set to "yes" in the dbparm.ini file.
Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Initiating-DR-Failback-to-
Production-Vault.htm
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