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QUESTION 1

Which onboarding method would you use to integrate CyberArk with your accounts provisioning process? 

A. Accounts Discovery 

B. Auto Detection 

C. Onboarding RestAPI functions 

D. PTA Rules 

Correct Answer: B 

 

QUESTION 2

A Logon Account can be specified in the Master Policy 

A. TRUE 

B. FALSE 

Correct Answer: B 

Nowhere in the master policy can you choose a logon account to use. It wouldn\\'t make sense even, as different logon
accounts are used for different systems, and master policy applies to all platforms regardless to which system it is
used. 

All available master policy settings can be found here: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Working-with-Master-Policy-Rules.htm 

 

QUESTION 3

The vault does not support Subnet Based Access Control. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

 

QUESTION 4

PSM requires the Remote Desktop Gateway role service. 

A. TRUE 
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B. FALSE 

Correct Answer: B 

 

QUESTION 5

When working with the CyberArk Cluster, which service is considered Optional (i.e., failure of the service does not
mandate a failover)? 

A. PrivateArk Server 

B. PrivateArk Database 

C. Event Notification Engine 

D. Logic Container 

Correct Answer: C 

 

 

QUESTION 6

An SNMP integration allows you to forward audit records from the vault to the SIEM. 

A. TRUE 

B. FALSE 

Correct Answer: B 

 

 

QUESTION 7

It is possible to restrict the time of day. or day of week that a verify process can occur. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

 

QUESTION 8

During ENE integration you should specify the Fully-Qualified Domain Name (FQDN) of the SMTP Gateway server. 
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A. TRUE 

B. FALSE 

Correct Answer: B 

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.6/en/Content/PASIMP/Event-Notification-Engine.htm 

 

QUESTION 9

A SIEM integration allows you to forward audit records to a monitoring solution. 

A. TRUE 

B. FALSE 

Correct Answer: B 

 

 

QUESTION 10

Multiple PVWA servers provide automatic load balancing. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

 

QUESTION 11

CyberArk implements license limits by controlling the number and types of users that can be provisioned in the Vault. 

A. True 

B. False 

Correct Answer: A 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Managing-the-
CyberArk-License.htm 

 

QUESTION 12

If a transparent user belongs two different directory mappings, how does the system determine, which user template to
use? 
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A. The system will use the template for the mapping listed first. 

B. The system will use the template for the mapping listed last. 

C. The system will grant all of the vault authorizations from the two templates. 

D. The system will grant only the vault authorizations that are listed in both templates. 

Correct Answer: A 

 

 

QUESTION 13

What is the purpose of the password verify process? 

A. To test that CyberArk is storing accurate credentials for accounts. 

B. To change the password of an account according to organizationally defined password rules. 

C. To allow CyberArk to manage unknown or lost credentials. 

D. To generate a new complex password. 

Correct Answer: A 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Verifying-
Passwords.htm#:~:text=The%20CPM%20can%20verify%20password,manually%20by%20 an%20authorized%20user. 

 

QUESTION 14

Users complain they are unsuccessful attempting to authenticate to the PVWA web site. 

After entering their credentials, they receive a "Timeout has expired". You test the URL using multiple browsers and
receive the same error. The CyberArk.WebApplication.log shows the "ITACM012S Timeout has expired" log entry. 

What is the next troubleshooting step you should take? 

A. Run an IISRESET on the PVWA server 

B. Check the CyberArk.WebConsole.log for errors 

C. Check network firewall rules to ensure the PVWA can communicate to the Vault over tcp_1858 

D. Check the health of the Vault Server and ensure all services are running 

Correct Answer: C 

 

 

QUESTION 15
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Which type of automatic remediation can be performed by the PTA in case of a suspected credential theft security
event? 

A. Password change 

B. Password reconciliation 

C. Session suspension 

D. Session termination 

Correct Answer: A 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PTA/Security- Configuration.htm 
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