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QUESTION 1

Which one of the built-in Vault users is not automatically added to the safe when it is first created in PVWA?

A. Master

B. Administrator

C. Auditor

D. Operator

Correct Answer: B
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Predefined-Users-and-Groups.htm
Administrator This user appears on the highest level of the User hierarchy and has all the possible permissions. As
such, it can create and manage other Users on any level on the Users hierarchy.

No Safe Permissions needed for Administrator

In PAM Administration Course - Access Control (Safes) Administrator is NOT in the screenshot and Operator is.

QUESTION 2

HA, DR, Replicate are mutually exclusive and cannot be used in the same environment.
A. TRUE

B. FALSE

Correct Answer: B

QUESTION 3

One time passwords reduce the risk of Pass the Hash vulnerabilities in Windows.
A. TRUE

B. FALSE

Correct Answer: A

QUESTION 4

A vault admin received an email notification that a password verification process has failed. Which service sent the
message?
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A. The PrivateArk Server Service on the Vault.

B. The CyberArk Password Manager service on the Components Server.
C. The CyberArk Event Notification Engine Service on the Vault

D. The CyberArk Privileged Session Manager service on the Vault.

Correct Answer: C

QUESTION 5

When managing SSH keys, the Central Policy Manager (CPM) stores the private key.
A. in the Vault

B. on the target server

C. in the Vault and on the target server

D. nowhere because the private key can always be generated from the public key
Correct Answer: A

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/SSHKM/Managing%
20SSH%?20Keys.htm

QUESTION 6

Multiple PVWA servers provide automatic load balancing.
A. TRUE

B. FALSE

Correct Answer: A

QUESTION 7

PSM captures a record of each command that was issues in SQL Plus.
A. TRUE

B. FALSE

Correct Answer: A
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QUESTION 8

Where does the Vault administrator configure in Password Vault Web Access (PVWA) the Fully Qualified Domain Name
(FQDN) of the domain controller during LDAP/S integration?

A. PVWA > Platform Management > LDAP Integration
B. PVWA > Administration > LDAP Integration

C. PVWA > Administration > Options > LDAP Integration
D. PVWA > LDAP Integration

Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/Landing%20Pages/
LPLDAPIntegration.htm

QUESTION 9

CyberArk recommends implementing object level access control on all Safes.
A. True

B. False

Correct Answer: B

QUESTION 10

Which of the following options is not set in the Master Policy?
A. Password Expiration Date

B. Dual Control

C. Password Complexity

D. Require Access Reason

Correct Answer: C

QUESTION 11

Which utility can be used to copy a server key to an HSM?
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A. PrivateArk Client

B. A proprietary utility provided by the HSM Vendor
C. ChangeServerKeys.exe

D. CAVaultManager.exe

Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Distributed- Vault-
HSM.htm

QUESTION 12

Multiple Vault Servers can be load balanced.
A. True

B. False

Correct Answer: B

QUESTION 13
DRAG DROP

In version 10.7 the correct order of installation for components changed. Make the necessary corrections to the list
below to show the new installation order.

Select and Place:

Original Order Correct Order

Vault

CPM

©

Q)

PVWA

PSM

Correct Answer:
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Original Order Correct Order

Vault

PVWA

©

CPM

©®

PSM

QUESTION 14

One can create exceptions to the Master Policy based on
A. Safes

B. Platforms

C. Policies

D. Accounts

Correct Answer: B

QUESTION 15

Which file would you modify to configure your Vault Server to forward Activity Logs to a SIEM or SYSLOG server?
A. dbparm.ini

B. PARagent.ini

C. ENEConf.ini

D. padre.ini

Correct Answer: A
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